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Abstract of the contribution: This contribution provides rationale to favour a UE-based over an AS-based mechanism for implementation of IUT remote party restrictions per the related TS 22.228 requirement.
Introduction and background
In Reply LS S2-113917 (S1-112231), SA1 has clarified the relevant use case(s) for the IUT remote party restrictions requirement in Rel-11 TS 22.228. SA1 has affirmed that the video server/DRM use case is out of scope for 3GPP, but that SA2 should focus instead on the human remote user privacy concern.
To examine the human remote user privacy concern, let us consider the IMS network-based flow replication scenario from TR 23.831, the Rel-10 Technical Report for IUT architecture enhancements. The related figure is given below: 
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In this scenario, a user has a multimedia session with audio-1 and video-1 media flows between his device UE-1 and remote party. Subsequently, the user requests to replicate the video-1 media flow as video-2 media flow to UE-2, and establishes one Collaborative Session for it. After the success of replication, the Collaborative Session control is in UE-1, audio-1 and video-1 media flows remain with UE-1, and IMS network replicates video-1 to video-2 in UE-2. Video-1 and video-2 media flows are transferring same downlink video packets from remote party, and only uplink video packets from UE-1 will be transferred to remote party. UE-1 and UE-2 may belong to the same IMS subscription or different IMS subscriptions.  Without a remote party restrictions capability, Remote Party neither has knowledge of nor is capable of rejecting the requested replication operation – this exemplifies the concern that SA1 has asked SA2 to address.
Additionally, if Remote Party in the scenario above was the calling party in the original session, and the “Calling Party Pays” charging principle is applied, Remote Party will become liable for the charges associated with the new access leg established to replicate the flow ‘Video-2’ to UE-2, and yet, without a remote party restrictions capability, be unaware that such an operation is taking place (until the subscriber receives the bill!).
Discussion
Presented in meeting SA2#86/Naantali, the CR in document S2-113212 proposed an AS-based mechanism for communicating IUT restrictions policy-type information from the remote end to the IUT subscriber’s SCC AS. Also presented in SA2#86 were CRs in documents S2-113160 and S2-113329 that described and proposed remote party restrictions mechanisms that involve the remote UE itself. Discussed here are comparative advantages and disadvantages of an AS-based with respect to a UE-based mechanism for implementing IUT remote party restrictions per the relevant Rel-11 TS 22.228 requirement.

The AS-based mechanism described in S2-113212 assumes remote party restrictions information known prior to the session, information which ostensibly is pre-provisioned in either the AS itself or in the HSS associated with the remote UE. When this mechanism is implemented, the remote UE and user remain unaware of IUT operations requested or performed on the local end, and the remote user relies on the network to assert and enforce his or her privacy-motivated IUT restrictions requirements. An implication of this solution approach is that the remote user is unable to make a decision in real time regarding the acceptability of a requested IUT operation.  By contrast, the transactional nature of the UE-based mechanism permits real-time delivery to the remote UE of supplementary information (e.g., the identity of the target IMS UE(s) of the IUT), and thus affords the user at the remote end of the session greater opportunity to make an informed decision regarding whether or not he or she wishes the requested operation (e.g., flow replication to third party) to proceed.
Secondly, the AS-based mechanism features the added complexity of policy information processing in the SCC AS associated with the IUT subscriber. The UE-based restrictions mechanism does not have this feature. When the solutions described in either S2-113160 or S2-113329 are implemented, the IUT subscriber’s SCC AS is required to process only a simple ‘accept’ or ‘reject’ indication received from the remote end. Furthermore, since the solution described in S2-113160 represents an enhancement of the ‘Remote Leg Update’ procedure described in TS 23.237, the IUT subscriber’s SCC AS receives even less impact, because it (the SCC AS) must already be capable of handling a reject to ‘Update Remote Leg’, and the same set of recovery actions at the SCC AS apply in the ‘IUT remote party restricted’ situation as in other error cases.

The UE-based mechanism of course impacts the UE implementation at the remote end of the session, but only to a small degree, and it is concluded here that the strong advantage afforded by real-time user/UE input at the remote end justifies the cost of UE impact.

Proposal
It is suggested to favor a UE-based over an AS-based mechanism for implementation of remote party restrictions for IUT. The information in this contribution should be kept in mind when reviewing related TEI11 CRs for IUT remote party restrictions.
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