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Abstract of the contribution: This contribution raises the issues related to a MTC Group based on the agreed requirements in SA1#55. 
Discussion
SA1#55 agreed the following requirements about MTC Group for Rel-11. (CR0098 to TS22.368)
	7.2.14.3
Group based addressing

MTC Feature Group Based Addressing is intended for use with a MTC Group for which the network operator wants to optimize the message volume when many MTC Devices need to receive the same message.

For the Group Based Addressing MTC Feature:

· The network shall provide a mechanism to send a broadcast message within a particular geographic area, e.g. to wake up the MTC Devices that are members of that MTC Group; only MTC Devices of the target group configured to receive the broadcast message will recognize it.
NOTE 1: The geographic area for the broadcast may be a cell sector, a cell or a group of cells.
NOTE 2: Verification of receipt of a broadcast message is not necessary.


According to the requirements, there are several issues to be solved in architecture perspective.
· Issue 1: MTC Group identity for broadcast
When the MTC server requests a broadcast message to the network, it is expected to use the MTC Group identity. The issue is that MTC Group identity should be in the subscription in order to be used by the MTC Server. 
· Issue 2: How to indicate geographic area to the network 
Agreed requirements say that message is broadcasted within a particular geographic area. The issue is how the network understands the geographical area. In the view point of network unit of geographic area may be TA or ECGI. Hence, the network should have a functionality to find the TA or ECGI from the geographical area.
· Issue 3: Information delivered by broadcast message

Broadcast message from the MTC Server may include the application data which can be used for UE’s operation such as power rate for metering application. Otherwise, it may be information to connect to MTC Server such as MTC APN or MTC Server address. Lastly, as described in the requirements as an example, the broadcast message is only for wake up without any information in order for the MTC Group members to be connected mode. 

The issue is that, because broadcast method depends on broadcast message definition, it is required to define the information delivered by the broadcast message. 
· Issue 4: Security aspect of broadcast
Depending on the solution of issue3 the data can be broadcasted or unicasted. When the message is broadcasted, security threats can be possible. The main threats in broadcasting group messages without protection are 
· Listening of an unprotected broadcast message, privacy information related to particular MTC UE and user are revealed.   
· Sending a bogus broadcast message can be possible, if the broadcast messages are not protect. 
· Replaying broadcasted messages at a later time, if the attacker captures the broadcast message which informs the MTC UE to wake-up, then an attacker can overload the network at his convenience by broadcast the same message at later time. 

To mitigate the above mentioned threats, the MTC broadcast messages to a particular group need to be protected. 
Proposal
We propose to handle each of the issues in the contribution S2-114078 for issue1, S2-114079 for issue2, and S2-114080 for issue3. posalon   wing text to TR23.888 message or e
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