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Abstract of the contribution: This contribution proposes to re-categorize the Non-Managed NAT solution documented in clause 6.55 of TR 23.888, to Session-Controlled NAT solution.
Discussion
Clause 6.55 of TR 23.888 documents a solution titled ‘NAT Traversal using Non-Managed-NAT’, and provides a solution for NAT traversal when the UE used for MTC and the MTC Server are located in different IPv4 address domains.

The term ‘Non-Managed NAT’ is generally used for NAT traversal solutions where the NAT bindings are not controlled by the serving network. ‘Managed NAT’ or ‘Hosted NAT’ is the terminology used for NAT traversal solutions where the bindings in the NAT are created and managed by the entities in the serving network.

The solution in clause 6.55 of TR 23.888 is not a ‘managed-NAT’ or ‘hosted-NAT’ solution as the IP address translations and address bindings in the NAT are not controlled by the operator network. It is not a ‘non-managed NAT’ solution either, since the bindings are created by the action of the entities within the operator network on the occurrence of some event, such as the receipt of a request from the MTC Server asking for the public IP address assigned to the MTC device. The IP address translations and address bindings at the NAT are created by the use of MTC session specific signalling when the MTC Server wants to initiate communications with the MTC device. Therefore, the proposal is to rename the solution in clause 6.55 of TR 23.888 as ‘Session-Controlled NAT’ solution.

Also, there is a note (NOTE 2) in clause 6.55.2, TR 23.888 that states ‘Market requirements and Use Case for non-Managed NATs is FFS’. As the cited solution in clause 6.55 is not a non-managed NAT, the proposal is to remove the said NOTE2 also.

In summary, this contribution proposes the following:

1. Rename the solution in clause 6.55 TR 23.888 to ‘NAT Traversal using Session-Controlled NAT’.
2. Remove NOTE2 in clause 6.55.2 TR 23.888.

Proposal

It is proposed to update the TR 23.888 as follows.

* * * First Change * * * *
6.55
Solution - NAT Traversal using Session-Controlled NAT

6.55.1
Problem Solved/ Gains Provided
See clause 5.3 "Key Issue - IP Addressing"
6.55.2
General

In order to support communications between the MTC Server and the UE used for MTC that are located in different IPv4 address spaces, Network Address Translator (NAT) is deployed at the address space boundary. Such NAT could be a managed NAT, a non-managed NAT or a session-controlled NAT.

The solution described in Section 6.19 TR 23.888 ‘MT Communications with Micro Port Forwarding’ is an example of the managed-NAT solution. The proposal in this section provides the architectural framework for a session-controlled NAT solution for MTC.
NOTE1: 
NAT Traversal proposal illustrated here applies to the Indirect and Hybrid communication models in section 4.2 TR23.888. The solution assumes that UE used for MTC initiates communications for Direct communication model. NAT traversal is not an issue if the UE used for MTC initiates communications.  


6.55.3
Session-Controlled NAT for MTC

Architectural overview of session-controlled NAT traversal solution for 3GPP MTC is illustrated in Figure 6.55.3-1. Bindings at the session-controlled NAT are not controlled by the network. Bindings at the session-controlled NAT are created when the MTC Server wants to initiate communications with the UE used for MTC.

[image: image1.emf]MTCyy

MTC-IWF

MTCsp

G

G

S

N

/

P

-

G

W

U

E

M

T

C

S

e

r

v

e

r

Gi/SGi

Address 

Determination

 Server

NAT

User Plane 

Communications


Figure 6.55.3-1: Session-Controlled NAT with Address Determination Server

1. Once PDP/PDN connection is established for a UE used for MTC, the IP address is made available to the MTC-IWF. 

2. When the MTC Server queries the MTC-IWF for UE’s public IP address and port information (transport address), the MTC-IWF initiates Address Translation Request/Reply procedure with the GGSN/P-GW by passing the assigned IPv4 Address and Port information (based on the Application ID/Port information received in the trigger request from the MTC Server) to the GGSN/P-GW. The GGSN/P-GW emulates the UE by sending address determination packets through the NAT to an Address Determination Server over the MTCyy interface. The Address Determination Server is used to discover the public side of the transport address assigned to the UE.

3. The UE emulation IP packets include the address assigned to the UE and the expected port to be used. Such IP packets create bindings for the UE at the NAT. The UE emulation IP packets conform to the protocol defined in RFC5389 (STUN) or RFC5766 (TURN), depending on the type of the non-managed-NAT. 
4. The STUN/TURN packets are intercepted by the Address Determination Server (STUN Server/Turn Relay) on the public side of the NAT. The Address Determination Server returns the public side of the IP Address and port information (transport address) for the UE to the GGSN/P-GW. The GGSN/P-GW intercepts the public IP Address/Port information, which is passed to the MTC Server via the MTC-IWF. 
5. With such information about the public transport address for the UE, the MTC Server initiates user plane communications with the UE used from MTC.
Depending on the nature of the NATs (EIM or non-EIM type), the UP traffic flows directly from the public side of the NAT or via the Address Determination Server. 

· For EIM type NAT, UP traffic flows from the public side of the NAT over Gi/SGi interface. 

· For non-EIM type NAT, UP traffic flows through the Address Determination Server (TURN Relay) over Gi/SGi interface. 

NAT bindings are kept alive by virtue of the flow of UP traffic. Additionally, some traffic monitoring capability at the GGSN/P-GW or the MTC-IWF can keep the bindings alive via appropriate keep alive STUN/TURN signalling.

6.55.3
Impacts on existing nodes or functionality

Impact on MTC-IWF:

-
Perform address translate procedure with the GGSN/P-GW  

Impact on GGSN/P-GW:

-
STUN/TURN user agent function at the GGSN/P-GW

6.55.4
Evaluation
Benefits:

-
Low impact on existing Core Network nodes

-
The solution is based on known IETF protocols

-
No complex configuration of ‘forwarding-rules’ at the MTC device and/or in the Core Network entities

-
No impact on subscription data

Drawbacks:

-
New Address Determination Server entity (STUN/TURN server) in the Core Network

-
STUN/TURN user agent function at the GGSN/P-GW

-
Public IP Address/Port pairs per public IP address limited to 65,536 (2^16)

-
Control plane communications needed between the GGSN/P-GW and the MTC-IWF

-
The solution assumes that UE used for MTC initiates communications for Direct communication model
* * * End Changes * * * *
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