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1. Overall Description:

SA3 noticed that in clauses 5.8 and 5.13 of TR23.888 the internal identifier IMSI is allowed to be one of the identifiers used by the MTC server to trigger the MTC device. In case the MTC server resides outside of the operator’s network, there will be similar threats of disclosing IMSI as illustrated in TR33.821 although there the IMSI is intercepted by the attacker on the air interface. The threats could be mapping the IMSI to a user identity or service identifiers so as to track the user automatically or matching of user preferences and profiles. For MTC devices not attended by a human the threats of IMSI disclosure could make it possible for the attacker to map the IMSI to device profile (e.g., property, ownership, etc) so as to track the device activities automatically for which location/presence may be a big concern of the MTC user.
The confidentiality protection provided over the external interface between MNO and MTC server can only avoid eavesdropping IMSI there. The compromise of the MTC server will also cause the disclosure of the IMSI, given that the security measures implemented by various 3rd party service providers could be remarkably diverse and cannot always be trusted. The possibility of such a compromise would be beyond the operator’s control if the MTC server is external, but the effect would be internal to the operator. Thus from security point of view IMSI should not to be used as the MTC device identifier for device triggering on an external interface. SA3 would prefer the use of an application identifier (for example ISSI) for this purpose, which can only be used for MTC applications.

2. Actions:

To SA2

ACTION: 

SA3 kindly asks SA2 to take this proposal into account.
3. Date of Next SA3 Meetings:
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