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1. Overall Description:

SA3 would like to thank SA2, CT1 and CT4 on their reply LSs on Maximum number of IKEv2 security associations.
In their reply LSs SA2, CT1 and CT4 gave feedback on the following questions 

Q1) Whether there is a limit for maximum number of IKEv2 SAs from one UE per APN (or W-APN in case of I-WLAN) for non-security reasons? Especially is there such limit per (e)PDG?

Q2) Whether there is a limit for maximum number of IKEv2 SAs from one UE to different APNs (or W-APN in case of I-WLAN) for non-security reasons?

Q3) Whether such limit(s) should be specified in 3GPP specifications, e.g. in SA2 specifications, or if they are left out of standardization?
Q4) Is the understanding correct that in case of multiple PDN connections from a UE to the same APN, an IKEv2 SA is established for each PDN connection? Does this also apply to W-APN in case of I-WLAN?

Q5) If this is the case, what are the reasons for establishing an IKEv2 SA for each PDN connection?

Based on the feedback from SA2, CT1 and CT4 on questions 1) and 2) and since SA3 has earlier concluded (based on contribution S3-110480) that there are no security reasons for such maximum limit either, SA3 has agreed to remove the limitation functionality from TSs 33.402 and 33.234 from Rel-11 onwards. It should be noted SA3 has not yet agreed the CRs removing the functionality from SA3 specifications, but they are pending for CT1 feedback.

However, based on the received feedback on questions 3), 4) and 5) SA3 understands that there is a per UE based limitation of 11 PDN connections in total when 3GPP access or S2b with GTP/PMIP is used. SA2 additionally indicates that this same limit applies also to TTG based implementation in I-WLAN scenario. SA2 also notes that some limitation mechanism may need to be documented in 3GPP specifications due to the PDN connection limit. Since the other groups also indicate that there is one-to-one mapping between PDN connections and IKEv2 SAs, this implicitly means that also IKEv2 SAs are limited, but not for security reasons. SA3 would like to point out that excessive resource consumption by single UEs, as long as they are in line with protocol specifications, is not considered as security issue to be addressed by SA3. Nevertheless, excessive resource consumption may have severe service impacts. Therefore, SA2, CT1 and CT4 should always specify enforcement of adequate limits to excessive resource consumption by single UEs.

SA3 agrees with SA2 view and believes that such limitation mechanism would be useful and thinks it would best be defined in CT1 specifications. Therefore SA3 would like to ask CT1 to confirm that it is feasible for CT1 to specify the above described limitation functionality in CT1 specifications from Rel-11 onwards.
2. Actions:

To CT1:

ACTION:


SA3 kindly asks CT1 to confirm that it is feasible for CT1 to specify the above described limitation functionality in CT1 specifications from Rel-11 onwards. 

3. Date of Next TSG-SA WG3 Meetings:

TSG-SA WG3 Meeting #65 
7th – 11th November 2011
San Diego, US.

TSG-SA WG3 Meeting #66 
6th – 10th February 2012
TBD

