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1
Introduction
In the last SA2 meeting, some proposals for SMS optimisations were added to Technical Report 23.888. These included the “Use of pre-established NAS security context to transfer the SMS PDUs as NAS signalling without establishing RRC security”.This document looks at extending and modifying this latter concept for the transfer of IP packets.

2
Inclusion of an uplink IP packet inside an SMS?
The SMS payload is around 140 bytes. With typical protocols (e.g. UDP or TCP) the IP and associated headers consume 40 to 60 bytes. This leaves little room for real information.

However, with the availability of white book SCCP, or, a migration to Diameter or SCTP based signalling to the SMSC, why not permit “large SMSs” that could carry a typical 1500 octet IP packet? This leads to the following considerations:
a)
interworking with legacy networks would be inefficient if the 1500 byte IP packet was concatenated across 11 legacy 140 byte SMSs.
b)
can the LTE RRC cope with a 1500 byte NAS PDU in the RRC Connection Setup Complete? Currently the RRC layer has no control over the size of the NAS PDU, so theoretically RRC/RLC/PDCP should be able to cope with a1500 byte NAS PDU. However, is there a loss of radio efficiency? For a low end device, the loss of radio efficiency may be minimal. This is because it is believed that uplink power control would work properly, and, the low end device would not have any of the advanced multi-antenna/uplink features that need the MME to download the UE Radio Capabilities to the eNB.

c)
When using SMS to transfer an IP packet, the SMSC would “emit” the packet onto the internet and any IP packet sent in response ought to be routed back to the SMSC. As the first IP packets may sometimes lead to a long burst of IP packets, effectively this requires the SMSC to also be a P-GW. 
Bullet c) implies that (for IP packets) it is worth considering dropping the SMS protocol and headers and just inserting the IP packet into the NAS PDU.

3
Inclusion of first uplink IP Packet in the NAS PDU
For this solution, the UE is registered in the Tracking Area and the RRC Connection Setup Complete carries a NAS PDU with an encrypted information element that contains the IP packet and a token to identify the bearer (e.g. the token is the EPS Bearer ID).
When the NAS PDU arrives at the MME, the MME uses the S-TMSI to retrieve the security context and then decrypts the IP packet. The MME then uses the EPS bearer ID to retrieve that bearer’s S-GW TEID and IP address; the MME then forms the GTP-U packet, and injects it onto an interface that flows to the S-GW.
The MME then uses knowledge about the subscriber to determine whether to proceed with the full UE triggered Service Request procedure, or, to immediately release the RRC connection, or to wait for some time (e.g. to see if a “response” downlink IP packet causes the S-GW to send a Downlink Data notification to the MME).
4
Handling of first downlink IP packet in response to first uplink IP packet

Most M2M data flows are likely to be acknowledged at one or more protocol layers. Hence the first uplink IP packet is highly likely to lead to a downlink IP packet to be sent in response. An effective mechanism is needed for this situation.

(For the case where the MME did not proceed with the full UE triggered Service Request procedure) one possibility is that the S-GW appends a copy of the IP packet to the Downlink Data Notification sent to the MME. 

Note:
Even in non-MTC applications, the inclusion of the IP packet will allow the MME to implement better paging strategies.
If the MME has retained the RRC connection, then the MME can append the EPS Bearer ID to the downlink IP packet, encrypt them and send them in a downlink NAS PDU to the UE. 

Knowledge of the subscriber type would permit the MME to request the eNB to release the RRC connection in conjunction with the delivery of the NAS PDU/IP response packet.

The Downlink Data Notification Ack sent by the MME to the SGW can be modified to inform the SGW that the IP packet has been delivered.

5
First IP packet is downlink
The above procedures are readily adaptable to this case.
6
Co-location of S-GW and MME for “efficient small data transfer”

The features described in the preceding sections describe functionality that might not be typical of MMEs and S-GWs optimised for “mobile broadband”. Consequently, for some applications it may be worth considering the use of “small data transfer, MTC specific” MMEs and S-GWs. These units might even be combined into one unit.
This implies the need for some MME (re)selection capabilities. Extra indications in the UE’s RRC signalling at Attach could be considered, as could re-use of the UMTS Multi Operator Core Network sharing re-direction techniques.
7
Proposal
It is proposed that the following updates are made to TR 23.888:
***************** start of changes *************************************************

6.xx
Solution – Efficient Small Data Transfer: Use of pre-established NAS security context to transfer the IP packet as NAS signalling without establishing RRC security

6.xx.1
Problem Solved / Gains Provided

See clauses 5.4 "Key Issue – Online Small Data Transfer".

6.xx.2
General
Note: 
This is a development of the concept in clause 6.52.2.6 “Use of pre-established NAS security context to transfer the SMS PDUs as NAS signalling without establishing RRC security”. 
In LTE, the current data transfer procedures require the use of the Service Request procedure. This entails the download of the RRC security context to the eNB and the establishment of the radio bearers. If all that is intended is the transfer of one, possibly small, IP data packet, and perhaps its response, these procedures lead to a substantial increase in radio resource utilisation.

In 2G GPRS, these procedures are avoided as 2G-PS is relatively connectionless, and, the user plane and signalling messages are encrypted at the SGSN, not in the RAN.

The MME has encryption functionality for the NAS signalling and thus the transfer of the RRC security context to the eNB does not seem strictly necessary. Note that when performing a TAU from Idle mode, the RRC security context and radio bearers are not established.
The following bullets describe more optimised radio interface message sequences for the transfer of one IP packet (and its response).

LTE procedure for single MO IP packet (and response):

a)  The mobile performs a combined Attach/TAU, and returns to RRC-idle.

During the Attach and TAU procedures, the UE and MME exchange information on their ability to support these procedures. The MME also obtains information (e.g. from the HSS) about the likelihood that this UE will predominately use (or not use) the small data transfer feature. 
As a result, the MME might perform UTRAN-MOCN style MME redirection procedures to cause the UE to register on an MME optimised for MTC Small Data Transfers.

The finally selected MME performs S-GW and P-GW selection taking into account the UE’s likelihood to perform small data transfers.
b) When the UE’s application knows that it needs to send just one IP packet (and that this uplink IP packet should not trigger multiple downlink IP packets), the UE’s application requests NAS to request the UE’s AS to establish an RRC connection “for a Tracking Area Update” (sending the S-TMSI in the RRC Connection Request). However, the NAS PDU is a new form of initial layer 3 message that includes the IP packet and its EPS Bearer ID in an encrypted IE. This NAS PDU is sent in the NAS container in the RRC Connection Setup Complete message. The unencrypted part of this new initial layer 3 message in the NAS PDU carries the “KSI and sequence number” IE and the MME uses this, and the S-TMSI, to identify the security context to decrypt the IP packet and EPS Bearer ID.

NOTE 1: 
RRC has not placed any significant size constraint on the NAS PDU payload. Hence RRC is believed to be able to support a 1500 byte IP packet within the NAS PDU. Any loss of radio efficiency needs to be determined, but, it is believed that power control features would work correctly, and, that low end devices would not deploy advanced/multi antenna features that need the download of the UE Radio Capabilities IE from the MME to the eNB. 

The size of this NAS PDU means that it is worth setting the RRC establishment cause to “mo-Signalling’ rather than “mo-Data”.

NOTE 2: 
the “mo-Signalling” cause value, potentially coupled with the receipt of the S-TMSI in the RRC Connection Request, can be used by the eNB to detect that a short lived signalling procedure is in progress. Hence it is unlikely that the MME will download the security context to the eNB. Without the security context, handover cannot be performed. Thus radio resources can be saved if the eNB does not configure the UE to perform measurement reporting.  

If the UE’s application knows that it needs to transfer more than one uplink and one downlink IP packet, then it should (shall) use the normal service request procedure.
c) The eNB forwards the encrypted IP packet to the MME in the S1AP Initial UE message.
d) The MME decrypts the IP packet. 
Using the EPS Bearer ID, the MME retrieves the IP address and TEID of that bearer, forms the GTP-U packet and 
        sends it to the S-GW.

e) The S-GW sends the packet to the P-GW and the P-GW forwards the IP packet on to the SGi interface.
f) The MME uses knowledge of the subscriber to determine whether to proceed with the full UE triggered Service Request procedure, or, to immediately release the RRC connection, or to wait for some time (e.g. to see if a downlink IP packet causes the S-GW to send a Downlink Data notification to the MME)
g) (If the MME has not proceeded with the full UE triggered Service Request procedure,) when a (response) IP packet arrives in the S-GW, the S-GW appends the IP packet to the Downlink Data Notification and sends it to the MME.
h) If the MME has retained the RRC connection, then the MME can append the EPS Bearer ID to the downlink IP packet, encrypt them and send them in a downlink NAS PDU to the UE. 

i) Knowledge of the subscriber type would permit the MME to request the eNB to release the RRC connection in conjunction with the eNB’s delivery of the NAS PDU/IP response packet.

j) The Downlink Data Notification Ack sent by the MME to the SGW is extended to inform the SGW that the packet has been delivered.

Facets of the above procedure:

· This IP packet transfer only uses 4 RRC messages (plus the Hybrid ARQ frames and the 2 messages that precede the RRC Connection Request.)

LTE procedure for single MT IP packet delivery
This uses similar concepts to the MO case described above.
a) The MME and UE have (at Attach/TAU) performed similar negotiations to those for the MO case.

b) when an IP packet arrives in the S-GW, the S-GW appends the IP packet to the Downlink Data Notification and sends it to the MME.

c) The MME pages. The addition of a “Small data flag” to the radio interface (and S1 interface) paging messages allows the UE to change the RRC establishment cause from “mt-access” to “mo-signalling” (or to a new cause value of “mt-signalling”). In turn, this RRC establishment cause allows the eNB to optimise its resource allocation and to not configure the UE for measurement reporting). 
The MME uses knowledge of the subscriber to decide whether to include the “Small Data Flag”, and, whether to not fully proceed with the subsequent Service Request procedure.
The Service Request sent as the paging response by the UE carries the “KSI and sequence number” IE. The MME uses this, and the S-TMSI, to encrypt the IP packet sent in step d below.
d) The MME then sends the IP packet and EPS Bearer ID in an encrypted IE in a NAS PDU in an S1 Downlink NAS Transport message and the eNB sends the NAS PDU onto the UE.

e) Typically the UE sends an IP packet as an acknowledgement, along with the EPS Bearer ID, in an encrypted IE in a NAS PDU in an UL Information Transfer message. The eNB forwards the NAS PDU to the MME. The MME decrypts the IE, adds the GTP header and forwards it to the S-GW.
The UE adds a new optional IE to the UL Information Transfer to request the eNB to release the RRC connection.

f) The eNB releases the RRC Connection.
6.52.3
Impacts on existing nodes or functionality

6.52.4
Evaluation
*************** end of changes *******************************
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