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Discussion

If an M2M application residing in the network wants to initiate communication with the peer application in a UE used for MTC (or rather with the active application using a specific subscription “instance”) via indirect model then the M2M application uses some API towards the MTC server and then the MTC Server handle the communication towards the 3GPP PLMN via MTCsp/MTCsms for triggering and MTCi for application data. 

The ensure the user plane is available for delivering application data, then either the MTC server checks the connectivity towards the application residing in the UE used for MTC or the MTC server triggers the connectivity using Device triggering which consist of a Service Layer triggering and Transport of the Service Layer trigger. The Service Layer trigger content is transparent for the 3GPP PLMN and its content and framework is up to ETSI to define. ETSI may decide to re-use content and framework defined by OMA which currently exist and is used within the 3GPP ecosystem:

· WAP Push Architectural Overview (WAP-250-PushArchOverview)  

http://www.openmobilealliance.org/tech/affiliates/wap/wap-250-pusharchoverview-20010703-a.pdf
· PushOTA Protocol (WAP-235-PushOTA.)

       http://www.openmobilealliance.org/tech/affiliates/wap/wap-235-pushota-20010425-a.pdf
The Transport of the Service Layer trigger is the mechanism to be defined to satisfy the Device Trigger Key issue in TR 23.888. The functions required for the Transport of the Service Layer trigger are:
· Route the Service Layer Trigger to the appropriate UE;
· …

The appropriate UE is the UE which is registered in the 3GPP system using the subscription the MTC Server refer to in its communication over MTCsp/MTCsms (External Identifier is assumed to be used).

Once the Service Layer trigger has been routed to the UE, the UE Service Layer uses the content to find the appropriate MTC Application to invoke. The MTC Application might be in a certain TE within the same physical entity or in a separate physical entity if the UE used for MTC reside in an M2M GW.
Leading to that the External Identifier does not need to contain the Service layer Application Identity, as the Application Identity would only be used within the UE used for MTC to invoke the appropriate Application.
If the MTC Server knows the IP address of the UE, the MTC server may initiate MT communication with the UE directly. It is assumed that either the MTC Server is only able to get the UEs IP address if the PDN connection of the UE and the MTC Server is within the same PDN. That is, if the MTC server knows the IP address of the UE then there is no need to activate a separate PDN connection for application data communication.
An example of a Service Layer Triggering solution is the OMA Push solution, which is also proposed to be included as a solution to support Device Triggering.
Proposal

The following changes are proposed to TR 23.888 v1.3.0.
* * * Begin First Change * * * *
5.8
Key Issue - MTC Device Trigger

5.8.1
Use case description

For many M2M applications there may be an interest to have poll model for communications between MTC devices and the MTC Server. This may be because the MTC User wants to be in control of communication from MTC Devices, and does not allow MTC Devices to randomly access the MTC Server. Also for applications where normally the MTC Devices initiate communications, there may occasionally be a need for the MTC Server to poll data from MTC devices.

If an MTC Server has an IP address available for the device it needs to poll data from, it tries to communicate with the device using the IP address. If the communications fails, or if no IP address is available for the device, the MTC Server can use the MTC Device Trigger to try to establish the communication. This may cause a PDP/PDN connection to be established if it didn’t exist or re-established if it wasn’t working e.g. after an error condition in the network. It is important that it can be guaranteed to the MTC User that MTC Devices can only be triggered by authorized MTC Servers. If the network is not able to trigger the MTC Device, e.g. due to network congestion, the network may report the trigger failure to the MTC Server. The MTC Device Trigger is a service provided by the 3GPP system for the MTC server over control plane signalling.
Triggering of MTC Devices is based on the use of an identifier identifying the MTC Device that needs to be triggered. The identifier used by the MTC User in the triggering request to the MTC Server can be different from the identifier used by the MTC Server in the triggering request to the PLMN network.
5.8.2
Required Functionality

The following functionality is required to trigger MTC Devices:

-
The PLMN shall be able to trigger MTC Devices to initiate communication with the MTC Server based on a trigger indication from the MTC server.

-
The network shall provide a mechanism such that the MTC Device can only receive trigger indications from authorized MTC Servers.

-
Upon receiving a trigger indication from a source that is not an authorised MTC Server, the network shall be able to provide the details of the source (e.g. address) to the MTC User. 

-
The network shall provide a mechanism to the MTC User to provide a set of authorized MTC Server(s).
-
The trigger mechanism shall be able to provide a scalable transmission of trigger request and trigger response messages for multiple MTC Devices in the PLMN and on the interfaces to the MTC Server.

-
The main characteristic of the device trigger feature is the control plane interaction between the MTC Server and the 3GPP system that initiates all necessary functions or procedures within the 3GPP system and towards the MTC Server to enable the MTC Server to send user plane data towards the MTC Device. Any triggering activity on MTC application level, which results in traffic being transferred by the 3GPP system transparently as user plane data, is not considered as device trigger (feature).

-
A MTC Device shall be able to receive trigger indications from the network and establish communication with the MTC server when receiving the trigger indication. Possible options are:

-
Receiving trigger indication in detached state and establish communication.

-
Receiving trigger indication in attached state and the MTC device has no PDP/PDN connection.

-
Receiving trigger indication in attached state and the MTC device has a PDP/PDN connection.

NOTE 1:
There are currently available solutions to trigger MTC Devices (e.g. unanswered CS call attempts, sending an SMS). However, these have disadvantage when used at a large scale (e.g. they are based on MSISDNs), and work only for attached MTC Devices. This key issue will investigate possible improvements over the currently available means for triggering.

NOTE 2:
In reference to the three sub-bullets above (beginning with “Receiving trigger indication in…”), the trigger indication denotes a control plane indication specific to the MTC Device Trigger feature, including the case of the MTC device having a PDP/PDN connection. Reasons for recurring to device triggering in the latter case are e.g. when the MTC Server does not know the IP address assigned to the MTC Device, or when the MTC device does not respond after using MT IP communication e.g. due to network problems or that the IP address has become obsolete, or when the MTC device is not user plane reachable by a MTC Server over the currently established PDP/PDN connections, or because of other reasons where user plane communication needs to be initiated from the MTC device side.

-
A HPLMN supporting the MTC device trigger feature shall provide an interface for reception of a trigger indication into the PLMN in order to be delivered by the network to the addressed MTC device. This interface:

-
shall be globally consistent (i.e. the same) across PLMNs supporting the MTC device trigger feature.
-
shall not require the MTC server to have prior knowledge of the current reachability state (e.g. attachment and PDP context/PDN connection states) of the targeted MTC device.
NOTE 3:
This interface does not preclude an MTC server from interrogating/monitoring the network for the current reachability state of a MTC device.

NOTE 4:
For backwards compatibility reasons, this interface does not preclude a MTC server from using a pre-existing interface (e.g. submitting an SMS-based trigger indication directly to an SMS-SC).  However, the intention would be for MTC service providers to migrate towards utilizing this new interface for device triggering.
-
If the network is not able to trigger the MTC Device, e.g. due to network congestion, the network may report the trigger failure to the MTC server.

Editor’s note: It is FFS that the network always needs to report the trigger failure to the MTC server for all the MTC device trigger solutions.

-
In the triggering request to the PLMN the MTC Server shall use an identifier to indicate the MTC Device (i.e. not the MTC Application) that is required to be triggered. The identifier used:

- can be a new identifier; or

- can be an existing identifier such as an IMSI.

NOTE 5:
The identifier used by the MTC User in the triggering request to the MTC Server can be a different identifier than the one used by the MTC Server in the triggering request to the PLMN. The identifier used by the MTC User is out of scope of 3GPP standardisation and may e.g. be an application specific identifier.

5.8.3
Evaluation

	Evaluation 
characteristic 

Solution 
	Impact on existing system and UE
	Possibility to trigger device without MSISDN


	Possibility to trigger device without CS subscription


	Possibility to trigger device behind a middlebox (NAT/firewall)
	Load on CS nodes
	Complexity

(incl. issues like need for new entities)
	Efficiency
	Migration

(incl. issues like roaming or interoperation with legacy , MSISDN-less, PS only, triggering when device becomes reachable)
	Comment

(specific issues not covered by other columns)

	6.6  Solution - Triggering of non-attached MTC Devices based on location information provided by MTC User
	
	
	
	
	
	
	
	
	

	6.39 Solution – Triggering MTC devices via HSS and NAS signalling
	
	
	
	
	
	
	
	
	

	6.41 Solution – Triggering of attached MTC Devices by reusing Network Requested PDP Context Activation procedure
	
	
	
	
	
	
	
	
	

	6.42 Solution - Triggering of attached MTC Device via Pre rel-11 SMS
	
	
	
	
	
	
	
	
	

	6.43 Solution - Triggering of attached MTC Device via intermediate node
	
	
	
	
	
	
	
	
	

	6.44 Solution – Device Triggering reuse of MT SMS WAP Push
	
	
	
	
	
	
	
	
	

	6.45 Solution – Device trigger gateway solution
	
	
	
	
	
	
	
	
	


No recommendation is made for triggering for:

·  a MSISDN-less solution;

· A PS-Only solution that is independent of MSISDN 

· A E-UTRAN solution that is independent of CS and IMS

When it is possible for an MTC device to receive MT-SMS (e.g., currently over E-UTRAN requires a CS or IMS subscription) and to be associated with an individual MSISDN, for reasons of minimizing impact on the existing system, keeping complexity low and facilitating migration from triggering solutions used today, an MT-SMS based solution shall at least be used for device triggering. This would also allow roaming in other PLMNs without any upgrade in the visited network. 

A 3GPP network may support more than one triggering approaches, e.g. a pre-Rel-11 SMS trigger without any system enhancements and another trigger approach to cope with different capability and deployment conditions. In case the 3GPP network supports more than one triggering approaches, then the control signalling between the MTC server and the 3GPP system may have different protocol for different triggering approaches. Such as when legacy SMS based triggering is used, where also MTCsms or a MTCsp based protocols may be used 

The protocol used from the MTC Server (and subsequent protocols within the PLMN) should support an option where the UE can be identified without the use of MSISDN. 

Synergies might be possible with MTC Small data transmission where MT-SMS or other trigger delivery services are also a candidate for small data transmission.

Editor’s Note: The MT-SMS should be further detailed, including how MSISDN-less operation is done. This detailing may include both the existing MT-SMS and possible future evolutions.
Editor’s Note: Further evaluation of other solutions will be done. Additional evaluation criteria may be added as part of that.
* * * Next Change * * * *
6.40
Solution –  Information sent to trigger a UE used for MTC 

6.40.1
Problem solved

This solution describes the information to be provided by a network application server (e.g. Device Management Server) that needs to trigger a connection request from a UE. See clause 5.8, "Key Issue – MTC Device Trigger"

6.40.2

Required Functionality

A network application server (e.g. Device Management Server) that needs to trigger a connection request from a UE provides "UE application trigger request" information containing e.g.: 

Information required to reach the UE and cannot be transparent to the 3GPP PLMN:

-
the identity of the target UE; and
-
optionally a validity timer (allowing to remove storage of the UE application trigger when it is no more needed).

Information required that can be transparent to the 3GPP PLMN:
-
the identity of the application;

-
a request counter associated to this request allowing to detect duplicated requests, to correlate requests with their acknowledgement and to allow the application to cancel a request;

-
optionally the IP@ (or FQDN) and/or TCP (or UDP) port of the server/application that the UE has to contact;

-
optionally an urgency request indication; (FFS whether some form of urgency indication should be available to 3GPP PLMN); and

-
optionally application specific information (of limited size).

Editor's Note: It is FFS whether other parameters such as provided within a SMS based trigger are needed. 
* * * Next Change * * * *
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.368: "Service Requirements for Machine-Type Communications".

[3]
NAT Traversal through Tunnelling (NATTT) available at: http://www.cs.arizona.edu/~bzhang/nat/nattt.htm
[4]
3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting Packet Based services and Packet Data Networks (PDN)".

[5]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[6]
3GPP TS 23.040: "Technical Realization of the Short Message Service (SMS)".

[7]
ITU‑T Recommendation E.118: "Operation, numbering, routing and mobile service – International operation – General provisions concerning Administrations".

[8]
ETSI TS 102 221: "UICC-Terminal interface; Physical and logical characteristics".

[9]
3GPP TS 23.142: “Value-added Services for SMS (VAS4SMS)”.

[10]
3GPP TS 23.040: “Technical realization of the Short Message Service (SMS)”.
[11]
3GPP TS 23.251: “Network sharing; Architecture and functional description”.
[x]
WAP-250-PushArchOverview: OMA  ".WAP Push Architectural Overview " available at: http://www.openmobilealliance.org/
 [y]
WAP-235-PushOTA: “Push OTA Protocol” available at: 

 http://www.openmobilealliance.org/
* * * Next Change * * * *
6.xx
Solution –Device Triggering Support using Service Layer Triggering (e.g. via OMA Push Function)
6.xx.1
Problem Solved / Gains Provided

See clause 5.8 "Key Issue - MTC Device Trigger.

6.xx.2
General

The solution described and evaluated below addresses the Key issue “MTC Device Triggering”.

The OMA standards through the WAP Push architecture provide an end to end solution for delivery of a device trigger over IP to the UE. 
It supports the 2G/3G case that not always have established PDP connections as well as the case with always on PDP/PDN connection for 2G/3G and LTE.

A service layer entity (i.e. MTC server ) can  request the delivery of the device trigger with the solution ensuring that  IP connectivity is established (if necessary), TCP session is established, terminal registration and security checks before the device trigger is delivered over IP  as a  HTTP POST.
The WAP Push Architecture [x] provides a generic solution for Push functionality within the 3GPP ecosystem. It permits a solution whereby a server acting as the Push Initiator (PI) includes the device trigger as part of the content of a push message using the OMA Push Access Protocol. The request is delivered to the Push Proxy Gateway (PPG) which ensures delivery of the device trigger to the UE using a Push OTA Protocol [y].

The Push Over the Air Protocol over HTTP [y] is designed to run on top of HTTP 1.1 and is intended to be used with bearers that support TCP/IP and due to the nature of TCP/IP and HTTP provides for a connection-oriented push.

Core features of OTA-HTTP include:

· IP connectivity procedure –  PPG triggered via Session Initiation Request

· TCP connection procedure – 2 methods are provided, Terminal or PPG Network Originated

· Registration – initiated by PPG to discover terminal’s capabilities and preferences 

· Content Push – delivery of content via HTTP’s POST method

OTA-HTTP also provides a means to identify and optionally authenticate both PPG and the mobile terminal during registration and push delivery. TLS may be used to provide additional authentication, data integrity and confidentiality.

6.xx.3
Triggering with Push OTA Protocol over HTTP (OTA-HTTP)


[image: image1]
Figure 1 Overview of Device Trigger deliver via Push Function
1. The MTC Server (Push Initiator) component submits a device trigger within the Push Submission (e.g. XML based Push Access Protocol) carrying control component (i.e. delivery instructions) and content entity destined for the UE.

2. The Push Proxy Gateway (which could also be part of the MTC Server complex) if it aware of presence and dynamic IP address of the client  can proceed with PPG Originated TCP connection Establishment method (PO-TCP) otherwise it proceeds with Session Initiation Request (step 3)

The destination port towards the UE in order of precedence is

· One of the registered push ports (non-secure/secure)

· Another port, agreed by some implementation specific method

For TCP connection towards a secure port the terminal must establish TLS session on that connection before it accepts any push content.

If the client’s IP address is not known by the PPG, and/or when the PPG can not activate the desired bearer the Session Initiation Request (SIR) mechanism is invoked.

3. The PPG sends a Session Initiation Request to instruct the client to activate a specific bearer and establish an active TCP connection towards the PPG specified. The message is typically sent using connectionless push (OTA-WSP). The message is compact enough to be delivered via SMS. Today this can be addressed via MSISDN or evolve towards MSIDSN free operation as identified by other MTC solutions.

4. SMS is delivered to the terminal using existing infrastructure. This could include SMSoIP using IP-SM-GW which also enables delivery for the LTE case..

5. Upon receiving the message the terminal establishes IP connectivity with the network, if not already done

6. Terminal continues with TCP connection establishment and any subsequent service layer registration and security mechanisms. 
For OMA Push allows the terminal to establish a TCP Connection towards the PPGs (connection points identified in the SIR) The destination ports in order or precedence allows for: a port specified in the SIR,  a provisioned port (if so provisioned), one of the registered push ports (non-secure/secure). 

Mutual authentication is supported as well as TLS to secure the content.
7. Content Push

Push messages are delivered using the HTTP Post method. The MTC device trigger is delivered to the terminal as part of the Push Content. The X-Wap-Application-Id defined in the Push message allows the client to dispatch the message to the intended application in the UE

8. A confirmation can be returned to the push initiator using the Push Access Protocol.

6.xx.3
Impacts on existing nodes or functionality

The UE would need to support Push OTA Protocol[y].

No impacts on existing RAN/GERAN infrastructure RNC, BSS/BSC and eNode.

No impacts on CS side MSC, HLR

No impacts on PS side, SGSN/MME, HLR, HSS

MTC Server can act as Push Initiator (Push Access Protocol , OMA WAP-247-PAP)  towards the Push Proxy Gateway or support both combined PI and PPG (Push Proxy Gateway Service, OMA WAP-249-PPGService) functionality.

The PPG SMS-SC interface may be impacted for MSISDN free operation if for example IMSI or new MTC device identifier is used.

6.xx.4
Evaluation

With the exception of the deliver a device trigger to a UE in a “detached state” the required functionality listed in clause 5.8.2 is supported by the Push Application functions defined by OMA

With respect to triggering “detached state” devices as the Session Initiation Request is sent using SMS mechanism this will ensure that eventually the IP based device trigger (HTTP Post) will be delivered to the UE once the UE attaches or registers into the network.

This maps onto the Indirect  Model architectural model whereby the MTCi and MTCsms interface points terminate in the PPG.
* * * End Changes * * * *
5. UE Establishes IP Connectivity, If none





8. Confirmed Data Push (OMA PAP)





7. HTTP POST, PUSH CONTENT





3. SMS with Session Initiation Request  (OMA PushOTA) 





If successful proceed with step 7





If aware of UE IP connectivity


     step 2 : Establish TCP session with UE


Otherwise


     step 3 : Send a Session Initiation Request





6. Terminal Originated TCP Connection Establishment, and any Service layer security and registration procedures





2. PPG Originated TCP Connection Establishment (PO-TCP)  (OMA PushOTA) 





4. SMS with Session Initiation Request  (OMA PushOTA) 





2. PPG Originated TCP Connection Establishment (PO-TCP)  (OMA PushOTA) 
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