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Abstract of the contribution: proposes a solution allowing network applications (e.g. remote device management) to trigger an MTC device via HSS and NAS signalling.
This contribution proposes a solution allowing a network application to trigger a UE to initiate communication with the network application server based on a trigger indication from the application server, without the need for the network application server to send SIP push, HTTP push, UDP message or SMS. The solution works in particular for UEs with PS only subscription without MSISDN.
This approach may be used e.g. by an MTC Server or by a Device Management Server for remote device configuration.

This addresses the following key issues documented in TR 23.888: 
· MTC Device Trigger (clause 5.8);

· MTC Identifiers (clause 5.13).  

It is proposed to agree on the following changes to the TR 23.888.

* * * First Change * * * *

6.y
Solution –  Information sent to trigger a MTC Device
6.y.1
Problem solved
.This solution describes the information to be provided by a network application server (e.g. Device Management Server) that needs to trigger a connection request from a UE. See clause 5.8, "Key Issue – MTC Device Trigger"
6.y.2
Required Functionality

A network application server (e.g. Device Management Server) that needs to trigger a connection request from a UE provides "UE application trigger request" information containing e.g.: 
-
the identity of the target UE;.
-
the identity of the application;
-
a request counter associated to this request allowing to detect duplicated requests, to correlate requests with their acknowledgement and to allow the application to cancel a request;
-
optionally the IP@ (or FQDN) and/or TCP (or UDP) port of the application server that the UE has to contact;
-
optionally an urgency request indication;
 -
optionally a validity timer (allowing to remove storage of the UE application is triggered when it is no more needed)
-
optionally application specific information (of limited size).
It is FFS whether other parameters such as provided within a SMS based trigger are needed 
* * * Second Change * * * *

6.x
Solution – Triggering MTC devices via HSS and NAS signalling
6.x.1
Problem Solved / Gains Provided

See clause 5.8, "Key Issue – MTC Device Trigger" and clause 5.13 "Key issue - MTC Identifiers".
6.x.2
General

6.x.2.1
Overview
A network application server (e.g. Device Management Server) that needs to trigger a connection request from a UE informs the HSS/HLR about this need by providing "UE application trigger request" information defined in § 6.y.2 






Each of the UE targeted by the network application server request is then notified about that request via signalling exchange through the serving MME/SGSN, during the next NAS signalling exchange with the UE if there is no on-going signalling connection between the UE and MME/SGSN, or immediately if there is an on-going signalling connection with the UE or if this is an urgent request. 
Upon reception of this "UE application trigger request" information, the UE application is triggered and contacts the network application server.
6.x.2.2
Detailed solution
The procedure is illustrated in figure 6.x.2.2-1 and works as follows:
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Figure 6.x.2.2-1: Triggering MTC devices via HSS and NAS signalling
1)
Each time a network application server wants to contact a UE, it informs the HSS/HLR about this need by providing "UE application trigger request" information. 
The interface between an external application and the HSS/HLR needs to be secured. Limitation may be enforced to avoid simultaneous storage of too many "UE application trigger request" in the network.
The HSS/HLR (or a gateway between the application and the network):

a)
validates the request from the application (e.g. checking the application rights to issue such requests, enforcing application throttling , …); 
b)
translates the identity of the target UE received from the application into a network identity of the UE (e.g. corresponding to the IMSI of the target UE)..

c)
stores this request in its database record associated with the target UE;

d)
determines the MME/SGSN that currently serves the target UE or waits for such a MME/SGSN to be allocated to the UE (i.e. waits for a subsequent Update Location from an MME/SGSN for that user).
2)
The HSS/HLR notifies/updates the serving MME or/and SGSN with this "UE application trigger request" information, immediately if the UE is already served by a SGSN/MME, otherwise when the UE registers to the network.
The "UE application trigger request" may be sent within the MAP (Gr) or Diameter (S6a/S6d) Insert Subscriber Data operation. The MME/SGSN stores this request in its database record associated with the UE and returns an Insert Subscriber Data answer.

3)
The serving MME/SGSN transfers the "UE application trigger request" information to the UE upon the next NAS signalling exchange with the UE:  
a)
RAU / TAU procedure: 

-
the RAU/TAU Accept message may carry the "UE application trigger request" notification; 

-
the TAU/RAU Complete message acknowledges the correct UE reception of the "UE application trigger request" notification. The UE has to send a TAU/RAU Complete message as if a new GUTI or a new P-TMSI had been assigned.

b) Attach procedure: 

-
the Attach Accept message may carry the "UE application trigger request" notification; 

-
the Attach Complete message acknowledges the correct UE reception of the "UE application trigger request" notification. The UE has to send an Attach Complete message as if a new GUTI or a new P-TMSI had been assigned.
c)
a dedicated Notification procedure (with a UE acknowledgment) which takes place immediately if there is an on-going signalling connection with the UE when the MME/SGSN receives the request from the HSS/HLR. 
This may be implemented as follows:
-
for LTE access: the Network and UE initiated Generic transport of NAS messages procedures (see TS 24.301 subclauses 5.6.4.3 and 5.6.4.2) may be used to carry the "UE application trigger request" notification to the UE and its acknowledgment by the UE. I.e. using the DOWNLINK GENERIC NAS TRANSPORT message and the UPLINK GENERIC NAS TRANSPORT message with a Generic message container type IE set to a specific value for the transfer of "UE application trigger request" and with the Generic message container IE containing the "UE application trigger request" information.

-
For 2G/3G access, a similar mechanism  may be defined or an existing GMM message may be extended to carry the UE application trigger request, e.g. GMM Information message (see 3GPP TS 24.008 subclause 9.4.19). 

4)
Upon reception of this "UE application trigger request" information, the UE
a)
acknowledges the reception of this information via NAS signalling to the MME/SGSN;
b)
checks that this is not a duplicate request (using the request counter). If this is a duplicate step 4) stops here. Otherwise, the UE application is triggered;
c)
establish the relevant PDN connection / PDP context using the existing EPC/GPRS procedures, if it is not already established;
d)
triggers the UE application which then contacts the network application server in the network. The addressing information to contact the application server in the network may be known in advance on the UE or may have been communicated in the "UE application trigger request" notification.

5) Upon receipt of the acknowledgement from the UE, 

a)
the MME/SGSN removes the UE application trigger request information from its database record associated with the UE and notifies the HLR/HSS that the UE has received the "UE application trigger request" by sending a Diameter Notification message or a MAP Update GPRS Location message. 

b)
When the HSS/HLR receives the acknowledgement from either the MME or the SGSN about a UE, the HSS/HLR removes this request in its database record associated with this UE. 
The HSS/HLR does not need to wait for the acknowledgement from both MME and SGSN to remove the request. This means that an UE may receive twice (once via MME, once via SGSN) such a notification. If so, the UE can detect a duplicated request via the request counter, discards the repeated request and returns a positive acknowledgement to the sending node. Another alternative would be for the HSS/HLR to remove an obsolete UE application trigger request from a MME/SGSN.


· An application may cancel an UE application trigger request using its application Id and the request counter.

· If an MME/SGSN fails and loses the information about not yet transferred "UE application trigger request" notifications, this is not an issue as the HSS/HLR sends to an MME/SGSN that starts serving an UE all "UE application trigger request" notification information it has in its database record associated with this UE.

An urgency request parameter may also be associated with the "UE application trigger request" notification. If the request is urgent, the UE is notified as soon as possible i.e. the serving MME/SGSN pages the UE as soon as it receives the "UE application trigger request" information from the HSS/HLR. Otherwise the UE is notified only the next time it exchanges signalling with the MME/SGSN. 
6.x.3
Impacts on existing nodes or functionality

HLR/HSS stores UE application trigger requests, transfer them to serving MME/SGSN and erase them upon getting the acknowledgement that they have been successfully delivered to the UEs. The signaling cost of this procedure on HSS/HLR should be equivalent to the cost of a triggering based on terminating SMS.

MME/S4-SGSN stores UE application trigger requests, transfers them via NAS signalling to the UE and erase them upon getting the acknowledgement that they have been successfully delivered to the UEs.
UEs receive and acknowledge UE application trigger requests via NAS signalling and trigger the corresponding application.
6.x.4
Evaluation

This approach enables a network application to trigger a UE to establish a connection to the network application server without the need for the network application Server to send SIP push, HTTP push, UDP message or SMS.
Even though an UE served over EPC has an always on IP connectivity and the application would know the IP address associated with an UE, IP dialogs initiated by an application may fail due to the initial packet sent by this application being dropped by an intermediate firewall/NAT: This solution does not cause any firewall/NAT issue because user  plane traffic between the UE and the network application server is always initiated by the UE while there is no need to use SMS (usage of SMS would be an issue for UE camping over LTE as LTE does not provide native support of SMS) and thus no need of CS subscription for the UE or  MSISDN allocation to the UE. 
MTC devices needing no urgent trigger do not have to listen to paging channels in order to be triggered. Consequently such UE may have very long DRX (Discontinuous Reception) periods and be very efficient in terms of battery consumption. 
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