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	Rev.6 (yellow highlight): 
If MME overload has started, but SGW has not received any downlink data, the MME can’t inform the overload state to SGW via Downlink Data Notification Ack message. In this situation, any dedicated bearer activation procedure initiated by P-GW may be rejected by the MME which is experiencing overload, and this will lead to the procedure failure. 

If MME forwardly informs SGW about the overload status immediately once overload occurs, SGW may stop sending Create Bearer Request message to MME and S11 signalling resource will be saved. Also the DDN message from SGW to MME for downlink data can be avoided if the SGW wants to throttle this downlink data. So this solution has benefit to both ECM-IDLE and ECM-CONNECTED MTC device.
From Rev.4 (Alcatel-Lucent)
TR 23.888 concludes in clause 7 that the use of the MME/SGSN overload control by DL traffic throttling such as described in subclause 6.30 of the TR should be developped in 3GPP Rel-10 specifications. TS 23.401 captured this high level functionality in clause 4.3.17.2 bullet m.  This CR specifies the detailed handling.

This approach enables an MME/SGSN starting to experience overload to reduce its load by reducing the signalling traffic resulting from DL low priority user traffic received for UEs in idle mode (Downlink Data Notification / Downlink Data Notification Ack msgs on S11/S4, paging and service request procedures).

It provides mainly benefits by protecting MME/SGSN from massive simultaneous push or poll transactions from application server (e.g. MTC Server) for UEs with established low priority bearers. 

Additionally, based on SA2 #81 NIMTC discussions, allow the MME to reject the DL Data Notification request for low priority traffic.
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	Rev.6: 
MME also inform SGW  to throttle DL low priority traffic via other message immediately, such as new Overload Start message or existing SM message, once it starts to experience overload. 

From Rev.4 (Alcatel-Lucent)
An MME in overload may request the SGW to throttle DL low priority traffic received for UEs in idle mode. 

The SGW determines whether a bearer is for low priority traffic or not on the basis of the bearer's ARP priority level and operator policy (i.e. operator's configuration in the SGW of ARP priority levels to be considered as priority or non-priority traffic).


Notes: 

1. This provides a general mechanism not specific to MTC traffic.

2. This is in line / complementary to the evolutions being proposed for eMPS: 
a) SGW sends DDN including a priority indicator, i.e ARP for the bearer triggering the DDN traffic.

During MME overload, the SGW will send DDN for all prioritary traffics (with a priority indicator), but limits the DDN it sends for non-prioritary traffics in proportion to a throttling factor determined by the MME.

Additionally, allow the MME to reject the DL Data Notification request for low priority traffic.
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Incomplete specification of DL throttling including the procedures to provide a kind of precedence on the S11 interface to the signalling traffic resulting from prioritary DL traffic versus low priority DL traffic received for UEs in idle mode, when the MME is experiencing overload.

This can prevent normal operations for all the traffic (e.g. voice, data, signalling).
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START CHANGE 1
4.3.7.4.1a
Throttling of Downlink Data Notification Requests
Under unusual circumstances (e.g. when the MME load exceeds an operator configured threshold), the MME may restrict the signalling load that its SGWs are generating on it, if configured to do so.

The MME can reject Downlink Data Notifcation requests for low priority traffic for UEs in idle mode or to further offload the MME, the MME can request the SGWs to selectively reduce the number of Downlink Data Notification requests it sends for downlink low priority traffic received for UEs in idle mode according to a throttling factor and for a throttling delay specified in the Downlink Data Notification Ack or the Downlink Data Notification Reject message or existing SM message or new Overload Start message.
During that throttling delay, the SGW drops downlink packets received on all its low priority bearers for UEs known as not user plane connected (i.e. the SGW context data indicates no downlink user plane TEID) served by that MME in proportion to the throttling factor, and sends a Downlink Data Notification message to the MME only for the non throttled bearers. 

The SGW determines whether a bearer is for low priority traffic or not on the basis of the bearer's ARP priority level and operator policy (i.e. operator's configuration in the SGW of the ARP priority levels to be considered as prioritary or non-prioritary traffic). 

The SGW resumes normal operations at the expiry of the throttling delay. The last received value of the throttling factor and throttling delay supersedes any previous values received from that MME. The reception of a throttling delay restarts the SGW timer associated with that MME.
NEXT CHANGE

4.3.17.2
Overview of protection from Potential MTC Related Overload

The number of MTC devices may be several orders of magnitude greater than "traditional" devices. Many (but not all) MTC devices will be relatively stationary and/or generate low volumes of traffic. However, these UEs have the capability to generate normal quantities of signalling.

The total signalling from large numbers of MTC devices is a concern in at least two situations:

- 
when an application requests many these MTC devices to do "something" at the same time; and/or

- 
when many MTC devices are roamers and their serving network fails, then they can all move onto the local competing networks, and potentially overload the not (yet) failed network(s).

To counter these potential problems, the following standardised indications and mechanisms are provided. These permit node specific features to be developed to protect the networks.

a)
UEs can be configured for MTC during manufacture, and/or, when accessing the network via OMA DM and/or USIM OTA.

b)
UEs configured for MTC provide the E-UTRAN with specific indications that the RRC connection establishment is for signalling or user data from a UE configured for MTC.

c)
RRC signalling has 'extended wait timers' added to the rejection messages.

d)
E-UTRAN provides additional Access Class Barring functionality to bar UEs configured for MTC independently of UEs not configured for MTC. Subcategories of this Access Class Barring permit different categories of roamers to be barred.

e)
Overload messages from the MME to E-UTRAN are extended to aid the RAN in performing the functionality in bullets b, c and d above.

f)
UEs configured for MTC have an increased minimum time in between their searches for more preferred PLMNs.

NOTE 1:
Following the failure of a more preferred PLMN, UEs configured for MTC might change to other local competing networks. Expiry of this search timer will lead to the UE re-attempting to access the failed network, and then, if that network has not yet recovered, reaccessing one of the local competing networks. Use of a too short timer for the more preferred PLMN search can both prevent the failed network from recovering, and, impose more load on the local competing networks.

g)
At PLMN change, UEs configured for MTC perform Attach with IMSI rather than a TA update with GUTI (thus avoiding the need to reject the TA update, and to request the IMSI following the subsequent Attach with GUTI).

NOTE 2:
In the case of a network failure, this reduces the message processing load on a local competing network and hence makes that network more likely to survive the failure of the other network.

h)
UEs configured for MTC provide MTC indications to the MME in NAS signalling that permit the MME to undertake protective measures (e.g. to permit the MME to immediately command the UE to move to a state where it does not need to generate further signalling messages and/or does not reselect PLMNs).

i)
Using Periodic TAU timer value sent by the HSS and/or UE provided indications (bullet h above), the MME can allocate a long periodic TAU timer value to the UE. A long periodic TAU timer is likely to slow down the rate at which a UE detects a network failure and thus it slows down the rate of movement of UEs from a failed network to other local competing networks.

j)
Mechanisms for the MME to detect congestion associated with a particular APN/S-GW/P-GW.

k)
The addition of 'back off timers' to EMM and ESM signalling messages (e.g. to rejection messages). These include some time randomisation to guard against a repeat of a load peak. The MME should be able to apply this behaviour on a per-APN and per S-GW/P-GW basis.

l)
Signalling that permits the P-GW and S-GW to request the MME to generate the above EMM/ESM signalling with 'back off timers'.

m)
An MME overload control mechanism to selectively limit the number of Downlink Data Notification requests the S-GW sends to the MME for downlink low priority traffic received for UEs in idle mode (see clause 4.3.7.4.1a).

NOTE 3:
It is assumed that the mechanisms described in this entire clause are designed by Stage 3 in a manner that allows extensibility and forward compatibility.
NEXT CHANGE

5.3.4.3
Network Triggered Service Request
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Figure 5.3.4.3-1: Network triggered Service Request procedure

If the MME needs to signal with the UE that is in ECM-IDLE state, e.g. to perform the MME/HSS-initiated detach procedure for the ECM-IDLE mode UE or the S‑GW receives control signalling (e.g. Create Bearer Request or Update Bearer Request), the MME starts network triggered service request procedure from step 3a in the Network Triggered Service request procedure.

If ISR is activated, when the Serving GW receives a Create Bearer Request or Update Request for a UE, and the S‑GW does not have a downlink S1-U and the SGSN has notified the Serving GW that the UE has moved to PMM-IDLE or STANDBY state, the Serving GW buffers signalling messages and sends a Downlink Data Notification to trigger the MME and SGSN to page the UE. The Downlink Data Notification message includes a priority indicator, i.e. ARP which is derived from the control signalling triggering the Downlink Data Notification. If the Serving GW, while waiting for the user plane to be established, is triggered to send a second Downlink Data Notification with higher priority than the first Downlink Data Notification was sent with, the Serving GW sends a new Downlink Data Notification message indicating the higher priority to the MME. If the Serving GW has sent the second Downlink Data Notification message indicating the higher priority and if the Serving GW receives additional downlink signalling messages for this UE, the Serving GW buffers these downlink signalling messages and does not send a new Downlink Data Notification. The S‑GW will be notified about the current RAT type based on the UE triggered service request procedure. The S‑GW will go on executing the dedicated bearer activation or dedicated bearer modification procedure, i.e. send the corresponding buffered signalling to MME or SGSN which UE resides in now and inform the current RAT type to the PDN GW if the RAT type has been changed compared to the last reported RAT Type. If dynamic PCC is deployed, the current RAT type information shall also be conveyed from the PDN GW to the PCRF. If the PCRF response leads to an EPS bearer modification the PDN GW should initiate a bearer update procedure as specified in clause 5.4.2.1 below.

If a LIPA PDN connection exists, when the L-GW receives the downlink data for a UE that is in ECM-IDLE state, the L-GW sends the first downlink user packet to Serving GW and buffers all other downlink user packets. The Serving GW will trigger the MME to page the UE.

1.
When the Serving GW receives a downlink data packet for a UE known as not user plane connected (i.e. the S‑GW context data indicates no downlink user plane TEID), it buffers the downlink data packet and identifies which MME or SGSN is serving that UE.
If that MME has requested the Serving GW to throttle downlink low priority traffic and if the downlink data packet is received on a low priority bearer to be throttled (see subclause 4.3.7.4.1a), the SGW drops the downlink data. The steps below are not executed.

If that MME has requested the S‑GW to delay sending the Downlink Data Notification (see clause 5.3.4.2 on "Handling of abnormal conditions in UE triggered Service Request"), the Serving GW buffers the downlink data and waits until the timer expires before continuing with step 2. If the DL-TEID and eNodeB address for that UE is received before the expiry of the timer, the timer shall be cancelled and the Network triggered Service Request procedure is finished without executing the steps below, i.e. DL data are sent to the UE.


If the Serving GW receives additional downlink data packets for this UE before the expiry of the timer, the Serving GW does not restart this timer.

2.
The Serving GW sends a Downlink Data Notification message (ARP) including EPS bearer ID to the MME and SGSN nodes for which it has control plane connectivity for the given UE. The MME and SGSN respond to the S‑GW with a Downlink Data Notification Ack message. The Downlink Data Notification message includes a priority indicator, i.e. ARP which is derived from the bearer triggering the Downlink Data Notification. If the Serving GW, while waiting for the user plane to be established, is triggered to send a second Downlink Data Notification for a bearer with higher priority than the first Downlink Data Notification was sent for, the SGW sends a new Downlink Data Notification message indicating the higher priority to the MME. If the Serving GW has sent the second Downlink Data Notification message indicating the higher priority and if the Serving GW receives additional downlink data packets for this UE, the Serving GW buffers these downlink data packets and the does not send a new Downlink Data Notification.

3a.
If the UE is registered in the MME, the MME sends a Paging message (NAS ID for paging, TAI(s), UE identity based DRX index, Paging DRX length, list of CSG IDs for paging, Paging Priority indication) to each eNodeB belonging to the tracking area(s) in which the UE is registered. The step is described in detail in TS 36.300 [5] and TS 36.413 [36]. Steps 3-4 are omitted if the MME already has a signalling connection over S1-MME towards the UE. Paging priority indication is included only if MME receives a Downlink Data Notification with ARP associated with MPS service.


If the MME, while waiting for a UE response to the Paging Request message sent without priority indication, receives an Update Bearer Request, Create Bearer Request or Downlink Data Notification, any of which indicates a priority associated with MPS service, the MME shall resend the paging message with paging priority.


When the MME is configured to support paging optimisation in the CN, the MME should avoid sending Paging messages to those eNodeB(s) with CSG cells for which the UE does not have a CSG subscription. When the MME is configured to support paging optimisation in the HeNB Subsystem, the list of CSG IDs for paging is included in the Paging message. For paging optimisation, the CSG IDs of expired CSG subscriptions and valid CSG subscriptions are both included in the list. If the UE has emergency bearer service the MME shall not perform the paging optimization. Paging optimization is described in clause 4.3.13.

NOTE 1:
An expired CSG subscription indicates that the UE is not allowed service in the CSG. However, since the removal of the CSG from the UE is pending, it is possible the UE will camp on that CSG and therefore the UE is still paged for the CSG.

NOTE 2:
The eNodeB reports to the MME the CSG ID supported. For More detail of this procedure refer to TS 36.413 [36].


The MME may use the EPS bearer context information identified by EPS bearer ID received in Downlink Data Notification message in order to control the paging based on operator policy, such as:

-
paging retransmission strategies;

-
determining whether to send the Paging message to the eNodeBs during certain MME high load conditions.

3b.
If the UE is registered in the SGSN, the SGSN sends paging messages to RNC/BSS, which is described in detail in TS 23.060 [7].

4a.
If eNodeBs receive paging messages from the MME, the UE is paged by the eNodeBs. The step is described in detail in TS 36.300 [5] and TS 36.304 [34].

4b.
If RNC/BSS nodes receive paging messages from the SGSN the UE is paged by the RNSC/BSS, which is described in detail in TS 23.060 [7].

5.
When UE is in the ECM-IDLE state, upon reception of paging indication in E-UTRAN access, the UE initiates the UE triggered Service Request procedure (clause 5.3.4.1). If the MME already has a signalling connection over S1-MME towards the UE, then the messages sequence performed start from the step when MME establishes the bearer(s).


Upon reception of paging indication in UTRAN or GERAN access, the MS shall respond in respective access as specified TS 24.008 [47] and the SGSN shall notify the S‑GW.


The MME and/or SGSN supervises the paging procedure with a timer. If the MME and/or SGSN receives no response from the UE to the Paging Request message, it may repeat the paging. The repetition strategy is operator dependent. In the case of paging optimization described in clause 4.3.13, the paging optimization may be disabled.


If the MME and/or SGSN receives no response from the UE after this paging repetition procedure, it shall use the Downlink Data Notification Reject message to notify the Serving GW about the paging failure. In that case, if ISR is not activated, the Serving GW deletes the buffered packet(s). If ISR is activated and the Serving GW receives paging failure from both SGSN and MME, the Serving GW deletes the buffered packet(s) or rejects the control signalling which triggers the Service Request procedure.

6a.
If ISR is activated and paging response is received in E‑UTRAN access the Serving GW sends a "Stop Paging" message to the SGSN.

6b.
If ISR is activated and paging response is received in UTRAN or GERAN access the Serving GW sends a "Stop Paging" message to the MME.

The Serving GW transmits downlink data towards the UE via the RAT which performed the Service Request procedure.

For a LIPA PDN connection, after the UE enters connected mode, the packet buffered in Serving GW is forwarded to the HeNB if it is the same HeNB where the L-GW is colocated and the packets buffered in the L-GW are forwarded to the HeNB on the direct path. If the UE enters connected mode at a different eNB than the one where the L-GW is colocated, the MME shall deactivate the LIPA PDN connection and the packet buffered in Serving GW is dropped.

If the network triggered service request fails due to no response from the UE, then MME and/or SGSN may based on operator policy initiate the Dedicated Bearer Deactivation procedure for preserved GBR bearers. For details, see clause 5.4.4.2 for MME and TS 23.060 [7] for SGSN.
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