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1. Abstract of the contribution

In last SA2 meeting, when WLAN access, the general agreements is that both DSCP and multiple tunnels SPI based methods are candidates for the service data flow detection. For the H(e)NB case, the situation is similar as that has been identified for WLAN scenario. In this document, we propose that multiple IPsec tunnels between H(e)NB and SeGW should be supported as well.

2. Discussion
For the H(e)NB case, the existing one tunnel mechanism has the same problem with that had been identified in WLAN scenario, for example inappropriate discarding of lower priority packets due to the anti-replay feature in IPSec protection. We believe that multiple IPsec tunnels helps to mitigate this problem and it introduce additional benefit for security (e.g., setup several IPsec tunnels with different security algorithms) and service differentiation (e.g., put different service traffic in different IPsec tunnel). 
According to RFC specification RFC 5996, the Security Association should be rekeyed before the old one expires and becomes unusable. In this case, all the traffic should be switched to the new tunnel based on the new SA. This also means that the SPI value will be changed as well. In order to allow the BBF interworking framework performing correct traffic classification and applying the appropriate policy based on SPI, when the old SA is rekeyed, the SPI value should be updated and the Policy interworking framework shall be  notified of such update accordingly. This applies to both femto and WLAN case. 
3. Proposal
The following changes are proposed in TR 23.839 v030.

* * * Begin of Change * * * *

5.2.2.1.5.3 
Service data flow detection based on SPI or SDF filters

In trusted scenarios where the UE connects to the EPC using S2c with no user plane confidentiality protection, the BBF access can detect service data flows inspecting the inner packets encapsulated in the DSMIPv6 tunnel, as currently specified in TS 23.402 and TS 23.203. To that purpose the BBF access uses the information on the mobility protocol tunnelling header and the SDF filters that the PCRF provides to the BPCF via the S9* reference point.

In untrusted scenarios where the UE uses IPSec/SWu towards an ePDG and in trusted scenarios where the UE uses S2c with user plane confidentiality protection, the BBF access cannot detect service data flows inspecting user plane packets exchanged over the SWu and S2c reference points, since they are encrypted. In this case service data flow detection in the BBF access can be performed based on the source address and destination address of the outer IP header and the Security Parameters Index (SPI) included in the IPsec ESP header. This approach is based on the following principles:

- 
Different services data flows are mapped on different child IPsec Security Associations (SAs). To that purpose, if the UE is using S2c, upon reception of a PCC rule from the PCRF via the Gx reference point, the PDN GW initiates the creation of a child IPsec SA for the traffic matching the PCC rule. To make sure that the traffic exchanged on the SA is the traffic matching the PCC rule, the PDN GW uses the SDF filters included in the PCC rule to derive the traffic selectors proposed to the UE in the IKEv2 exchange. If PMIPv6 is used on S2b, it is up to the ePDG to create the child IPsec SA, based on a trigger provided by the PCRF via the Gxb* reference point.

NOTE:
Assuming that the UE accepts the traffic selectors proposed by the PDN GW, or ePDG, with no modifications, routing of data traffic on the child SA is symmetric. Depending on operator’s policies, if the UE modifies the traffic selectors proposed by the PDN GW, or ePDG, the PCC Rules Provision Procedure may be rejected.
- 
The SPI (Security Parameter Index) that identifies the child IPsec SA is reported back to the PCRF. This is done by the PDN GW via the Gx reference point, if the UE is using S2c, or by the ePDG via the Gxb* reference point, if PMIPv6 is used on S2b.

- 
The PCRF provides to the BPCF via the S9* reference point the outer IP header information, the SPI and the QoS rule. The outer IP header information includes the tunnel end points, namely the UE’s Care-of Address and the PDN GW address, if the UE is using S2c, or the UE’s Care-of Address and ePDG address, if PMIPv6 is used on S2b.
-
Based on the rules provisioned to it, the BBF access performs admission control and policy enforcement in the uplink and in the downlink direction for the traffic aggregate matching the outer IP header information and the SPI. The details of how admission control and policy enforcement are performed in the BBF access are out of 3GPP scope.


For H(e)NB case, multiple IPsec tunnels establishment should be supported between H(e)NB and SeGW. Different services data flows can be mapped to different child IPsec Security Associations (SAs) in SeGW for downlink and in H(e)NB for uplink. How to do this mapping depends on the operator policy. For example, IPsec tunnels can be established separately for control plane signalling and user plane data traffic, or dedicated IPsec tunnel established specifically for voice service. The outer IP header information, the SPI and the QoS rule should be transferred to BPCF via the S9* reference point. Service data flow detection in the BBF access can be performed based on the source address and destination address of the outer IP header and the Security Parameters Index (SPI) included in the IPsec ESP header. Based on this, BBF element performs admission control and policy enforcement on tunnel granularity in the uplink and downlink direction for the traffic matching the IPsec tunnel information. The details of this are out of 3GPP scope.

For both WLAN and H(e)NB case, if the tunnel information (e.g. the source address, the Security Parameters Index) is updated due to certain reason (SA rekey),  the BPCF and PCRF/H(e)NB PF shall be synchronized via the S9* reference point.  
* * * End of Change* * * *
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