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ABSTRACT

A system and method are described whereby interoperability
is facilitated in a 3GPP network environment in combination
with DIAMETER policy controls. Such interoperability
enables updated policy rules to be fully communicated in
on-line charging situations where quota expirations occur.
This invention maintains centralized policy controlina 3GPP
network with on-line charging.
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SYSTEM AND METHOD FOR PROVIDING
INTEROPERABILITY BETWEEN DIAMETER
POLICY CONTROL AND CHARGING IN A
3GPP NETWORK

BACKGROUND OF THE INVENTION

[0001] 1. Field of the Invention

[0002] The present invention relates to charging in a 3GPP
network, and more specifically to the provision of interoper-
ability between Diameter policy control and charging in a
3GPP network.

[0003] 2. Background Art

[0004] The Internet Protocol (IP) is the dominant commu-
nications protocol in the world today. Statistics reveal that
over 15% of the world’s population has access to the Internet,
and recent growth rates reveal that this figure will continue to
grow at an exponential rate. One of the chief virtues of the
Internet is that it provides interoperability ona massive scale,
and thereby permits communication between widely differ-
ent devices. Such devices include not only desktop comput-
ers, but also portable computing devices, such as laptop com-
puters, personal data assistants (PDAs), smart phones and the
like.

[0005] Modern day usage has witnessed a substantial
growth in the transmission of multimedia services over the
Internet. That trend will continue as users expect access to
personalized interactive, multimedia services, on any of the
above devices, and at any location. Consequently, such
expectations have driven telecommunications providers
towards an “all [P” architecture for the provision of services.
[0006] In order to meet such requirements on network
infrastructures, the IP Multimedia Subsystem (IMS) has been
proposed. IMS details an architectural framework for the
delivery of multimedia services to mobile users, using Inter-
net protocols. IMS is specifically referenced in the 3rd Gen-
eration Partnership Project (3GPP), which serves to merge
the Internet and mobile communications worlds. Therefore,
to facilitate the integration of the mobile world with the
Internet world, IMS adopts as many as are applicable of the
Internet protocols.

[0007] In a 3GPP IMS network, the Policy and Charging
Rules Function (PCRF) controls policy and charging rules
over the Gx interface, while on-line charging is controlled
over the Gy interface. In the context of on-line charging, the
expiration of a quota for a subscriber leads to certain anoma-
lies. For example, upon the expiration of a quota during a
subscriber session, the Policy and Charging Enforcement
Function (PCEF) will send a Gy credit charging request
(CCR) to the Online Charging System (OCS) to request more
quota. However, if there is no additional quota available, the
OCS will respond with a Credit Control Application (CCA)
indicating the absence of quota, as well as provide an indica-
tion via the Final-Unit-Action Attribute Value Pair (AVP) in
the CCA as to what the PCEF should do with the subscriber’s
session. Three possible alternatives exist via the Final-Unit-
Action AVP, namely termination of the Packet Data Protocol
(PDP) context, redirection of the traffic over the context, or
restricted access via supplied packet filters.

[0008] However, such an approach has two major draw-
backs. Firstly, the OCS is limited in what it is permitted to
return via the Gy interface in response to the quota expiration.
Specifically, it is limited to the three options of terminate,
redirect, and restrict access. In particular, it cannot deliver a
complete Policy and Charging Control (PCC) charging rule
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(as would be supplied via the Gx interface). The second major
drawback is that the PCRF is unaware of the changed policy
that has been delivered by the OCS via the Gy interface. As
such, the PCRF ceases to be a centralized policy control
function since it is completely unaware that the OCS quota
has been exceeded. Consequently, the PCRF may make incor-
rect or incomplete policy decisions as a result of its complete
knowledge.

[0009] Traditionally, these drawbacks have been resolved
by combining the Gx and the Gy interfaces together, and
thereby merging the PCRF and the OCS functions in the
architecture. Indeed, the 3GPP revision 6 specifically advo-
cated such an approach. However, the conventional wisdom
runs counter to the desires that the PCRF and OCS are
intended to remain separate functions. Indeed, different ven-
dors are often associated with each of the PCRF and the OCS
functionalities. In fact, history reveals that there has not been
a lot of co-operation between vendors of these two function-
alities within the 3GPP architecture.

[0010] What is needed is a solution to the quota expiration
scenario that preserves the independence of the OCS and the
PCRF functionalities, such that the PCRF retains its central-
ized policy control and can return a new PCC charging rule.

BRIEF SUMMARY OF THE INVENTION

[0011] Ina preferred embodiment of the present invention,
the PCRF installs an event filter that indicates to the PCEF
that the PCRF needs to be notified upon the occurrence of
various OCS events. When a quota expires and an OCS event
is triggered, the event filter will cause the PCEF to contact the
PCREF for the appropriate policy decision and charging rule.
In a further refinement of the present invention, the PCEF can
notify the PCRF which of many possible quotas has been
breached.

[0012] Inafurtherembodiment ofthe presentinvention, the
OCS can contact the PCRF directly in the event of a quota
breach. Such an embodiment requires interoperability of the
OCS and PCREF, which in turn requires co-operation between
the different vendors offering such functionality in a 3GPP
network.

[0013] Among other benefits, the various embodiments of
the current invention allow centralized policy control in a
3GPP IMS network where on-line charging is used. Impor-
tantly, the various embodiments permit the PCRF and the
OCS components to remain separate functions.

[0014] Importantly, benefits of various embodiments of the
current invention find applicability to the current 3GPP
Release 7, to the upcoming Release 8, as well as to future
releases of the 3GPP specifications.

[0015] Further embodiments, features, and advantages of
the invention, as well as the structure and operation of the
various embodiments of the invention are described in detail
below with reference to accompanying drawings.

BRIEF DESCRIPTION OF THE
DRAWINGS/FIGURES

[0016] The present invention is described with reference to
the accompanying drawings. In the drawings, like reference
numbers indicate identical or functionally similar elements.
The drawing in which an element first appears is indicated by
the left-most digit in the corresponding reference number.

[0017] FIG. 1 provides a diagram showing the overall
Policy Charging Control architecture in a 3GPP network.
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[0018] FIG. 2 provides a simplified flowchart illustrating
the conventional approach to quota expiration in the context
of online charging in a 3GPP network.

[0019] FIG. 3 provides an exemplary method for allowing
the OCS to indicate to the PCEF via the Gy interface that the
PCRF should be contacted (via Gx) when the quota is
expired.

[0020] FIG. 4 provides an exemplary method for allowing
the OCS to contact the PCRF directly when the quota is
expired.

[0021] FIG. 51is a diagram of a computer system on which
the methods and systems herein described can be imple-
mented, according to an embodiment of the invention.

DETAILED DESCRIPTION OF THE INVENTION

[0022] While the present invention is described herein with
reference to illustrative embodiments for particular applica-
tions, it should be understood that the invention is not limited
thereto. Those skilled in the art with access to the teachings
provided herein will recognize additional modifications,
applications, and embodiments within the scope thereof and
additional fields in which the invention would be of signifi-
cant utility.

[0023] In a 3GPP network, policy and charging control is
accomplished via functionality that is composed of several
functions, including the following: PCEF (Policy and Charg-
ing Enforcement Function), PCRF (Policy and Charging
Rules Function), and the OCS (Online Charging System).
FIG. 1 provides a diagram illustrating the overall Policy
Charging Control architecture 100. Also shown are the PCEF
10, the PCRF 20, and the OCS 30. A Gx interface 40 is
situated between the PCEF 10 and the PCRF 20. Similarly, a
Gy interface 50 1s situated between the OCS 30 and the PCEF
10.

[0024] The PCEF 10 functionality includes policy enforce-
ment, service data flow detection, and flow based charging
functionalities. The policy control indicated by the PCRF 20
is enforced by the PCEF 10. To that end, the PCEF 10 will
permit the service data flow to pass through the PCEF 10 only
if there is a corresponding active PCC rule and for online
charging, the OCS 30 has authorized credit for the charging
key. Ultimately, the PCEF enforcement unit ensures that the
service is provided with the appropriate transmission quality
(Quality of Service (QoS)), and that the subscriber is charged
in accordance with the charging rate relevant to the particular
subscriber.

[0025] The PCRF 20 functionality includes policy control
and flow based charging control functionalities. Thus, the
PCRF 20 authorizes QoS resources. Ultimately, the PCRF 20
resembles a collection controller in that it collects the sub-
scriber’s subscription data and for allowing the PCEF unit to
enforce the policies and the charging.

[0026] The OCS 30 facilitates the online charging process
whereby charging information for network resource usage is
collected concurrently with that resource usage. Authoriza-
tion for the initial usage must occur prior to the actual com-
mencement of that usage—such authorization is approved by
the OCS 30 upon request from the network. Such approval
may be limited in terms of data volume or in terms of dura-
tion. In such cases as these limited approvals, resource usage
authorizations must be renewed as actual resource usage
demands.

[0027] FIG. 2 is a simplified flowchart 200 illustrating the
conventional approach to quota expiration in the context of
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online charging in a 3GPP network. Not shown in this flow-
chart, during the PDP context establishment, the PCRF deliv-
ers a charging rule over the Gx interface that requires online
charging. Also before the flowchart starts, the PCEF will
contact the OCS over the Gy interface fora charging quota. At
step 210, should the quota expire, mid-session, the PCEF will
senda Gy CCR to the OCS to request more quota. At step 220,
if there is no more quota available, the OCS will respond with
a CCA indicating that there is no quota and will indicate via
the Final-Unit-Action AVCP in the CCA what the PCEF
should do with the subscriber’s session. Per RFC 4006 section
8.35, the Final-Unit-Action can indicate termination of the
PDP context, redirection of the traffic over the context or
restricted access via supplied packet filters.

[0028] As noted earlier, this conventional approach limits
the type of information available from the OCS during such a
scenario in that it cannot deliver a complete PCC charging
rule of the type supplied via the Gx interface by the PCRF.
Moreover, the PCRF is no longer the centralized knowledge
base of policy knowledge and, as such, incorrect or incom-
plete policy decisions may be made.

[0029] In one embodiment of the current invention, a
method allows the OCS to indicate to the PCEF via the Gy
interface that the PCRF should be contacted (via Gx) when
the quota is expired so that the PCRF can make the policy
determination and return a new PCC charging rule. When the
PCEF first contacts the PCRF and gets a charging rule via Gx,
the PCRF can install an event filter called OCS that indicates
to the PCEF that it wishes to be contacted when OCS events
occur.

[0030] Thus, an embodiment of the current invention pro-
ceeds as shown in FIG. 3. At step 310, the PCEF contacts the
OCS with a Gy CCR when there is no remaining quota (as
above). At step 320, the OCS can respond with a Final-Unit-
Action AVP with a new value: CONTACT_PCREF. At step
330, if the PCEF receives a Gy CCA containing this AVP then
it shall immediately contact the PCRF with a Gx CCR-U if the
PCREF had installed the OCS event trigger. In the Gx CCR-U
the PCEF will indicate the event that has occurred (OCS) and
can also indicate which quota has been breached via addi-
tional AVP’s. At step 340, the PCRF can then render a policy
decision and return a new charging rule to the PCEF indicat-
ing what policy the PDP context should have because the
quota is breached.

[0031] This invention could also be implemented by having
the OCS contact the PCRF directly. This has the disadvantage
of requiring the OCS and the PCRF to interoperate directly,
but it does allow the PCRF to continue to be the central point
ofpolicy decisions. A sample call flow for this embodiment of
the current invention is shown in FIG. 4. At step 410, the
PCEF contacts the OCS with a Gy CCR when there is no
remaining quota (as above). At step 420, the OCS would
conventionally respond with an indication that no further
quota is available. At step 430, the OCS would next notify the
PCRF directly of a quota breach, using an appropriate inter-
face. At step 440, the PCRF would notify the PCEF via a Gx
Re-Auth-Request (RAR) of the new charging rule. Finally, at
step 450, the PCEF acknowledges the receipt of a new charg-
ing rule from the PCRF via a Gx Re-Auth-Answer (RAA).
[0032] The precise details used by the OCS to contact the
PCREF (step 430 in FIG. 4) is not specified, but it could be any
number of interfaces or protocols, including a 3GPP DIAM-
ETER Rx or a proprietary interface.



US 2010/0010922 Al

[0033] This invention allows centralized control of policy
in a 3GPP IMS network where on-line charging is used. This
allows a PCRF and OCS to co-operate in solving important
carrier use-cases around time and volume-based metering
and charging.

Computer System Implementation

[0034] In an embodiment of the present invention, the
methods and systems of the present invention described
herein are implemented using well known computers, such as
a computer 500 shown in FIG. 5. The computer 500 can be
any commercially available and well known computer
capable of performing the functions described herein, such as
computers available from International Business Machines,
Apple, Sun, HP, Dell, Cray, etc.

[0035] Computer 500 includes one or more processors
(also called central processing units, or CPUs), such as pro-
cessor 510. Processor 510 is connected to communication bus
520. Computer 500 also includes a main or primary memory
530, preferably random access memory (RAM). Primary
memory 530 has stored therein control logic (computer soft-
ware), and data.

[0036] Computer 500 may also include one or more sec-
ondary storage devices 540. Secondary storage devices 540
include, for example, hard disk drive 550 and/or removable
storage device or drive 560. Removable storage drive 560
represents a floppy disk drive, a magnetic tape drive, a com-
pact disk drive, an optical storage device, tape backup, ZIP
drive, JAZZ drive, etc.

[0037] Removable storage drive 560 interacts with remov-
able storage unit 570. As will be appreciated, removable
storage unit 560 includes a computer usable or readable stor-
age medium having stored therein computer software (con-
trol logic) and/or data. Removable storage drive 560 reads
from and/or writes to the removable storage unit 570 in a well
known manner.

[0038] Removable storage unit 570, also called a program
storage device or a computer program product, represents a
floppy disk, magnetic tape, compact disk, optical storage
disk, ZIP disk, JAZZ disk/tape, or any other computer data
storage device. Program storage devices or computer pro-
gram products also include any device in which computer
programs can be stored, such as hard drives, ROM or memory
cards, etc.

[0039] Inanembodiment, the present invention is directed
to computer program products or program storage devices
having software that enables computer 500, or multiple com-
puter 400s to perform any combination of the functions
described herein

[0040] Computer programs (also called computer control
logic) are stored in main memory 530 and/or the secondary
storage devices 540. Such computer programs, when
executed, direct computer 500 to perform the functions of the
present invention as discussed herein. In particular, the com-
puter programs, when executed, enable processor 510 to per-
form the functions of the present invention. Accordingly, such
computer programs represent controllers of the computer
500.

[0041] Computer 500 also includes input/output/display
devices 580, such as monitors, keyboards, pointing devices,
etc.

[0042] Computer 500 further includes a communication or
network interface 590.
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[0043] Network interface 590 enables computer 500 to
communicate with remote devices. For example, network
interface 590 allows computer 500 to communicate over
communication networks, such as LANs, WANSs, the Internet,
etc. Network interface 590 may interface with remote sites or
networks via wired or wireless connections. Computer 500
receives data and/or computer programs via network inter-
face 590. The electrical/magnetic signals having contained
therein data and/or computer programs received or transmit-
ted by the computer 500 via interface 590 also represent
computer program product(s).

[0044] The invention can work with software, hardware,
and operating system implementations other than those
described herein. Any software, hardware, and operating sys-
tem implementations suitable for performing the functions
described herein can be used.

[0045]  As noted earlier, benefits of various embodiments of
the current invention find applicability to the current 3GPP
Release 7, to the upcoming Release 8, as well as to future
releases of the 3GPP specifications.

[0046] It is to be appreciated that the Detailed Description
section, and not the Summary and Abstract sections, is
intended to be used to interpret the claims. The Summary and
Abstract sections may set forth one or more but not all exem-
plary embodiments of the present invention as contemplated
by the inventor(s), and thus, are not intended to limit the
present invention and the appended claims in any way.
[0047] The present invention has been described above
with the aid of functional building blocks illustrating the
implementation of specified functions and relationships
thereof. The boundaries of these functional building blocks
have been arbitrarily defined herein for the convenience of the
description. Alternate boundaries can be defined so long as
the specified functions and relationships thereof are appro-
priately performed.

[0048] The foregoing description of the specific embodi-
ments will so fully reveal the general nature of the invention
that others can, by applying knowledge within the skill of the
art, readily modify and/or adapt for various applications such
specific embodiments, without undue experimentation, with-
out departing from the general concept of the present inven-
tion. Therefore, such adaptations and modifications are
intended to be within the meaning and range of equivalents of
the disclosed embodiments, based on the teaching and guid-
ance presented herein. It is to be understood that the phrase-
ology or terminology hetrein is for the purpose of description
and not of limitation, such that the terminology or phraseol-
ogy of the present specification is to be interpreted by the
skilled artisan in light of the teachings and guidance.

CONCLUSION

[0049] Exemplary embodiments of the present invention
have been presented. The invention is not limited to these
examples. These examples are presented herein for purposes
of illustration, and not limitation. Alternatives (including
equivalents, extensions, variations, deviations, etc., of those
described herein) will be apparent to persons skilled in the
relevant art(s) based on the teachings contained herein. Such
alternatives fall within the scope and spirit of the invention.
[0050] The breadth and scope of the present invention
should not be limited by any of the above-described exem-
plary embodiments, but should be defined only in accordance
with the following claims and their equivalents.
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What is claimed is:

1. A system, comprising:

a policy and charging enforcement function (PCEF) sys-

tem;

an on-line charging system (OCS) coupled to the PCEF

system via a Gy interface; and

a policy and charging rules function (PCRF) system

coupled to said PCEF system via a Gx interface, wherein
said PCRF system includes the ability to install in said
PCEF system a filter that is configured to cause said
PCEF system to contact said PCRF system upon an
occurrence of an OCS event.

2. The system of claim 1, wherein the OCS event includes
a breach of a quota.

3. The system of claim 2, wherein the filter is further
configured to communicate the identity of the quota
breached.

4. The system of claim 1, wherein said PCRF system ren-
ders a policy decision in response to the contact from the
PCEF system.

5. The system of claim 1, wherein said PCRF system
returns a new charging rule to the PCEF system in response to
the contact from the PCEF system.

6. A method, comprising:

installing a filter by a policy and charging rule function

(PCRF) system into a policy and charging enforcement
function (PCEF) system, wherein the filter is configured
to cause the PCEF system to contact the PCRF system
upon an occurrence of an OCS event.

7. The method of claim 6, wherein the OCS event includes
a breach of a quota.

8. The method of ¢laim 7, wherein the filter is further
configured to communicate the identity of the quota
breached.

9. A method, comprising:

notifying an online charging system (OCS) by a policy and

charging enforcement function (PCEF) system of a
request for more quota;

notifying the PCEF system by the OCS system of a quota

breach;

notifying a PCRF system by the PCEF system of the quota

breach; and

returning to the PCEF system by the PCRF system a policy

decision.

10. The method of claim 9, wherein the returning a policy
decision includes returning a new charging rule.

11. The method of claim 9, wherein the notifying includes
communicating the identity of the quota breached.
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12. A method, comprising:

notifying an online charging system (OCS) by a policy and
charging enforcement function (PCEF) system of a
request for more quota;

notifying the PCEF system by the OCS system of a quota

breach;

notifying a PCRF system by the OCS system of the quota

breach;

forwarding to the PCEF system by the PCRF system of a

policy decision; and

acknowledging to the PCRF system by the PCEF system of

the policy decision.

13. The method of claim 12, wherein the forwarding a
policy decision includes forwarding a new charging rule.

14. The method of claim 12, wherein the notifying includes
communicating the identity of the quota breached.

15. The method of claim 12, wherein the notifying the
PCRF system includes using one of a 3GPP DIAMETER Rx
interface and a proprietary interface.

16. A computer-readable medium containing instructions
for controlling at least one processor by a method, compris-
ing:

notifying an online charging system (OCS) by a policy and

charging enforcement function (PCEF) system of a
request for more quota;

notifying the PCEF system by the OCS system of a quota

breach;

notifying a PCRF system by the PCEF system of an expired

quota; and

returning to the PCEF system by the PCRF system a policy

decision.

17. A computer-readable medium containing instructions
for controlling at least one processor by a method, compris-
ing:

notifying an online charging system (OCS) by a policy and

charging enforcement function (PCEF) system of a
request for more quota;

notifying the PCEF system by the OCS system of a quota

breach;

notifying a PCRF system by the OCS system of the quota

breach;

forwarding to the PCEF system by the PCRF system of a

policy decision; and

acknowledging to the PCRF system by the PCEF system of

the policy decision.
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