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This document proposes some extensions and clarifications to the NAT-based solution for LIPA/SIPTO. The following changes are proposed.
*************** PROPOSED CHANGES **********************

5.3
Solution 2 – Local IP Access and Selected IP Traffic Offload at H(e)NB by NAT
5.3.1
Applicability

This solution supports the following scenarios:

-
Local IP access for HNB and HeNB Subsystem

-
Selected IP traffic offload for HNB and HeNB Subsystem

5.3.2
Architectural principles

-
UEs are only required to activate one PDN connection for LIPA, SIPTO, and traffic going through the mobile operator's Core Network;
-
The Home (e)NodeB Subsystem has the ability to drag/insert the LIPA and SIPTO traffic from/into PDN connection per operator policies (e.g. destination address, port number, etc.);
-
There is a NAT inside the Home (e)NodeB Subsystem to ensure returning LIPA and SIPTO traffic reaches H(e)NB despite topologically incorrect source address;
-
Pre-Rel9 UEs that support single PDN connections may simultaneously access LIPA, SIPTO and the mobile operator's Core Network;

-
For a PDN connection initiated by a UE connected to a H(e)NB, the MME/SGSN shall decide whether LIPA or SIPTO is enabled depending on the subscription data and operator policy;

-
A dedicated APN may be used to indicate that the PDN connection established through this APN is for LIPA or SIPTO. All the traffics associated with this PDN connection are offloaded.
5.3.3
Paging and Mobility Support

-
If the LIPA or SIPTO function is enabled by the MME/SGSN for the UE's PDN connection, the MME/SGSN indicates the public IP address of PGW/GGSN to H(e)NB;

-
When H(e)NB receives a downlink LIPA or SIPTO packet it does not know how to deliver (e.g. when the UE is in idle mode, or when the UE has moved out of the H(e)NB coverage), it tunnelled the packet to the P‑GW/GGSN after NAT‑ting the packet and the P-GW/GGSN delivers it as non-LIPA or SIPTO traffic;

-
The interface needs to be connected via the Internet.

5.3.4
Architecture Alternatives

5.3.4.1
Alternative 1
Figure 5.3.4.1-1 shows the architecture for the case of HeNB.
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Figure 5.3.4.1-1: Alternative 1 solution for LIPA / SIPTO with NAT in the HeNB
The key features of the architecture shown in Figure 5.3.4.1-1 are the following:

-
A NAT function is collocated with the HeNB. Since NAT66 is not preferably used, the NATing between IPv6 addresses needs further consideration.
-
The HeNB maintains a Routing Function, which decides if an uplink packet should be routed to SGW through the standard S1-u interface, or if it should be routed to the collocated NAT function. The routing decisions are taken based on some IP filter rules which are linked to a PDN connection in the UE’s context. 
-
A PDN connection is established as per the normal procedures specified in TS 23.401. In addition, during the PDN connection establishment and if the PDN connection can be used for LIPA/SIPTO (according to operator’s policy and user’s subscription):
-
The MME indicates to HeNB which IP filter rule(s) should be activated for this PDN connection, e.g. the MME sends a filter rule index to the HeNB or the filter rule itself. For example, the IP filter rule can indicate which traffic shall be routed over the S1-u interface and that other traffic shall be routed through the NAT function.
-
When a packet arrives at the HeNB through NAT and the UE is in idle mode, one of the following options can be used to trigger paging at the MME:

-
Option 1: The UE is assigned a public IP address by the PGW. In this case the HeNB routes the packet to the Internet through the home/enterprise network (see blue path in Figure 5.3.4.1-1). When this packet arrives at PGW (which serves as the default router for the UE) it is forwarded to SGW and the normal paging procedures are triggered. The packet received by HeNB from SGW right after the S1-u connection is setup will have in the From address the public IP address of the GW/NAT located at the edge of the home/enterprise network (this is the effect of passing this packet through the GW/NAT). The HeNB shall discard this packet – the main purpose of this packet was to trigger paging at the MME. The HeNB shall be informed with the IP address assigned to UE by PGW during PDN connection establishment. 
-
Option 2: The UE is assigned a private IP address by the PGW. In this case the HeNB encapsulates the packet into another packet which is addressed to the public IP address of PGW. Then the HeNB routes this packet to the Internet through the home/enterprise network (see blue path in Figure 5.3.4.1-1). The PGW decapsulates this packet, forwards the inside packet to SGW and the normal paging procedures are triggered. The packet received by HeNB from SGW right after the S1-u connection is setup will have in the From address the public IP address of the GW/NAT located at the edge of the home/enterprise network (this is the effect of passing this packet through the GW/NAT). The HeNB shall discard this packet – the main purpose of this packet was to trigger paging at the MME. The HeNB shall be informed with the public IP address of PGW during PDN connection establishment.
-
Option 3: No matter what the IP address assigned to UE is, the HeNB sends a non-UE associated message to MME in order to ask the MME to page this UE. What is the UE identity in this message is for further study.
-
The UE has no knowledge of whether a PDN connection is used for LIPA/SIPTO traffic.
-
The same PDN connection is used for traffic between the UE and a packet data network over SGi and for traffic between the UE and local home/enterprise network and for selected IP traffic offload.
-
A Security Gateway (SeGW) is located at the edge of the operator's core network. Its role (according to TS 33.320 [7]) is to maintain a secure association with the HeNB across an unsecure IP backhaul network

-
A Gateway/NAT device is located at the boundary of the home/enterprise IP network and the IP backhaul network
-
The S1 connection remains active even when all traffic is exchanged between the UE and the local home/enterprise network.
5.3.4
Open issues

For this solution, the only requirements are NAT and routing functionalities for the HNB.
The solution has the following issues as FFS:

-
It is FFS on addressing the possibility that the private IPv4 address of the home IP devices conflict with operator’s services which using private IPv4 addresses;
-
It is FFS whether the NAT function can be standalone, i.e. not collocated with the H(e)NB;

-
How the solution works with IPv6 prefix translation is FFS;
-
How to provision H(e)NB the LIPA/SIPTO policy is an open issue.

