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Abstract of the contribution: This discussion paper considers possible solutions for MTC Monitoring and Offline Indication and proposes a way forward.
Introduction
MTC Monitoring and Offline Indication have a number of common aspects and can be handled together. Offline Indication requirements are a subset of the requirements for Monitoring with an additional constraint of detecting the ‘lost connectivity’ condition in certain predefined time duration. Hence it is logical to handle the two features together. This discussion paper provides the corresponding considerations, solutions and proposes a way forward.
Discussion
For MTC monitoring and offline Indication, there is common functionality which can be addressed together as follows:

1. Both MTC monitoring and offline Indication require the detection of certain events. For MTC monitoring following events need to be detected:

1. Behaviour which is not aligned with certain activated MTC Feature(s)

2. Change in point of attachment for the MTC device
3. Change of the association between the UE and the UICC

 For offline Indication the event to be detected is the ‘lost connectivity’ condition i.e when it is no      longer possible to establish signalling connection between the MTC device and the network.
2. Monitoring requires a warning notification to be sent to the MTC User and/or MTC Server if the user has requested for the same based on following requirement from SA1
“…..Upon event detection, it shall be possible for the network to 

-
provide a warning notification to the MTC User and/or MTC Server
-
limit the services provided to the MTC Device (e.g. reduce allocated resource) 

-
The MTC User shall define what occurs when an event is detected.”
For offline Indication, a warning notification is to be provided to the MTC server/user on detection of ‘lost connectivity’ condition.

-
The network shall provide a notification to the MTC Server and/or MTC User immediately after the loss of connective condition is detected. 

Hence common mechanisms can be used for the above functionalities. But there are certain aspects which need to be handled separately as follows:
1. MTC monitoring requires MTC user to define which events to be detected whereas for offline Indication turning on the feature is sufficient.

2. MTC user may request for limiting resources for the MTC device if certain event is detected, where as for offline indication there is no such requirement.

3. Offline Indication specifies that 

The maximum Offline Indication detection time (i.e. the time between when the actual loss of connectivity occurred and when the loss of connectivity was detected) shall be configurable per MTC Subscription.”
NOTE:
The maximum Offline Indication detection time should be in the order of 1 minute to 1 hour.

So, overall offline Indication can be treated as a subset of monitoring feature. The solutions for monitoring and offline Indication can be broken into sub procedures as follows:

1. Configuring events to be monitored and actions to be taken

2. Detecting the events 

3. Providing notification the MTC server/user 

4. Taking action if certain event happens
1. Configuring events to be monitored and actions to be taken
This is applicable to MTC monitoring. There are three events to be detected i.e anomalous behaviour with respect to activated features, change in point of attachment and change of association between the MTC device and the UICC. The actions to be taken can be sending a notification to the MTC server and/or MTC user and potentially limiting the resources allocated to the MTC device if this is the enforcement policy that is selected by the operator. Since the set of active features has been agreed to be part of subscription in HSS it is advisable to configure which of the aforementioned three events will trigger “monitoring” action(s) to be undertaken as part of the HSS subscription itself. 
For offline Indication, if the feature is turned ‘ON’ in subscription it is sufficient to indicate that the same needs to be monitored.


Proposal 1: For the monitoring feature, the events to be monitored and the actions to be taken shall be part of HSS subscription.
2. Detecting the events 
For MTC monitoring following events need to be detected:
1. Event1:Behaviour that is not aligned with other features
The set of active MTC features are either pre-configured in HSS as part of subscription. The MTC features can also be dynamically activated by the MTC user e.g.by using a web interface. For both these cases the HSS stores the ‘active set of MTC features’ at any given point of time.
MME/SGSN are the logical entities which should detect whether the behaviour of the MTC device is aligned with activated features due to following reasons:
1. The active set of features is stored in HSS at any given point in time and can be easily downloaded to the MME/SGSN during mobility management procedures

2. MME/SGSN is the mobility management entity which is always aware of the location of the UE and hence the natural choice for detecting any mobility related anomalous behaviour in case a feature that limits the mobility allowed for the UE is activated.
Proposal 2: For detecting potential UE behaviour which is not aligned with activated features restrictions, MME/SGSN shall be the detection point.
2. Event2: Change in point of attachment
For detecting the change of serving eNB:

The MME can detect the change in ECGI from the S1-AP message and the P-GW can detect the change in current ECGI from the MS info change reporting. 

For detecting the change in serving MME/SGSN:

The HSS/HLR stores the MME/SGSN serving the MTC UE. Hence if there is any change in the information the HSS/HLR can inform the same.
Proposal 3: The change in serving eNodeB shall be detected by the MME/PGW and the change in serving MME/SGSN shall be detected by the HSS/HLR.
3. Event3: Change in association between the UE and UICC
The change of the association is detected by changing association between IMEI and IMSI. In other words, the network has the association information between IMEI and IMSI and checks IMEI and IMSI whenever the UE performs the attach procedure. Hence MME/SGSN should check whether there is a change in association between the UE and UICC. The same check needs to be performed during the mobility management procedures.
Proposal 4: The change in association between the UE and UICC shall be detected by the MME/SGSN during the attach and mobility management procedures.
For Offline Indication, solutions for detecting whether the device is offline are as follows:
1. Using detach timer
TS 23.401 already defines the ‘detach timer’ functionality. The solution reuses the same, the MME runs a mobile reachable timer for each UE, this is similar to the TAU timer of UE. Once this mobile reachable timer expires, the MME starts the implicit detach timer. If UE doesn’t perform any update and the implicit detach timer also expires. The MME assumes that UE is no longer reachable and starts the implicit detach procedure. This can be used to indicate that the device has gone offline. 
2. Using presence server

This solution is using the existing IMS Presence architecture in order to retrieve the UE status. The MTC SAL can utilise the OSA TS 29.199-14 web services interface to retrieve the presence information from the presence server. This architecture can equally apply to the architecture where the MTC Server is inside or outside the operator domain 
[image: image14.emf]
Figure 1: Architecture utilizing IMS Presence information in order to detect the MTC UE offline indication
The Presence Network Agent(PNA) will retrieve information from the network information elements like HLR/HLR, SGSN/MME, GGSN, GLMC etc and will compose the Presence information for the set of MTC UEs and send over Pen with SIP PUBLISH request to the Presence Server. The MTC SAL can retrieve the online/offline status using the OSA interface for presence information as defined in TS 29.199-14.
3. Using UE activity notification mechanism
This solution utilizes existing ‘UE reachability procedures’ as defined in TS23.401 section. The MTC SAL can register for notification from the HSS. The HSS will utilize the ‘UE Reachability Notification Request procedure’ to request the MME for sending an indication whenever the UE goes offline. The MME uses the ‘UE Activity Notification procedure’ to inform the HSS whenever UE goes offline.
Proposal 5: Add the above solutions for Monitoring and Offline Indication features to the TR
3. Providing notification to the MTC server/user 

For indicating the occurrence of monitoring/offline Indication events to the MTC server/user, it is important to know which entity detects the event. There can be several entities in the core network which can detect the occurrence of a particular event. Based on chosen solutions for MTC monitoring the possible detection entities are MME/SGSN (events 1, 2 and 3), PGW(event 2) and HSS/HLR(event 2). For offline Indication the possible detection entities are MME, presence server, HSS. So overall the detection entities are MME/SGSN, PGW, HSS/HLR and presence server.
Now the issue is how to indicate the same from these possible event detection entities i.e. HSS/HLR, MME/SGSN, PGW to the MTC server/user. As per the NIMTC architecture discussions in last meeting, it has been agreed to decouple the MTC server from the operator network. Hence it is fair to assume that any such alerts will be delivered to the service abstraction layer which in turn can relay these to the appropriate MTC server/user. The exact mechanism of how SAL informs these offline/online to the MTC server/user is out of scope of 3GPP. 
Following solutions are possible depending on which entity detects the events:
1.  PGW is the detection entity

The assumption for such a solution is that the PGW is configured to detect the events to be monitored. This solution uses a new interface between the PGW/PCRF and MTC SAL for informing the occurrence of specific event. PGW either directly informs the MTC SAL or via PCRF.
a. PGW -MTC SAL-MTC server/user

b. PGW-PCRF -MTC SAL-MTC SAL user/server

2. HSS/HLR is the detection entity
The HSS/HLR is configured with the events to be detected as part of subscription and informs the MTC SAL layer using an interface similar to S6d.

3. MME/SGSN is the detection entity
If the MME/SGSN detects the event, then it can:

a. Inform MTC SAL directly.
b. Inform MTC SAL via PGW.
c. Informs MTC SAL via HSS.
Proposal 6: Include the corresponding solutions for sending indication to the MTC server/user in the TR.
4. Enforce certain action if certain event happens
For offline indication the MTC server/user needs to be notified which is something already covered by bullet 3 on indication. There is no other action.

For MTC monitoring the two possible actions are sending an indication which is already covered by bullet 3 on indication. Other action is limiting the resources for the MTC device which can be done by detaching the MTC device
Proposal 7: Add the solution of detaching the MTC device as one possible way to reduce the resources allocated for the MTC device
*************************************Start Change*****************************************
5.10
Key Issue – MTC Monitoring and Offline Indication
5.10.1
Use case description
MTC Devices may be deployed in locations with high risk, e.g. possibility of vandalism or theft of the communication module.For those MTC Devices, it is desirable that the network detects and reports events (including location) caused by those devices that may result, for example, from vandalism or theft of the communication module. If such an event is detected, the network might be configured to perform special actions, e.g. limit the access or reduce the allocated resource.
The Offline Indication feature is helpful for MTC applications like health care monitoring which require timely notification of when it is no longer possible to establish signalling between the MTC device and the network for correct diagnosis. For example, heat beat monitoring needs to discriminate the communication problem and the real problem on the patient body. Hence, providing an ‘offline indication’ when a MTC device goes offline required. 

Both ‘MTC monitoring’ and ‘Offline Indication’ features have common aspects of event detection and notification. The Offline Indication is just like another event to be monitored with additional constraint of detecting the ‘lost connectivity’ condition in certain predefined time duration.
5.10.2
Required Functionality
The following functionalities are required for MTC monitoring and offline indication:

-
It shall be possible for the MTC User to configure the monitoring events, e.g. monitoring the association of the MTC Device and UICC, misalignment of the MTC feature, change in the point of attachment. For Offline Indication it should be possible to configure ‘Maximum Offline Indication’ time per subscription.
-
It shall be possible for the network to detect monitoring events and loss of connectivity within ‘Maximum Offline Indication’ time in the order of 1 minute to 1 hour.
-
It shall be possible for the network to report the detected events to the MTC User or the appropriate MTC Server  via SAL (Service Abstraction Layer) and optionally perform an action to reduce services provided to the MTC Device.
Editor’s note: It is out of scope of 3GPP  how the SAL(Service Abstraction Layer) informs the MTC server/user about the occurrence of a certain monitoring event/offline Indication.
5.10.3 Solutions

5.10.3.1 Configuring events to be monitored and actions to be taken

For monitoring feature, the events to be monitored and the actions to be taken shall be part of HSS subscription. For Offline Indication the ‘Maximum Offline Indication’ shall be part of subscription.
5.10.3.2 Detecting the events 

For MTC monitoring following events need to be detected:

5.10.3.2.1 Behaviour that is not aligned with other features
For detecting the behaviour which is not aligned with activated features, MME/SGSN shall be the detection point.
5.10.3.2.2 Change in point of attachment
The change in serving eNodeB shall be detected by the MME/PGW and the change in serving MME/SGSN/MSC shall be detected by the HSS/HLR.
5.10.3.2.3 Change in association between the UE and UICC
The change in association between the UE and UICC shall be detected by the MME/SGSN during the attach and mobility management procedures.
5.10.3.2.4 Offline Indication solutions
For Offline Indication feature the core network needs to detect when the MTC device goes offline. Following solutions are possible for the same:
5.10.3.2.4.1 Alt1: Using detach timer
This solution proposes to re-use the existing functionality of ‘detach timer‘ for mobility management procedures. When the MTC device is in idle mode it runs a periodic TAU timer, T3412. The MME also runs mobile reachable timer to examine/supervise the T3412. When MME does not receive the TAU request after the mobile reachable timer expires, it starts Implicit Detach Timer. When the Implicit Detach Timer expires, MME starts the MME-initiated detach procedure as defined in TS 23.401. This in turn leads to PDN deactivation procedure. The MME, PGW and PCRF can detect that the device has been detached and gone offline.

For this solution to work, it is necessary that the MME configures mobile reachable timer and Implicit Detach Timer catering for the Offline Indication Detection Time which is configurable per subscription basis and can vary from 1 minute to 1 hour duration.
Offline Indication Detection Time = mobile reachable timer + Implicit Detach Timer
The only issue with this solution is that according to the NOTE of 22.368, Offline Indication Detection Time is should be in the order of 1 minute to 1 hour. However, mobile reachable timer is 4 minutes greater than T3412 by default. This should be re-configured. 
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Figure 5.X.3.1 MTC device Offline detection using detach timer
5.10.3.2.4.2  Alt.2: Using presence server
This solution is using the existing IMS Presence architecture in order to retrieve the UE status. The MTC SAL can utilise the OSA web services interface to retrieve the presence information from the presence server. This architecture can equally apply to the architecture where the MTC Server is inside or outside the operator domain as described in section 5.1.2 (a) and (b). 
[image: image3]
Figure 4: Architecture utilizing IMS Presence information in order to detect the MTC UE offline indication
The PNA will retrieve information from the network information elements like HLR/HLR, SGSN/MME, GGSN, GLMC etc and will compose the Presence information for the set of MTC UEs and send over Pen with SIP PUBLISH request to the Presence Server.

To publish network presence information, the PNA shall follow similar procedures and XML schema defined in TS 23.141.h.
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Figure 5: Cut-down version of the Presence Network Agent from the one illustrated in TS 23.141 used for PS-only MTC UEs

The MTC Server given that as defined in TS 22.368 it may reside in an external to operator domain the MTC Server irrespecitive of whether it is inside or outside the operator’s domain can retrieve the MTC UEs online/offline status via the MTC SAL using the OSA interface for presence information as defined in TS 29.199-14[x1]. 
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Figure 6: MTC Server using OSA interface defined in TS 29.199-14 to subscribe to presence information for particular MTC UEs

5.10.3.2.4.3 Alt.3: Using UE activity notification mechanism
This alternative requires the interface between HSS and MTC SAL and proposes the two newly generated messages: ‘UE-Activity-Notification-Mod’ and ‘UE-Activity-Notification’ (which is different from the one between MME and HSS. 

According to TS23.401 chapter 5.3.11, MME and HSS have the feature notifying UE Reachability. If the UE sends the message to MME indicating its  reachability e.g. attach or detach, the MME notifies the HSS UE’s reachability with UE-Activity-Notification message. 
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Figure: Procedure for switching on ‘UE activity notification’

1)  MTC server sets the Offline Indication subscription to ‘set’ via MTC SAL. 
2)  HSS sends the UE-REACHABILITY-NOTIFICATION-REQUEST to the MME in order to indicate to the MME to inform the HSS if the MTC UE becomes unreachable at any point in time.
For example in procedure below the MTC UE initiates explicit detach procedure and MME becomes aware of the same. If MME has received the UE-REACHABILITY-NOTIFICATION-REQUEST from HSS earlier it will send an indication back to HSS informing that the MTC UE is no longer reachable.
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5.10.3.3 Providing notification the MTC server/user 

The logical entities which will detect the occurrence of monitoring events in the core network are MME/SGSN, PGW and HSS/HLR. The same solutions apply to offline Indication as well.

Now the issue is how to indicate the same from these possible event detection entities i.e. HSS/HLR, MME/SGSN, PGW to the MTC server/user. As per the NIMTC architecture discussions in last meeting, it has been agreed to decouple the MTC server from the operator network. Hence it is fair to assume that any such alerts will be delivered to the service abstraction layer which in turn can relay these to the appropriate MTC server/user. The exact mechanism of how SAL informs these offline/online to the MTC server/user is out of scope of 3GPP.
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Figure:  Procedure for sending an indication to the MTC server/user depending on the detection entity.
1. The PGW is configured to detect the events to be monitored for example, the device going offline or change in point of attachment. This solution uses a new interface between the PGW/PCRF and MTC SAL for informing the occurrence of specific event. 

Editor’s note: It is FFS how such events are configured at the PGW 

1.1. PGW sends event indication to the MTC SAL directly. This requires a new interface between PGW and MTC SAL.

1.2. PGW sends event indication to the PCRF in IP-CAN session modification request and PCRF informs MTC SAL over an interface similar to Rx interface. This will require following changes:

· PGW needs to be configured with the events to be detected; this doesn’t exist today. New trigger for sending the IP-CAN session modification request needs to be defined.

· New interface needs to be specified from PCRF to the MTC SAL.

· PCRF needs to be modified to interpret the ‘alert indications’ in IP-CAN session modification request and provide the same to SAL

2. HSS/HLR is configured with the events to be detected as part of  subscription information and informs the MTC SAL (referred to as MTCSh interface in key issue 5.11)

3. The MME/SGSN downloads the events to be detected as a part of subscription data.

3.1. The MME/SGSN informs the MTC SAL over a new interface.

3.2. The MME/S4 based SGSN signals the to the BBF (either in the S-GW in the case of PMIP-based S5/S8 or in the PDN GW in the case of GTP-based S5/S8) by means of a Modify Bearer Request (initiated by the MME or S4 SGSN). P-GW follows methods in 1.

3.3. The MME/SGSN informs the HSS/HLR using existing signalling eg. Notify Request message. HSS/HLR used method in bullet 2.

The changes required for supporting these methods are:

· Additional classes of event would have to be created (beyond bearer level events).

· MME/S4 SGSNs would need to be modified to trigger Modify Bearer Requests on the basis of these events, where they are control plane oriented 
5.10.3.4 Taking action if certain event happens

For Offline Indication feature an indication needs to be sent to the MTC server/user as specified in section 5.10.3.3. For MTC monitoring feature, the MTC user can request for an indication to be sent to the MTC server/user and/or to reduce the resources allocated for the MTC device. For MTC monitoring feature one possible way to limit the resources for the device is to detach it.
***************************************End Change*******************************************
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