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Abstract of the contribution:

This contribution proposes to include the description for Key issue 4 (Service Awareness and Privacy Policies), Alternative 1a in the text of TR 23.813. The scenarios introduced in this contribution are based on the scenarios from TS 23.203 with the modifications required to support service traffic detection.
Discussion:

In order for traffic detection mechanisms to work properly, it is essential for TDF to know at IP-CAN session's establishment stage, if service detection is allowed for the specific user and if allowed, for which services. Therefore it is recommended that PCRF approaches TDF at every IP-CAN session's establishment with these parameters.
In order to be compliant with Rx solution basics, which assume that AF/TDF is the entity which initiates a session, the following mechanism is proposed:

1) TDF installs triggers in PCRF (e.g. for each session establishment)

2) User activates PDP context and a session gets created; PCEF approaches PCRF with the session's parameters

3) PCRF installs the enforcement rules into PCEF and the detection rules into TDF

4) TDF detects the required service traffic 

5) TDF informs PCRF correspondingly

6) PCRF sends the updated rules to the PCEF for enforcement, if required.

The message sequence charts proposed in this contribution provide the details on how this mechanism can be applied for IP-CAN session establishment, service traffic detection and end of service traffic detection.

* * * Begin First Change * * * 
4.4 Key issue 4: Service Awareness and Privacy Policies
4.4.1

Description

The network may have policies related to specific services but currently it may not always become aware of usage of these services. The service unawareness can occur when there is no explicit service level signalling and hence no interaction between the Application Function and PCRF or when filters related to a service has not been installed in the PCEF. The user experience can be enhanced if the network becomes service aware and the network is able to apply service specific policies. Service traffic detection mechanisms helps achieve service awareness. Use of service traffic detection mechanism however may require user's consent and for this purpose PCC architecture would have to be extended to include user privacy policies.

Examples of actions that may be a result of service detection include

· Bearer modification

· Charging rules modification
· Gating of the detected service traffic
4.4.2

Alternative solutions

4.4.2.1
Alternative 1

At any point of time, TDF may install triggers in PCRF for specific events (e.g. subscriber's session establishment). This is done independently of any specific ongoing IP-CAN session. At the time of IP-CAN session establishment, the PCEF contacts the PCRF as per existing procedures. User privacy policy settings are received from the SPR together with the other subscriber related information (the management of the user privacy policy settings is out of scope). When an event matching the event trigger, required by TDF, occurs, the PCRF checks the user privacy policy settings to see if the usage of service traffic detection mechanisms is allowed and for what services. If it is allowed the PCRF can instruct the Traffic Detection Function (TDF)  that the event matching the event trigger occurs in the specified IP-CAN session and on what services TDF should detect. After detecting a service with a service traffic detection mechanism, the TDF informs the PCRF about the detected service. The PCRF can then react in the desired way with regard to the policy and charging control information for the detected traffic. 
A new mechanism for instructing the TDF on what service traffic to detect (e.g. a new type of PCC rule) needs to be defined. While the actual mechanism for the service traffic detection should not be standardized, it has to be able to detect the start and the end of the respective service and inform the PCRF correspondingly. 

4.4.2.1 Alternative 1a – Rx based service detection reporting

After detecting a service with a service traffic detection mechanism, the TDF informs the PCRF via an Rx based interface. The TDF provides an AF application identifier corresponding to the detected service (which could be the PCC rule name) and the detected filter information. The PCRF may then create/modify the PCC rule by adding the received filter information as well as the operator configured policy and charging control information which is to be used for this service. When the TDF detects the end of the service, the Rx session to the PCRF is terminated. This triggers the PCRF to remove/modify the PCC rule back to the initial settings. 

Editor’s note: Whether the PCRF can always modify the PCC rule back needs to be further analyzed (e.g. ongoing monitoring/charging). It should be possible as the same problem occurs during a PCC rule removal.
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Figure 4.4.2.1-1: Architecture for Rx-based solution
NOTE:  This architecture option can be applied for a stand-alone TDF and a TDF that is collocated with the PCEF in the same gateway. In case of standalone TDF, it resides on SGi interface.

* * * Begin Second Change * * * 
4.4.2.1.1 PCC Procedures and flows for Alternative 1a

Introduction

The specification of the PCC procedures and flows is valid for the general scenario. Access specific information is included in Annex A and Annex D.

The description includes procedures for IP‑CAN Session Establishment, Modification and Termination. The IP‑CAN Session modification comprises IP‑CAN bearer establishment, modification, termination, as well as unsolicited PCC decisions.

There are three distinct network scenarios for an IP‑CAN Session:

Case 1:
No Gateway Control Session is required, no Gateway Control Establishment occurs at all (e.g. 3GPP Access where GTP-based S5/S8 are employed, as described in TS 23.401 [17] and the IP‑CAN specific Annexes).

Case 2:
A Gateway Control Session is required. The BBERF establishes a Gateway Control Session prior to any IP‑CAN session establishment. There are two sub-cases:

2a)
The UE acquires a care of address (CoA) that is used for the S2c reference point. The same Gateway Control session applies for all IP‑CAN sessions using that CoA.

2b)
A Gateway Control Session is required, as described in TS 23.402 [18] and the IP‑CAN specific Annexes, Gateway Control Session Establishment, as defined in clause 7.7.1.
Each IP‑CAN session is handled in a separate Gateway Control Session.

The PCRF determines at Gx and Gxx session establishment what case applies initially as follows:

1.
If the BBERF, at establishment of the Gateway Controls Session, provides an APN, then case 2b applies for the IP‑CAN session.

2.
If the BBERF, at establishment of the Gateway Controls Session, does not provide any APN, then case 2a applies for the UE. For this case, the PCRF expects tunnelling header information for each IP‑CAN session to be provided by the applicable PCEF.

3.
If there is no Gateway Control Session for the UE with the same IP‑CAN type as indicated over Gx, case 1 applies.

In a handover procedure the applicable case may change for an IP‑CAN session. The PCRF determines the new case in the same manner as described above. Details are defined in each such procedure.

The procedures cover non-roaming, roaming with home routed access and roaming with access to a visited PDN.

For the non-roaming case, the H‑PCRF plays the full role of PCRF. The V‑PCRF is not applicable in this case.

For the roaming case with home routed access, the H‑PCRF interacts with the PCEF and, if the Gxx applies, the V‑PCRF interacts with the BBERF.

For the roaming case with visited access (a.k.a. local breakout in TS 23.401 [17] and TS 23.402 [18]), the V‑PCRF interacts with the PCEF and, if Gxx applies, the BBERF.

Procedures defined in clause 7 cover all the traffic cases where roaming partners both operate PCC. For limited PCC deployment scenarios, Annex K and Annex L specify the impacts to these procedures.

In the text describing the steps in each sequence diagram, the designation PCRF, without specifying V‑ or H‑, refers to the PCRF in non-roaming case and refers to either the V‑PCRF or the H‑PCRF in the roaming cases. The interpretation of the text "PCRF" is thus dependent on the network scenario.
TDF installs event triggers in PCRF independently of specific ongoing IP-CAN sessions.

IP‑CAN Session Establishment

This clause describes the signalling flow for IP‑CAN Session establishment and IP address assignment to the UE. The AF is not involved.
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Figure 7.2-1: IP‑CAN Session Establishment

This procedure concerns both roaming and non-roaming scenarios. In the roaming case when a Gateway Control Session is used, the V-PCRF should proxy the Gateway Control Session Establishment information between the BBERF in the VPLMN and the H-PCRF over S9 based on PDN-Id and roaming agreements.

For the Local Breakout scenario (Figure 5.1.3) the V-PCRF shall proxy the Indication and Acknowledge of IP‑CAN Session Establishment over S9 between the PCEF in the VPLMN and the H-PCRF

In the non-roaming case (Figure 5.1.1) the V-PCRF is not involved.

1.
The BBERF initiates a Gateway Control Session Establishment procedure as defined in clause 7.7.1 (applicable for cases 2a during initial attach and 2b, as defined in clause 7.1).

2.
The GW (PCEF) receives a request for IP‑CAN Bearer establishment. A PDN Connection Identifier may be included in the request. The GW (PCEF) accepts the request and assigns an IP address for the user.

3.
The PCEF determines that the PCC authorization is required, requests the authorization of allowed service(s) and PCC Rules information. The PCEF includes the following information: UE Identity (e.g. MN NAI), a PDN identifier (e.g. APN), the IP‑CAN type and the IP address(es), if available, the PDN Connection Identifier received for IP‑CAN Bearer establishment and, if available, the default charging method and the IP‑CAN bearer establishment modes supported. The PDN identifier, IP address(es) and UE identity enables identification of the IP‑CAN session. The IP‑CAN Type identifies the type of access from which the IP‑CAN session is established. If the service data flow is tunnelled at the BBERF, the PCEF shall provide information about the mobility protocol tunnelling encapsulation header. The PCEF may also include the Default Bearer QoS and APN-AMBR (applicable for case 1, as defined in clause 7.1). In case 2a the PCEF may also include charging ID information.

4.
If the PCRF does not have the subscriber's subscription related information, it sends a request to the SPR in order to receive the information related to the IP‑CAN session. The PCRF provides the subscriber ID and, if applicable, the PDN identifier to the SPR. The PCRF may request notifications from the SPR on changes in the subscription information.
5.
The PCRF stores the subscription related information containing the information about the allowed service(s),, user privacy policies and PCC Rules information.

6.
The PCRF makes the authorization and policy decision.

7.
The PCRF sends the decision(s), including the chosen IP‑CAN bearer establishment mode, to the PCEF. The GW (PCEF) enforces the decision. The PCRF may provide the default charging method and may include the following information: the PCC Rules to activate and the Event Triggers to report. The Policy and Charging Rules allow the enforcement of policy associated with the IP‑CAN session. The Event Triggers indicate to the PCEF what events must be reported to the PCRF.

8.   . If the event matching the event trigger, required by TDF, occurs, the PCRF checks the user privacy policy settings to see if the usage of service traffic detection mechanisms is allowed and for what services. If it is allowed, the PCRF instructs the Traffic Detection Function (TDF) on what services it should detect via Rx interface.
9.   The TDF acknowledges PCRF on receiving of traffic detection rules via Rx interface.

Note 1: Steps 7 and 8/9 can be done in the opposite order.
10.
If online charging is applicable, and at least one PCC rule was activated, the PCEF shall activate the online charging session, and provide relevant input information for the OCS decision. Depending on operator configuration PCEF may request credit from OCS for each charging key of the activated PCC rules.

11.
If online charging is applicable the OCS provides the possible credit information to the PCEF and may provide re-authorisation triggers for each of the credits.

12.
If at least one PCC rule was successfully activated and if online charging is applicable, and credit was not denied by the OCS, the GW(PCEF) acknowledges the IP‑CAN Bearer Establishment Request.

13.
If network control applies the GW may initiate the establishment of additional IP-‑CAN bearers. See Annex A and Annex D for details.

14.
If the PCRF in step 7 requested an acknowledgement based on PCC rule operations, the GW(PCEF) sends the IP‑CAN Session  Establishment Acknowledgement to the PCRF in order to inform the PCRF of the activated PCC rules result.


IP‑CAN Session Modification

IP‑CAN Session Modification; Service Traffic Detection
This clause describes the signalling flow for the IP‑CAN Session modification initiated by the TDF. An example of the scenario is detection of a session-based service for which an IP‑CAN Session is modified. 
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This procedure concerns both roaming and non-roaming scenarios. In the roaming case when home routed access applies (figure 5.1.2) or if case 2a applies (as defined in clause 7.1) for Local Breakout (figure 5.1.3), when a Gateway Control Session is used, the V‑PCRF shall proxy Gateway Control and QoS Rules Request between the BBERF in the VPLMN and the H‑PCRF over S9. For this case the H‑PCRF may also initiate a Gateway Control and QoS Rules Provisioning procedure towards the BBERF in the VPLMN and proxy the information via the V‑PCRF over S9.

For case 2b in the Local Breakout scenario (figure 5.1.3) and if the Gateway Control Session is terminated locally at the V‑PCRF, the V-PCRF shall reply to/initiate Gateway Control Session and QoS Rules Request/Provisioning procedures locally without notifying the H‑PCRF. For this case the V‑PCRF shall proxy the Policy and Charging Rules Provisioning and Acknowledge over S9 between the PCEF in the VPLMN and the H‑PCRF. 

In the non-roaming case (figure 5.1.1) the V‑PCRF is not involved at all.

1.
After detecting a service with a service traffic detection mechanism, the TDF informs the PCRF via Rx interface.
2.
The PCRF stores the service information and responds with the Acknowledgement to the TDF.
3.
The PCRF makes the authorization and policy decision.

4.
If there is no Gateway Control and QoS Rules Reply pending and there is a need to provision QoS rules, the PCRF initiates a Gateway Control and QoS Rules Provision Procedure as defined in 7.7.4 (applicable for cases 2a and 2b, as defined in clause 7.1).


If there are multiple BBERFs associated with the IP‑CAN session, Step 4 is performed with the BBERFs that support UE/NW bearer establishment mode.

NOTE 5:
If there is a Gateway Control and QoS Rules Reply pending, e.g. this procedure was invoked from the Gateway Control and QoS Rules Request procedure as defined in clause 7.7.3, the PCRF shall use that opportunity for provisioning the applicable QoS rules. If there are multiple BBERFs associated with the IP‑CAN session, and the procedure was invoked by a Gateway Control and QoS Rules Request procedure from the primary BBERF, the PCRF may receive a Gateway Control and QoS Rules Request from the non-primary BBERFs.

5.
The PCRF sends the Policy and Charging Rules Provision (PCC Rules, Event Trigger, Event Report) to the PCEF.

6.
The PCEF enforces the decision.

7.
If online charging is applicable, the PCEF may request credit for new charging keys from and/or shall return the remaining credit for charging keys no longer active to the OCS.

8.
If OCS was involved, the OCS provides the credit information to the PCEF, and/or acknowledges the credit report

9.
The GW (PCEF) may send an IP‑CAN Bearer establishment, modification or termination request (applicable for case 1, as defined in clause 7.1).


An IP‑CAN bearer modification is sent by the GW(PCEF) if the QoS of the IP‑CAN bearer exceeds the authorized QoS provided by the PCRF in step 3.


An IP‑CAN bearer termination request is sent by the GW(PCEF) if all PCC rules for an IP‑CAN bearer have been removed.

10.
The GW (PCEF) receives the response for the IP‑CAN Bearer modification or termination request (applicable for case 1).

11.
The PCEF sends Acknowledge Policy and Charging Rules Provisioning (accept or reject of the PCC rule operation(s)) to the PCRF.

IP‑CAN Session Modification; Service Traffic Termination

This clause describes the signalling flow for the IP‑CAN Session modification initiated by the TDF. An example of the scenario is detection of end of a session-based service for which an IP‑CAN Session is modified. 
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Figure 7.5: IP‑CAN Session Modification; TDF initiated at the end of service's traffic

This procedure concerns both roaming and non-roaming scenarios. In the roaming case when home routed access applies (figure 5.1.2) or if case 2a applies (as defined in clause 7.1) for Local Breakout (figure 5.1.3), when a Gateway Control Session is used, the V‑PCRF shall proxy Gateway Control and QoS Rules Request between the BBERF in the VPLMN and the H‑PCRF over S9. For this case the H‑PCRF may also initiate a Gateway Control and QoS Rules Provisioning procedure towards the BBERF in the VPLMN and proxy the information via the V‑PCRF over S9.

For case 2b in the Local Breakout scenario (figure 5.1.3) and if the Gateway Control Session is terminated locally at the V‑PCRF, the V-PCRF shall reply to/initiate Gateway Control Session and QoS Rules Request/Provisioning procedures locally without notifying the H‑PCRF. For this case the V‑PCRF shall proxy the Policy and Charging Rules Provisioning and Acknowledge over S9 between the PCEF in the VPLMN and the H‑PCRF. 

In the non-roaming case (figure 5.1.1) the V‑PCRF is not involved at all.

1.
After detecting the end of the service with a service traffic detection mechanism, the TDF informs the PCRF via Rx interface.
NOTE 2:
For the PCRF to generate the applicable events, the PCRF instructs the PCEF to report events related to the corresponding PCC rules. Such events are not shown in this sequence diagram.

2.
The PCRF stores the information about end of service's traffic and responds with the Acknowledgement to the TDF.
3.
The PCRF makes the authorization and policy decision.

Note X: Whether the PCRF can always modify the PCC rule back to the condition before service traffic detection needs to be further analyzed (e.g. ongoing monitoring/charging).

4.
If there is no Gateway Control and QoS Rules Reply pending and there is a need to provision QoS rules, the PCRF initiates a Gateway Control and QoS Rules Provision Procedure as defined in 7.7.4 (applicable for cases 2a and 2b, as defined in clause 7.1).


If there are multiple BBERFs associated with the IP‑CAN session, Step 4 is performed with the BBERFs that support UE/NW bearer establishment mode.

NOTE 5:
If there is a Gateway Control and QoS Rules Reply pending, e.g. this procedure was invoked from the Gateway Control and QoS Rules Request procedure as defined in clause 7.7.3, the PCRF shall use that opportunity for provisioning the applicable QoS rules. If there are multiple BBERFs associated with the IP‑CAN session, and the procedure was invoked by a Gateway Control and QoS Rules Request procedure from the primary BBERF, the PCRF may receive a Gateway Control and QoS Rules Request from the non-primary BBERFs.

5.
The PCRF sends the Policy and Charging Rules Provision (PCC Rules, Event Trigger, Event Report) to the PCEF.

6.
The PCEF enforces the decision.

7.
If online charging is applicable, the PCEF may request credit for new charging keys from and/or shall return the remaining credit for charging keys no longer active to the OCS.

8.
If OCS was involved, the OCS provides the credit information to the PCEF, and/or acknowledges the credit report

9.
The GW (PCEF) may send an IP‑CAN Bearer establishment, modification or termination request (applicable for case 1, as defined in clause 7.1).


An IP‑CAN bearer modification is sent by the GW (PCEF) if the QoS of the IP‑CAN bearer exceeds the authorized QoS provided by the PCRF in step 3.


An IP‑CAN bearer termination request is sent by the GW (PCEF) if all PCC rules for an IP‑CAN bearer have been removed.

10.
The GW (PCEF) receives the response for the IP‑CAN Bearer modification or termination request (applicable for case 1).

11.
The PCEF sends Acknowledge Policy and Charging Rules Provisioning (accept or reject of the PCC rule operation(s)) to the PCRF.

* * * End Second Change * * * *
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