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Abstract of the contribution: This P-CR to 23.813 describes scenarios and proposes policy implications for enabling mobile terminated IP services in the EPS.
Introduction

There is a range of consumer devices that can be accessed over a network. Variants of connected peripherals such as printers, hard drives and cameras became accessible via local area networks increasingly in the 1990s. These network accessible resources remain largely available only within homes or (small office) enterprise networks. In the past decade, proprietary and standards based efforts have increasingly enabled automatic configuration of these devices, again for local use. This paper considers how IP services offered by consumer devices could be hosted on a mobile platform and accessed by clients based in a PDN (especially the Internet). 
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A range of scenarios become much more interesting as bandwidth increases to the terminals as well as the architectural assumption of ‘always on IP connectivity.’ Mobile access in many cases could replace the need for fixed access, and certainly will operate in environments in which fixed access is not feasible or desirable to install.

There are advantages to (securely) enabling access to peripherals to access remote content, output or input devices, or even remote (physical) control over the Internet. This paper will consider how various scenarios can be achieved over mobile networks today. Certain hurdles prevent straightforward deployment of mobile terminated IP services. New operator policy controlled capabilities could overcome these hurdles.

This proposal could relate to work on M2M (TR 23.888).

Discussion

A range of representative scenarios follow.
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	A Print Server allows printing from a device that is not connected to the printer over the network. See also the ‘Media Output Devices’ scenario below for real time services.
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	A Web Server available in a mobile device (e.g. a UE) would enable upload of content and remote administration or remote control of input / output functions (for example attached peripherals). This scenario is related to the ‘gateway’ below.
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	Network Attached Storage would allow content upload, download, centralized synchronization, backup and so on. This interaction could either be client-server (e.g. ftp, Samba, NFS, Apple AFP, HTTP, etc.) or machine to machine (e.g. iSCSI).
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	Remote Media Input Devices can be accessed to obtain data or to administer or directly control their operation.
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	Remote Media Output Devices can be used to share data (and control the output device) with remotely located parties. For example, a remote presenter can control a projector where an audience is located.
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	A Tourbot is a representative [not yet existing] device that would enable remote physical presence and interaction. Combining Remote Input Devices, Remote Output Devices and robotic (mobility, gesturing, tools) – such a system could allow for tourism, work (inspection and physical intervention by means of remotely controlled tools and sensors).
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	A Mobile Network Gateway could route, proxy or provide gateway services to clients over the network to access to services available to the mobile device over a local area connection.


Four essential models exist for sharing resources and capabilities of peripherals today. 

1. Limited sharing. The owner entirely controls their own resources and shares data by means of email or posting data on a third party server (e.g. Flickr, etc.) This is the de facto resource sharing model today for printing, file storage, etc. Data and content must be actively downloaded or uploaded to a mobile platform (e.g. using USB or Bluetooth to a PC).

Sharing in this manner does not take advantage of the network nor does it allow remote clients to directly access data or services from the mobile device.
2. Network Service Controlled Sharing. Here the client does not actually store or manage its own data. Resources remain on the network and are only accessed when necessary. Some possibility of remote ‘caching’ exists, however the intent is to centralize as many functions as possible.

This model does not allow remote clients to directly access data or services from the remote device. At best it provides uniform and universal access to the same centralized resources and services.
3. Peer to Peer sharing and Client-Pull Simulation of Push. These strategies initiate communication from the client to offer data (or services), obtain data (or services) or to synchronize with a remote service. 

This largely assumes a client-server model, where the mobile device is a ‘client’ requesting data or services, allowing a remote ‘service’ to for example ‘push’ data over communication channels established by the mobile device.

It is possible to employ this model to indirectly allow remote clients to directly access data or services from a remote device.

4. Mobile Terminated IP services for network-based Clients. The mobile consumer device offers services directly over IP to clients based in the Internet using arbitrary protocols. Remote clients may establish interaction with a mobile consumer device without mediation by centralized services.

This model directly enables the scenarios described above. 

Hurdles potentially arise: security (to prevent attacks or unauthorized requests), acceptable charging, overcoming private addresses and network address translation, discovery of the IP address of the mobile device, use of dynamic QoS mechanisms within the mobile network infrastructure to benefit delivery of service from the mobile device.

The Peer to Peer (and Client-Pull Simulation of Push) model can be supported more or less using mobile networks today. The disadvantages of this approach are:

· The general internet client-server model (requiring only IP connectivity and standard transport protocols) does not apply. The remote client or peer must use the same peer-to-peer infrastructure, or in the case of the 3GPP Push Architecture [1], both the remote client and the mobile device must support an integrated mechanism involving formulating and interpreting SMS messages. The client sends an SMS with ‘IP contact’ information and the mobile device (service) must initiate communication to the remote client.

· Client-Server interaction will occur without Mobile Operator involvement or control. Since the mobile device initiated network activity, it is impossible to distinguish the service interaction from a normal ‘client-driven’ interaction. This limits a mobile operator’s ability to charge for services offered by the mobile device or to add value to the interaction – for example by reserving resources for the mobile device to deliver services effectively.

The Mobile Terminated IP Services model can almost be supported. Support for this model has been undertaken by 3GPP2 [2]. The remainder of this paper considers the hurdles to offering this kind of service to the 3GPP system.
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Proposal

Add the following section to the TR 23.813.
 First change – Add the following subclause to 23.813

4.X Key Issue X: Policies for Mobile Terminated IP Services

4.X.1 Description

Scenarios involving IP services hosted on mobile devices could potentially be controlled and supported by operator policies and adaptation of existing control mechanisms within the scope of this study.

UE software typically initiates communication with an IP network as a client towards a server or peer-to-peer using a session control mechanism (such as IMS.) There are scenarios in which a UE could host services and receive requests from a client in the network without necessarily using IMS mechanisms. Examples include resources or peripherals that various clients may wish to access across a network (e.g. the Internet) – such as file storage, a printer, a web server or additional (home or small office) peripherals accessible only by proxy through a mobile device.

The 3GPP architecture supports mobile terminated IP services accessed by a client by means of an unsolicited request from a PDN in three ways:

1. The UE receives an SMS message, as per the Push Architecture [1].

2. The UE employs IMS to complete initiation of a mobile terminated session.

3. The UE has a routable IP address and the GGSN (or P-GW) allows unsolicited IP packets to be routed from a PDN to the UE.

If the network application software in the UE or the network host supports neither SMS nor IMS, only the third option applies. If the network employs a firewall or network address translation (or both), the third option will not work either. 
There are five problems to consider, to enable a client in a PDN to access a mobile terminated service by means of a request an arbitrary IP-based protocol and IETF standard transport, when a NAT and or Firewall exist in the at the PLMN’s edge.

1. If NAT is employed, a port and address must be provided to allow for ingress to the UE. If a Firewall has been deployed, unsolicited requests for the IP address used to reach the UE must traverse the firewall for active services only.
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2. A client in the PDN must discover the IP address to use to reach the mobile terminated IP service, even when NAT or dynamic IP address allocation for the UE have been deployed for active services only.
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3. A forwarding user plane path (bearer, PDP context, etc.) must exist from the GGSN (or PDN GW) to the UE.

4. The UE, mobile operator and subscriber should not be compromised in terms of security, denial of resources or overcharging by client requests and interactions for mobile terminated IP services. 
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5. The UE offering services should be able to indicate the resources required to the PCC system to provide effective delivery of the service.
Policy and control mechanisms available to solve to these problems may exist in the 3GPP EPS architecture, or could be provided as an extension to this architecture. This key issue will study possible solutions to the above problems.
4.X.2 Alternative solutions

4.X.2.1 Alternative 1

4.X.3 Comparison of alternatives

4.X.4 Conclusion
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