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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The scope of this report is to develop solutions to protect mobile subscribers from receiving unsolicited communication over IMS. 

This activity will take into account the study done in TISPAN TR 187 009 on “Feasibility study of prevention of unsolicited communications in the NGN”. This work will also be coordinated with ongoing activity in other SDOs (e.g. TISPAN, IETF and OMA). It is preferred that a common solution can be defined for protection against UC in both IMS and NGN deployments.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

 [1]
ETSI TR 187 009: “Feasibility study of prevention of unsolicited communications in the NGN”.
3
Definitions, Symbols and Abbreviations

3.1
Definitions

3.2
Symbols

3.3
Abbreviations

4
System Environment for PUCI
4.1
Architectural Issues
< scenarios for interworking of IMS with other networks, trust model, identification of where uncontrolled injection points may occur, use cases >

4.2
Non-Technical Conditions

< occurrence of SPIT today, system boundary conditions, business assumptions, regulatory aspects, expected changes in the future >

5.
PUCI Risk Analysis
Editor’s Note: The following threats have to be written in scope of IMS and made more explicit. The threats will then be placed in appropriate sections in this TR.
A necessary starting point before contemplating protection mechanisms is to understand the threats. These are not limited to violations of privacy, as there can potentially be more serious secondary effects. In the following discussion we will focus on IMS Messaging and MMTel services as representative examples of services to consider. This paper does not try to take any stand on how likely the threats are and how severe these threats are, but should instead be seen as input for such discussion.

An initial list of potential threats to IMS Messaging and MMTel services is as follows.

Privacy violation (Messaging/MMTel) - The privacy violation threat refers to the typical spamming scenario where user attention is diverted to answer an unsolicited call or to sift through large amounts of unsolicited unwanted communications. A related variant is where group communication mechanisms are leveraged by the attacker to increase impact. This constitutes a threat against the user’s privacy.

Contentious incoming call service charge (MMTel) - The contentious incoming call service charge threat refers to scenarios where a subscriber invokes a supplemental service that results in charges for incoming communications, e.g., call forwarding. This could result in additional charges induced by reception of SpIM/SpIT traffic, thus constituting a threat against the user’s account credit. The subscriber is likely to raise objections in such cases, leading to a contentious charge.

Contentious roaming cost (Messaging/MMTel) - Roaming subscribers are typically charged for incoming calls and messages, thus leading to a contentious roaming cost threat, similar to the previous case with supplemental services. SpIM/SpIT traffic targeting a user who happens to be roaming can induce an additional cost for the subscriber, constituting a threat against the user’s account credit.
Non-disclosure of callback cost (Messaging/MMTel) - The non-disclosure of callback cost threat refers to a scheme where a SpIM/SpIT is used to trick a subscriber into contacting back to a number or address that carries a surcharge, without disclosing the existence of the additional charge. Thus, the subscriber does not realize the additional cost until afterwards. This is a threat against the user’s account credit. 

Phishing (Messaging/MMTel) – Phishing refers to forged messages that attempt to obtain sensitive information from users, such as login credentials or information to be used for identity theft. The attacker’s objective is often monetary gain, so it often constitutes a threat against the user’s finances.

User equipment hijacking (Messaging/MMTel) – The user equipment hijacking threat refers to the attacker distributing malware through unsolicited communications, e.g., in messages or as multimedia attachments to calls, and thus gaining control of the user equipment. This is a threat against the user’s equipment resources and to any sensitive information stored on or going through the device. A related threat that is possibly less likely but even more serious, is the attacker being able to also distribute malware to some of the staff managing the network, and thus by extension potentially gaining (some form of) control of the network itself.

Sender impersonation (Messaging/MMTel) – In the process of sending, for instance, phishing messages, the sender will want to mask his/her true identity and assume the sender identity of some other entity. Thus, the sending unsolicited bulk communications in some forms are tightly linked with sender impersonation threats. The sender impersonation threat is a threat against accountability in the system.
Unavailability of services or degraded service quality (Messaging/MMTel) – Large volumes of bulk communications used in these scenarios may deviate significantly from normal use cases and thus might significantly exceed the assumptions made for capacity dimensioning. Consequently, there is a risk of degraded service quality or even denial-of-service conditions arising in the system.

Negative service preconception leading to non-adoption – negative publicity from some users’ experiences of unsolicited communications could induce negative preconceptions about the offered service among large numbers of potential users, resulting in a failure in the market place.
As this list indicates, there are potentially severe secondary threats to the user (additional cost or infection by malware) and to the system (degraded or unavailable services, or loss of accountability) following in the wake of unconstrained unsolicited bulk communications. Protecting against unsolicited communications is thus highly desirable as it will strike a blow also against these secondary threats. Consequently, it is useful to also take these “secondary” threats into consideration. However, this does not obviate the need for more specific countermeasures to deal with, for instance, identification of malware.

5.1
UC Scenarios: Mapping TISPAN Requirements to 3GPP
In this section we present a study on TISPAN requirements and its validity for 3GPP based on a few scenarios. To start the discussion we present the requirements from TISPAN below. These requirements are referred to in the following sub-sections. These requirements are then presented as 3GPP requirements in Chapter 6. It is noted here, however, that TISPAN requirements should be considered as providing a ‘basis’ of requirements but not an already completed requirement set. Any new requirements are of course FFS for the TR. 
TISPAN UC requirements [1]:

R-UC-1: 
The NGN shall provide a means for NGN-users to report calls as UC

R-UC-2: 
Reports of UC made by NGN-users shall be auditable by the NGN.

R-UC-3:
The NGN should provide the ability for an affected user to request the rating of an UC call 

R-UC-4:
The NGN should provide the ability for an affected user to challenge the ratings made by the UC detection system. 
R-UC-5:
The NGN should provide the ability to the affected CSP to extract from the call signalling sufficient information to provide a UC rating for the call

R-UC-6:
The NGN should provide a mechanism to convey the UC rating in the call signalling

R-UC-7:
The NGN should provide a mechanism to allow variation in the call handling for calls with particular UC ratings
The scenarios are categorized as:

1 Bulk UC: normal UC that is send to a large number of people
2 Explicit UC:

(a) Normal UC: normal unsolicited call targeted at a individual

(b) Malicious UC: calls that are originally malicious in nature

5.1.1
Bulk UC

Here we look at two scenarios with compromised IMS network and/or client entities causing bulk unsolicited communication. This could be used for advertisement purposes (SPIT).
1 IMS network element, e.g. Application server, is compromised
An IMS network entity gets hijacked by an attacker which installs a software/Trojan that is able to initiate bulk unsolicited communication. This hijacked entity now places random calls to users of the network to distribute, for example, pre-recorded message. 
Although the network should have means to identify such hijack there should also be means to monitor the behaviour in the network and for users to report such activities. Looking at such attack, following should be done:

a The operator should be in position of monitoring and logging such behaviour. This matches with TISPAN requirement R-UC-5. For IMS the requirement can be expressed as: The IMS should provide the ability to the operator to extract information from the signalling or other means to provide an indication whether the communication is unsolicited. This also means that a given network should be able to identify a UC and mark it based on some processing.

b The user should be able to report about UC to the operator so as to avoid further occurrences; this is the same as R-UC-1. Expressed in IMS terms it could be stated as: The IMS shall provide a means for IMS-users to report communication as a UC.
c The operator should be in position to capture auditable log the request from the user so as to avoid any future legal issues. This requirement is same as R-UC-2 and can be expressed as: Reports of UC made by IMS-users shall be auditable by the IMS.
2 Botnets using user equipment 
Botnets are created by hijacked user equipments with valid identities. These equipments can participate in generating bulk UC by a hijacker. This can happen to any user equipment be it part of 3GPP IMS or not. The solution for this issue is similar to that discussed in 1 and thus same requirements apply here (R-UC-1 / -2/ -5). This issue also implies that the operator should be able to associate UC originating within the network with specific user equipment(s).

This scenario can be further extended. Now that the infected user equipment is labeled as someone causing UC there should be means for the user to get out of the list of UC attacker be it an individual (user) list or a global list. This brings us to the following:
a A given user should have possibility to request the operator for the reason why he/she is considered as a UC attacker (R-UC-3)

b The user should also have the possibility to challenge the decision of being listed as a UC attacker and so should the operator have means to defend itself (R-UC-4)

Further it is possible that the operator is able to identify that the communication is UC, in such case the operator should be able to signal UC information to the user; this is part of R-UC-6. Such information might also flow through intermediary networks. The intermediary network should pass the PUCI information and not strip it off the packet. This leads us to R-UC-6. This requirement is also valid for the case where the regulatory body requires. 

Further, if the reality from the PC world where a large percentage of all PCs are suspected of having been infected and are operating as botnet nodes is any indication, it may be unwise to block UC just based on identity of the sender, since a sender node may send both perfectly legitimate packets most of the times but also act as a botnet node that send out SPAM. Thus, in-session detection, rating, and response methods may be highly desired to deal with botnet nodes. A suite of new requirements that had not been anticipated in the TISPAN TR may need to be considered to deal with botnet scenarios. In addition the user might not always want to block calls but might want specific actions to be taken, this could be for example for calls coming from a friend’s terminal. In such case the user might not want the calls to be blocked but might want to be able to check it before responding by sending the call to a voice mail service. These two issues bring us to requirements R-UC-6 and R-UC-7.
5.1.2
Explicit UC

Explicit UC arise when the UC is focused to one user. We subdivide this as malicious and normal UC.

Malicious

In this case the example is an attacker who calls a given number and disconnects after one-ring. The attacker expects that the called party will be curious enough to call back. The number used by the attacker is a premium number. Thus the attacked user looses a lot of money if he/she calls back. This kind of attack is common in mobile communications systems and thus is valid for 3GPP IMS. This leads to:

1 Users affected by such attack and who want to avoid further occurrences need a way to indicate to the service provider that the unsolicited communication gets blocked in future (R-UC-1). 
2 Operators should have means to capture auditable log such requests to avoid legal implications (R-UC-2). 

3 It should be possible for the operator to indicate that a given call is a UC (R-UC-5).

Normal

Here we look at two cases, one being a telemarketer who does telephone number scanning and then makes calls at the numbers where people are at home and the other is normal calls from people that a callee would not like to receive, e.g. a stalker.
1 Tele-marketer
These are people who make targeted calls to sell products and is the same for any communications network be it 3GPP IMS based. The user can call the network operator to inform that the call was UC but PUCI could also provide automatic means to do the same. Thus we are looking at:

(a) Users who want to avoid future occurrences of the UC need a way to indicate to the operator that the unsolicited communication gets blocked in future (R-UC-1). 
(b) Operators should have means to capture auditable log such requests to avoid legal implications (R-UC-2). 
(c) Means should be there for the operator to notify the user of a UC if the operator is not allowed to block the call (R-UC-6).
2 Other, e.g. stalker
Here we take an example of a user who does not want to receive calls from a given person, e.g. a stalker. Such cases apply to 3GPP IMS and otherwise. In this case the following should be possible:

(a) Users need a way to indicate to the service provider that the unsolicited communication gets blocked in future (R-UC-1). 
(b) Operators should have means to capture auditable log such requests to avoid legal implications (R-UC-2). 

(c) Some means should be there for the operator to notify the user of a UC (R-UC-6).

(d) It should also be possible that callers are handled differently, e.g. a given call is forwarded to the investigator and the other one is sent tot the answering machine. This leads to R-UC-7.
6
Security Requirements

Following are security requirements on PUCI:

3GR-UC-1: 
The IMS should provide a means for IMS-users to report communication as a UC.

3GR-UC-2: 
Reports of UC made by IMS-users should be auditable by the IMS.

3GR-UC-3: 
The IMS should provide the ability for an affected user to request the rating of an UC call
3GR-UC-4: 
The IMS should provide the ability for an affected user to challenge the justification why the communication was identified as UC by the UC detection system.
3GR-UC-5:
The IMS should provide the ability to the operator to extract information from the signalling and other means to provide an indication of the likelihood whether the communication is unsolicited.

3GR-UC-6:
The IMS should provide a mechanism to convey the UC indication in the signalling. 

Editor’s note: Intermediary network entities must be taken care of.

3GR-UC-7:
The IMS should provide a mechanism to allow variation in communication handling based on UC likelihood indication.
7
Supporting Mechanisms and Solution Alternatives
7.1
General Approach

7.2
IMR Approach
This section shows a general approach towards countering UC in IMS. We show in a very high level where identification, marking and reaction can be placed, see Figure 7.2-1.
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Figure 7.2-1 Generic IMS architecture with PUCI elements.

As shown in Figure 7.2-1, identification, marking and reaction of/on a UC can happen almost anywhere be it in P-CSCF, S-CSCF, PUCI AS or UE. All the steps can be centralized or distributed. Depending on policy or request by UE B a communication request can be blocked at CSCF or PUCI AS and also at the UE. UE B can also provide feedback about UC via the Ut. Different interfaces shown in Figure 7.2-1 are standard interfaces but will require modification so as to carry the PUCI relevant information. Identification, marking and reacting is further detailed below; see Figure 7.2-2 for relation.

Identification

In 3GPP MCID service enables an incoming communication to be identified and registered. This solution still misses the functionality of automatic UC identification with user involvement and future prevention of calls from the same originator.

UC identification in IMS can be categorized as:

· non intrusive tests: call-signaling gets analyzed by an automatic mechanism to derive a marking;

· intrusive tests: a caller gets tested in an intrusive way with the objective to clearly identify a unsolicited communication attempt before the transaction reached the destination;

· feedback by user of a UC: this is an extension of the MCID where a user can, for example, define in advance a personal black-list, react during a call or give feedback an occurrence of UC to provide his/her personal preferences to prevent the future UC attempts.

Marking

Marking a communication attempt as UC is required to react appropriately. This can be at different granularity level as discussed in previous section.

Reacting

Reacting can be done by blocking the communication or re-routing to, for example, a mailbox or automatic answering service. In order to do this, specific filter rules and personal considerations have to be taken into account. Taking personal routing decisions for handling UC into account involves the previous marking as an indication for handling this specific UC attempt.
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Figure 7.2-1 Relation between different steps in a solution against UCI.
8
Evaluation of Solution Alternatives 
8.1
Evaluation Criteria

<Give criteria for comparison between different solutions >
<Including impact on architecture>
8.2
Evaluation of Alternatives
<Apply  criteria to evaluation of  solutions from section 6, taking into account section 7, in suitable form, e.g. tables or text >
9
Potential PUCI Architecture
<Define a high-level architecture, mapping PUCI functionality to the IMS architecture

 - centralized/distributed 

 - detection/prevention 

 - originating/terminating 

 - real-time/non-real-time 

 - standardized/vendor specific 
- interaction with non-IMS networks>
10
Conclusions
<This chapter will give directions for TS >
Annex A  Usability and Business Aspects

<This is the place to collect usability and business aspects identified in the course of SA3 work on particular PUCI measures.  >
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