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Start of the first change
7.2.1
Initial Attach with PMIPv6 on S2b Including the Chained S2b and PMIP-based S8 Case

This section is related to the case when the UE powers-on in an untrusted network via S2b interface.

In the non-roaming case, PMIPv6 [8] is used to setup a PMIPv6 tunnel between the ePDG and the PDN GW. It is assumed that MAG is collocated with ePDG. The IPsec tunnel between the UE and the ePDG provides a virtual point-to-point link between the UE and the MAG functionality on the ePDG.
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Figure 7.2.1-1: Initial attachment when Network-based MM mechanism are used over S2b for roaming, non-roaming and LBO

NOTE:
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

The home routed roaming (Figure 4.2.3-1), chained S2b-PMIP-based S8 home routed roaming (Figure 4.2.3-2), LBO (Figure 4.2.3-5) and non-roaming (Figure 4.2.2-1) scenarios are depicted in the figure.

-
In the chained S2b-S8b home routed roaming case, a Proxy Binding Update is sent from the ePDG (a MAG) to the Serving GW (a LMA) in the vPLMN. The Serving GW, acting as a MAG, then sends a Proxy Binding Update to the PDN GW (a LMA) in the hPLMN. The Proxy Binding Ack follows the reverse path. It is important to note that there is a concatenation of user plane tunnels, as a result of this procedure - see  procedure step 9 above.

-
In the LBO case, the 3GPP AAA Proxy acts as an intermediary, forwarding messages from the 3GPP AAA Server in the hPLMN to the PDN GW in the vPLMN and visa versa. Messages between the PDN GW in the vPLMN and the hPCRF in the hPLMN are forwarded by the vPCRF in the vPLMN. The Roaming Anchor in the S-GW in the vPLMN is not involved.

-
In the home routed roaming and non-roaming case, the Roaming Anchor in the S-GW in the vPLMN, the vPCRF and the 3GPP AAA Proxy are not involved.

If dynamic policy provisioning is not deployed, the optional steps 3 and 4 do not occur. Instead, the PDN GW may employ static configured policies.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in clause 4.5.4. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in TS 33.234 [7]. The PDN GW address is determined at this point as described in section 4.5.1. The PDN GW information is returned as part of the reply from the 3GPP AAA Server to the ePDG. This may entail an additional name resolution step, issuing a request to a DNS Server. The 3GPP AAA Server also returns to the ePDG the MN NAI to be used to identify the UE in the Proxy Binding Update message (step 2).
NOTE:
The MN NAI returned from the 3GPP AAA Server to the ePDG is a permanent IMSI based MN NAI.
2)
The ePDG sends the Proxy Binding Update (MN-NAI, Lifetime, APN, Access Technology Type, Handoff Indicator, GRE key for downlink traffic) message to the PDN GW. Access Technology Type option is set to a value matching the characteristics of the non-3GPP access. Handoff Indicator is set to indicate attachment over a new interface. The proxy binding update message shall be secured. The MN NAI identifies the UE. The Lifetime field must be set to a nonzero value in the case of a registration and a zero value in the case of a de-registration. The APN is used by the PDN GW to determine which PDN to establish connectivity for, in the case that the PDN GW supports multiple PDN connectivity.

3)
The PDN GW sends an Indication of IP CAN Session Establishment (IP CAN Type, MN NAI, APN, IP Address(es)) message to the PCRF.

4)
The hPCRF responds with an Acknowledge IP CAN Session Establishment (PCC Rules, Event Triggers) message, including the policy the PDN GW will enforce and Event Triggers to indicate the events the PDN GW will report to the PCRF.

5)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW address. The 3GPP AAA Server then informs the HSS of the PDN GW address for the UE.
6)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE. The PDN GW allocates an IP address for the UE. The PDN GW then sends a Proxy Binding Ack (MN NAI, UE Address Info, GRE Key for uplink traffic) message to the ePDG, including the IP address(es) allocated for the UE (identified by the MN NAI).

NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated. If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

7)
After the Proxy Binding Update is successful, the ePDG is authenticated by the UE.

8)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads.

9)
IP connectivity from the UE to the PDN GW is now setup. Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the PDN GW. From the PDN GW normal IP-based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the PDN GW. The PDN GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.

End of the second change
Start of the second change
8.2.3

E-UTRAN to Untrusted Non-3GPP IP Access Handover with PMIPv6 on S2b

This section shows a call flow for a handover when a UE moves from a E-UTRAN to an untrusted non-3GPP access network. PMIPv6 is assumed to be used on the S5/S8 and S2b interfaces.
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Figure 8.2.3-1: E-UTRAN to Untrusted Non-3GPP IP Access Handover

The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy provisioning is deployed. Otherwise policy may be statically configured in the gateway.

Both the roaming (Figure 4.2.1-2) and non-roaming (Figure 4.2.1-1) scenarios are depicted in the figure. In the roaming case, the vPCRF acts as an intermediary, sending the QoS Policy Rules Provision from the hPCRF in the hPLMN to the Serving GW in the vPLMN. The vPCRF receives the Acknowledgment from the Serving GW and forwards it to the hPCRF. In the non-roaming case, the vPCRF is not involved.

1)
The UE is initially attached to the E-UTRAN network.

2)
The UE moves and attaches to an untrusted non-3GPP IP access network.

3)
The IKEv2 tunnel establishment procedure is started by the UE. The ePDG IP address to which the UE needs to form IPsec tunnel with is discovered as specified in clause 4.5.3. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in TS 33.234 [5]. As part of access authentication the PDN GW information is sent to the ePDG by the 3GPP AAA server. The 3GPP AAA Server also returns to the ePDG the MN NAI to be used to identify the UE in the Proxy Binding Update message (step 4).
NOTE:
The MN NAI returned from the 3GPP AAA Server to the ePDG is a permanent IMSI based MN NAI.
4)
The ePDG sends the Proxy Binding Update (MN-NAI, Lifetime, Access Technology Type, Handoff Indicator, IP Address Requested, GRE key for downlink traffic) message to the PDN GW. Access Technology Type is set to a value matching the characteristics of the non-3GPP access.

5)
If PCC is supported, the PDN GW requires configuration for enforcing policy, the PDN GW sends a Modification of IP CAN Session message to the PCRF.

6)
If step 7) is performed, the PDN GW has requested an IP CAN session , the PCRF responds to the PDN GW with an Acknowledge of IP CAN Modification message. The message includes the Policy and Charging rules provisioned to the PDN GW..

7)
The PDN GW processes the Proxy Binding Update message from the ePDG, updates the binding cache entry for the UE and responds with a Proxy Binding Acknowledgement (GRE key for uplink traffic) message. In the proxy Binding Ack, the PDN GW replies with the same IP address or prefix that was assigned to the UE earlier. At this point a PMIPv6 tunnel exists between PDN GW and ePDG. The PDN GW triggers the bearer release in the 3GPP Access using the PDN GW initiated Bearer Deactivation procedure. Radio Bearers associated with the PDN address are released if existing. Since this step is triggered by the Proxy Binding Update message from the ePDG in step 4, it can occur after step 4 and does not need to wait for steps 5 and 6.

8)
The ePDG and the UE continue the IKEv2 exchange and IP address configuration.

9)
At the end of the handover procedure there is a default bearer for the UE that consists of an IPsec tunnel between the UE and the ePDG and a PMIPv6 tunnel between the ePDG and the PDN GW.

10) It is FFS if the PCRF or the PDN GW releases the resources in the 3GPP access. The exact signalling messages used in order to release the EPS bearers in the 3GPP Access are FFS,

End of the second change
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