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Abstract of the contribution: The scenarios of interworking with pre-R8 HSS/HLR are proposed.
1. Background

In CT4 LS (C4-071351) on SAE interworking with pre-REL8 system, CT4 asks SA1 the following questions.

Q1: Is it a valid scenario that a subscriber (USIM) of a pre-REL8 operator is allowed to attach to an E-UTRAN network without impacting his home network?
SA1 reached an agreement that it was a valid scenario.

SA3 is asked to find a solution to support the scenario that has no or little impact on pre-REL8 HSS/HLR and comes up with following solutions (S3a071031).

Solution 1: 
K_ASME derivation and protocol conversion in HPLMN 

Solution 1b: 
K_ASME derivation in HLR and protocol conversion in IWF in HPLMN

Solution 2: 
K_ASME derivation in HPLMN, protocol conversion in VPLMN 

Solution 3: 
K_ASME derivation and protocol conversion in VPLMN (with dynamic setting of separation bit in HLR)

Solution 4: 
K_ASME derivation and protocol conversion in VPLMN (with static setting of separation bit in HLR)

Solution 5: 
UMTS security in E-UTRAN

Solution 6: 
Gradual upgrade of HLR using indicator on Rel-8 USIM
None of the solutions has no impact on pre-REL8 HSS/HLR/(U)SIM without compromising the security of E-UTRAN. Please note solution 6 has impacts on REL8 USIM but does not have impact on pre-REL8 USIM.
SA1 therefore sends an LS (S1-080338) containing the following statements.

During the discussion of the two LSs mentioned above, SA1 realised that the interest for a pre-Rel8 operator to allow access to E-UTRAN networks is only valid if it can be done without additional impacts or costs to neither the pre-Release 8 home network, nor the USIM, or the deployment of E-UTRAN by the visited operator, and without compromising E-UTRAN security.

However, it is up to the visited network, depending on bilateral agreements, to decide if it will allow UMTS level security in the E-UTRAN network.

The sourcing companies would like to show the scenario that impacts on pre-REL8 home network are acceptable as well as the scenario that UMTS level security will be acceptable, thus proposing to support the scenarios in specifications.

2. Discussion

We identified the following scenarios showing the acceptable compromise for the affected operators. 

1) A multi-nation operator or an operator with a large scale network that deployed LTE in part of his network(s) but not all of his network(s), due to, e.g. the unbalancing economic development between nations/provinces.
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When a subscriber of A or C roams to nation/province B, the operator would expect the subscriber to enjoy LTE by changing terminal/data cards.

One of the following two items seems to be acceptable for the operator.

a) Downgrade the security of province B until other nations/provinces have deployed LTE.

b) Slightly upgrade the pre-REL8 HSS/HLR in province A and C.

2) A green-field LTE operator.
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Operator B cannot influence operator A or C on the decision to upgrade their HSS/HLR, but it will allow roaming from operator A and C even if this means compromising the security of his network.
Based on the above discussion, it is better to have the following two mechanisms available for the sake of LTE success.

a) Mechanism to interworking with pre-REL8 HSS/HLR without impacts on pre-REL8 HSS/HLR/(U)SIM, however with limited downgrade of LTE security, e.g. downgrade to the level of 2G or 3G. Although the security of 2G/3G is not in the same level of LTE, but considering the commercial success, the security of 2G/3G must be acceptable at least for some years. It should be noted that only the 2G/3G roaming subscribers’ security will be downgraded to the same level as the security when they are in their home networks and the security of other subscribers is sustained at the level of LTE security.

b) Mechanism to interworking with pre-REL8 HSS/HLR without compromising LTE security, however with limited impacts on pre-REL8 HSS/HLR.

Based on the analysis of SA3 (S3a071031), the above mechanisms are available and do not require too much standardization work, by reusing the IWF functionality defined in CT4, which is anyway needed for interworking between SGSN and REL8 HSS/HLR. Solution 5,6 are examples of mechanism a) while solutions 1, 1b, 2, 3, 4 are examples for mechanism b).
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