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Reference Points

H1: 
This is the reference point for signaling and user data transfer between UE and HA.

H2: 
This reference point defines the interface between HA and 3GPP AAA infrastructure (3GPP AAA server or 3GPP AAA proxy) and is used to transport authentication, authorization and charging-related information in a secure manner.

H3:
This is the IP transport reference point to carry the end-to-end UE-HA signalling and user data between Access Router and HA. Since there is no direct signalling messages between these two entities this is simple IP transport reference point, which does not require additional specification.
Authentication and Security
In the GGSN anchoring scenario, GGSN is at the north of HA and serves as a router for the HA. The reference point H3 between HA and GGSN is simple IP transport. A potential threat is concerned with false HA. In order to limit this threat, GGSN will only serves the HA whose link-layer address is pre-configured in the GGSN. All the packets concerning unknown HA will be ignored or discarded.
Stage 2 - Procedures

Attach / Detach 
3GPP Attachment


[image: image2.emf]   

UE   SGSN   GGSN   HLR  HSS  

2. Check subscriber data  

 

3. Activate PDP Context Request (APN)  

5. Create PDP Context Request (APN)  

AAA    DHCP  

6. Radius/DHCP  Query/Response (PDP  address)  

7 .  Create PDP Context Response   (PDP addre ss ==  HoA )  

8. Activate PDP Context Response  

3GPP access - specific data transmission  

4 .  GGSN selection  

GTP tunnel  

1. GPRS Attach  Request/Accept    


Figure #. PDP Context Activation with MIP Registration

1. The UE initiates the attach procedure at power on. The UE is authenticated and authorized to access the 2G/3G network according to 3GPP TS23.060.
2. The SGSN interacts with the HLR and updates the mobile node’s location area.

3. The UE initiates the PDP context activation procedure to obtain the IP address. The Access Point Name (APN) specified by the service provider is passed as a parameter. MS shall leave PDP Address empty to request a dynamic PDP address.
4. The procedure includes subscription checking, APN selection, and host configuration. The SGSN bases its choice of GGSN on the APN that is given by the UE.

5. The SGSN requests the selected GGSN to set up a PDP context for the UE. 
6. If the GGSN can assign an address for the UE locally, it assigns the address and the GGSN creates a TEID for the requested PDP context. Otherwise the GGSN uses External PDN Address Allocation mechanism is used (see TS23.060 and TS29.061). The GGSN obtain a PDP address from the PDN by means of protocols such as DHCP or RADIUS and creates a TEID for the requested PDP context.
7. The GGSN responds back to the SGSN, indicating completion of the PDP context activation procedure. The PDP address also corresponding to the Home Address is returned.

8. The SGSN replies back to the GPRS mobile. This signals completion of the PDP context activation and the IP address allocated corresponds also to its HoA.

NOTE: as the UE is on the home link, H1-PDN-Attach is not performed. How the UE detect that it is on the home link is described in Home link discovery section.

NOTE 2: The HA address may be returned to the UE in the PCO or discovered at handover by DNS
I-WLAN Attachment
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1. The WLAN UE selects a WLAN Access Network and establishes the WLAN connection with a WLAN technology specific procedure. The UE gets allocated a local IP address and optionally WLAN Access Authentication and Authorization which may depend on the home operator policy as well as the policy of the provider of the WLAN AN according to TS 23.234

2. I-WLAN attachment and IPsec tunnel setup is executed according to TS 23.234. As a prerequisite a local IP address has been assigned by the WLAN access network to the UE. This step includes selection of a PDG via resolution of the W-APN. At the end of the IPsec tunnel an I-WLAN IP address is assigned to the UE (i.e. remote IP address). 
The UE/User is authenticated and authorized via IKEv2 auth procedure. The PDG may return the HA address in IKEv2 configuration payload to the UE. 

3. The method by which HA is known to the UE is defined in HA discovery section ([XXX]). The UE must know the HA in order to perform BU/BA. This step is required only if HA address was not discovered via IKEv2 configuration payload in the previous steps. 

4. UE must initiate a IKEv2 exchange with the HA to establish a new IKE SA. 3GPP AAA server may be involved in for Authentication and Authorization purpose. In this step, HA may perform the HA-APN resolution so as to decide the GGSN for PDN access service. 

5. This procedure allows the UE to detect whether it is on home link or not. By comparing the Home Address assigned by Home Agent and the IP address (e.g. Remote Address) assigned by I-WLAN, UE detects that it is on foreign link.

6. The UE sends a binding update to its home agent over I-WLAN in order to update the binding cache entry at the home agent.   The UE will use the PDP address as its Home Address. This address will be preserved unless further indication from the 3GPP access. The UE uses the Remote IP address as the care-of address.  The care-of address may be an IPv4 or IPv6 address. 

7. The Home Agent responds with a binding acknowledgement over I-WLAN if the binding update process was successful.  The Home Agent also updates the binding cache entry with the new care-of address of the UE. 

8. This procedure allows the HA to intercept all the user data addressed to its MIP registered UE. After a successful Binding Update, the Home Agent must multicast onto the home link a Neighbour Advertisement message on behalf of the UE in order to intercept packets that are addressed to this UE. The Target Address in the Neighbor Advertisement is set to the HoA of the UE. The Target Link-layer Address option specifies the HA's link-layer address. The GGSN that receives the Neighbour Advertisement will check the HA's link-layer address and decide whether to serve as a router for this HA from local configuration.

9. Routing issue is solved in this procedure. Data transmission begins between UE and PDN. From the perspective of HA, the next hop for UL packets is the GGSN. HA intercepts all the DL packets addressed to the UE from the GGSN. The HA and the GGSN need to update their local data information (e.g. Neigbor Cache, Destinaltion Cache, Default Router List) so as to ensure the correct routing.
Handover

Handover from 3GPP access to I-WLAN

AAA method
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1. The UE is first attached to a 3GPP access. There is a GTP tunnel between the SGSN and the GGSN. UE gets access to the PDN service via conventional 3GPP PS service mechanism. No MIP tunnel is implied in the data transmission. At this stage, UE may have knowledge of the HA because of previously performed HA discovery as described in §5.2. If no HA discovery was performed before, UE is not aware of the HA and may need to discover HA when inter-system mobility occurs. In the case that UE knows the HA address, it is not recommended and not necessary to set up an IKEv2 SA between the UE and the HA, as there is no MIP signalling when UE is in its home link.

2. 3GPP access is no longer able to provide the required user-to-PDN connection service. The UE needs to handover to a WLAN access network. The HO decision mechanism is FFS. Whether the HO is initiated by UE or by Network is also FFS.

3. The UE performs PDG discovery, gets a local IP address (CoA) and starts an IKEv2 exchange with the PDG.  The IKEv2 exchange may involve mutual authentication, and the PDG authorizing the UE for I-WLAN access. At the end of the IKEv2 exchange, an IPsec tunnel is created between the UE and the PDG. An I-WLAN IP address is assigned to the UE (i.e. remote IP address). UE will detect that it is now on foreign link by comparing the remote IP address with the PDP address.

4. If the UE has not discovered the HA, it will perform HA discovery as described in §5.2. If there is already an IKEv2 Security Association established between the UE and the HA over 3GPP access, UE must update or deactivate this SA by using the 3GPP access (3GPP access connection has not been torn down at this moment). In the case of update of the existent IKEv2 SA, UE performs movements and dynamic keying as described in RFC 4877. If no IKEv2 is established before or dynamic keying is not supported, UE must initiate a IKEv2 exchange with the HA to establish a new IKE SA.

5. PDP context is deactivated in this procedure. AAA server (e.g. RADIUS Server) knows that UE will handover from 3GPP access to I-WLAN. It initiates the PDP context termination procedure as defined in TS 29.061. Bearer resource reserved in 3GPP access for the UE will be released during this procedure.

6. The UE sends a binding update to its home agent via I-WLAN in order to update the binding cache entry at the home agent.   The UE will use the remote IP address as its Home Address (the same as the PDP address used in 3GPP access). This address will be preserved unless further indication from the 3GPP access. The UE uses the local IP address as the care-of address.  The care-of address may be an IPv4 or IPv6 address.

7. The Home Agent responds with a binding acknowledgement over I-WLAN if the binding update process was successful.  The Home Agent also updates the binding cache entry with the new care-of address of the UE.

8. This procedure allows the HA to intercept all the user data addressed to its MIP registered UE. After a successful Binding Update, the Home Agent must multicast onto the home link a Neighbour Advertisement message on behalf of the UE in order to intercept packets that are addressed to this UE. The Target Address in the Neighbor Advertisement is set to the HoA of the UE. The Target Link-layer Address option specifies the HA's link-layer address. The GGSN that receives the Neighbour Advertisement will check the HA's link-layer address and decide whether to serve as a router for this HA from local configuration.
9. Data transmission begins between UE and PDN via I-WLAN. From the perspective of HA, the next hop for UL packets is the GGSN. HA intercepts all the DL packets addressed to the UE from the GGSN. The HA and the GGSN need to update their local data information (e.g. Neigbor Cache, Destinaltion Cache, Default Router List) so as to ensure the correct routing
GGSN Method


[image: image5.emf] 

Data routed from GGSN to HA, then by HA to UE's CoA via I - WLAN   

3GPP access - specific da ta transmission  

UE   SGSN   PDG   GGSN   HA  

3GPP  AAA  Server  

1. GTP Tunnel  

2. HO decision  

3. Authentication and  Authorization   3. I - WLAN At tach, Tunnel  setup, CoA allocation  

IPsec Tunnel  

4. HA discovery, IKEv2 SA setup   4. Auth  

5. Binding Update  

6. Binding Acknowledgement  

(Target addr=HoA, Target Link - layer  addr= HA's link - layer address)  

7. Neighbour Advertisement  

8.  GGSN init.  PDP Con text Deactivation or Preservation  

9.  Mobile IP tunnel inside a n IPsec  tunnel  

9. UL packets  

9. DL packets  

8. Bearer  RR  


1. The UE is first attached to a 3GPP access. There is a GTP tunnel between the SGSN and the GGSN. UE gets access to the PDN service via conventional 3GPP PS service mechanism. No MIP tunnel is implied in the data transmission. At this stage, UE may have knowledge of the HA because of previously performed HA discovery as described in §5.2. If no HA discovery was performed before, UE is not aware of the HA and may need to discover HA when inter-system mobility occurs. In the case that UE knows the HA address, it is not recommended and not necessary to set up an IKEv2 SA between the UE and the HA, as there is no MIP signalling when UE is in its home link.

2. 3GPP access is no longer able to provide the required user-to-PDN connection service. The UE needs to handover to a WLAN access network. The HO decision mechanism is FFS. Whether the HO is initiated by UE or by Network is also FFS.

3. The UE performs PDG discovery, gets a local IP address (CoA) and starts an IKEv2 exchange with the PDG.  The IKEv2 exchange may involve mutual authentication, and the PDG authorizing the UE for I-WLAN access. At the end of the IKEv2 exchange, an IPsec tunnel is created between the UE and the PDG. An I-WLAN IP address is assigned to the UE (i.e. remote IP address). UE will detect that it is now on foreign link by comparing the remote IP address with the PDP address.

4. If the UE has not discovered the HA, it will perform HA discovery as described in §5.2. If there is already an IKEv2 Security Association established between the UE and the HA over 3GPP access, UE must update or deactivate this SA by using the 3GPP access (3GPP access connection has not been torn down at this moment). In the case of update of the existent IKEv2 SA, UE performs movements and dynamic keying as described in RFC 4877. If no IKEv2 is established before or dynamic keying is not supported, UE must initiate a IKEv2 exchange with the HA to establish a new IKE SA.

5. The UE sends a binding update to its home agent via I-WLAN in order to update the binding cache entry at the home agent.   The UE will use the remote IP address as its Home Address (the same as the PDP address used in 3GPP access). This address will be preserved unless further indication from the 3GPP access. The UE uses the local IP address as the care-of address.  The care-of address may be an IPv4 or IPv6 address.

6. The Home Agent responds with a binding acknowledgement over I-WLAN if the binding update process was successful.  The Home Agent also updates the binding cache entry with the new care-of address of the UE.

7. This procedure allows the HA to intercept all the user data addressed to its MIP registered UE. After a successful Binding Update, the Home Agent must multicast onto the home link a Neighbour Advertisement message on behalf of the UE in order to intercept packets that are addressed to this UE. The Target Address in the Neighbor Advertisement is set to the HoA of the UE. The Target Link-layer Address option specifies the HA's link-layer address. The GGSN that receives the Neighbour Advertisement will check the HA's link-layer address and decide whether to serve as a router for this HA from local configuration.
8. PDP context is deactivated or  preserved in this procedure.On receipt of the Neighbor Advertisement from HA. GGSN detects that the UE has connected to another access network.  GGSN will initiate the PDP deactivation or preservation procedure. During this procedure, Bearer Resources reserved for the UE is released. 

9. Data transmission begins between UE and PDN via I-WLAN. From the perspective of HA, the next hop for UL packets is the GGSN. HA intercepts all the DL packets addressed to the UE from the GGSN. The HA and the GGSN need to update their local data information (e.g. Neigbor Cache, Destinaltion Cache, Default Router List) so as to ensure the correct routing
Handover from I-WLAN to 3GPP Access
AAA method
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1. The UE is attached I-WLAN.  There is a Mobile IP tunnel between the UE and the Home Agent over an IPsec tunnel between the UE and the PDG. An IKEv2 SA is also established between the UE and the HA.

2. I-WLAN is no longer able to provide the required user-to-PDN connection service. The UE needs to handover to 3GPP access network. The HO decision mechanism is FFS. Whether the HO is initiated by UE or by Network is also FFS.

3. The UE attaches to 3GPP access and initiates setting up a PDP context. If the PDP context is preserved in 3GPP CN earlier, UE may initiate Service Request procedure to expedite the PDP context creation. 

4. GGSN contacts the 3GPP AAA server (e.g. RADIUS server) for authentication and authorization purpose by sending an Access-Request message. In a successful case, the AAA server will respond with an Access-Accept message to GGSN. This procedure is optional as UE may have been already authenticated and authorized.

5. In the case of a successful PDP context activation, UE will receive from the 3GPP network a PDP context Accept message. It should be noted that if AAA method is used, at this stage, user data will not go through 3GPP access as described in TS29.061. That is to say external PDN service can not be started over 3GPP access until a successful Accounting procedure as described below. However, UE is able to communicate with the HA via 3GPP access.

6. Routing conflict is avoided by using Accounting as described in TS29.061. GGSN sends Accounting-Request message to the AAA server in order to start process data addressed to that UE via 3GPP access. It should be noted that the GGSN will be configured in such a way that the GGSN will not process the user data over 3GPP access until it receives the Accounting Response (START) is received from the AAA server.

7. After receiving the PDP context accept message, UE will send the Binding Update message to the HA via 3GPP access for the purpose of deregistration.

Editors Note The deletion of a binding can be indicated by setting the Lifetime field to 0 and by setting the care-of address equal to the home address

8. In the case of a successful Binding Update, HA contacts the AAA server in order to inform that UE is coming back on home link. 

9. The Home Agent responds with a binding acknowledgement if the binding update process was successful.

10. AAA knows from HA that UE has come back on home link and has de-registered in the HA. It now will process the pending Accounting-Request message and respond with an Accounting-Response message to the GGSN. From now on, user-to-PDN service can be provided by 3GPP access.

11. With the binding update and binding acknowledgement exchange the HA recognize that the UE has returned home and delete the binding cache. The IKEv2 SA between UE and HA is deactivated. There is no Mobile IP tunnel between the UE and the home agent however a GTP tunnel is established between the SGSN and the GGSN. 

12. Bearer Resources on the source access system are released. How this is performed is FFS.
GGSN method
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1. The UE is attached I-WLAN.  There is a Mobile IP tunnel between the UE and the Home Agent over an IPsec tunnel between the UE and the PDG. An IKEv2 SA is also established between the UE and the HA.

2. I-WLAN is no longer able to provide the required user-to-PDN connection service. The UE needs to handover to 3GPP access network. The HO decision mechanism is FFS. Whether the HO is initiated by UE or by Network is also FFS.

3. Routing conflict is resolved by GGSN intellectually detecting the handover of UE. The UE initiates setting up a PDP context.  This results in a PDP context setup with a GTP tunnel between the SGSN and the GGSN. During the PDP context activation procedure, the UE will set the PDP address to its HoA in the Activate PDP context request message. If the PDP context is preserved in 3GPP CN earlier, UE may initiate Service Request procedure to expedite the PDP context creation. At the end of this procedure, GGSN will update it local data information (e.g. routing table). The DL packets will be no longer routed by GGSN to the HA. GGSN will route the DL user data to SGSN via the GTP tunnel.

4. The UE sends a binding update to its home agent to update the binding cache entry at the home agent and to deregister from the HA as it returns to its home link. It should be noted that the BU/BA message is sent via 3GPP access.

Editors Note The deletion of a binding can be indicated by setting the Lifetime field to 0 and by setting the care-of address equal to the home address

5. The Home Agent responds with a binding acknowledgement if the binding update process was successful.

6. With the binding update and binding acknowledgement exchange the HA recognize that the UE has returned home and delete the binding cache. The IKEv2 SA between UE and HA is deactivated. There is no Mobile IP tunnel between the UE and the home agent however a GTP tunnel is established between the SGSN and the GGSN. 

7. Bearer Resources on the source access system are released. How this is performed is FFS.
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