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Abstract of the contribution: This contribution discusses different aspects of PDN GW and S-GW selection, in particular APN resolution and DNS aspects. 
1
Introduction
This contribution discusses different aspects of PDN GW and S-GW selection in particular APN resolution and DNS aspects. It focuses on the NW based mobility protocols. Even though there may be many common aspects of APN resolution for network based mobility and HA discovery for S2c, there are also some key differences. For example, DNS resolution for S2c is typically done by the UE and therefore a separate DNS hierarchy than the intra-/inter-operator DNS hierarchy is used. There is also no need to take S-GW selection into account when using S2c. 
2 
Requirements for PDN GW selection
2.1 Selecting a PDN GW supporting the mobility protocol to be used
The legacy APN resolution mechanism resolves an APN to an address (the global GTP-C address on the Gn interface of the GGSN). This works fine, since the GGSN GTP-C address is the only piece of information needed.

In EPS the situation is made more complex by the existence of multiple protocol options. There are multiple protocol options on S5/S8 and S2a, with no guarantee that the same IP address is used for termination of GTP, PMIP and MIPv4 in the GW nodes. This means that a PDN GW IP address derived from an APN in a direct fashion similarly to the APN resolution defined in the legacy procedures would not be unambiguous, since it can be a termination point for any, both or all three of GTP, PMIP and MIPv4 in the PDN GW.
Conclusion 1: Resolution of the PDN GW address may have dependencies on protocol (GTP, PMIP and MIPv4) used 
2.2 Selecting a co-located PDN GW and S-GW.

For non-roaming scenario there is the additional issue of selecting a combined Serving/PDN GW or stand-alone Serving and PDN GWs.

As mentioned above, it can not to be taken for granted that one and the same IP address is used on different logical interfaces in the same GW node. In particular, since S11/S4 are intra-operator interfaces towards the access network and S5/S8 is intra- or inter-operator towards PDN GW, the S11/S4 and S5/S8 reference points on a combined S-GW/PDN GW does not necessarily connect to the same logical IP network or use the same IP address.
Conclusion 2: Selection of a combined Serving/PDN GWs by comparing IP address information received in APN resolution and Serving GW lookup does not seem to be optimal.
2.4 Selecting a PDN GW supporting additional capabilities

At the last SA2 meeting, there were discussions whether additional PDN GW capabilities may need to be taken into account by the PDN GW selection function. Examples of such capabilities are; supported mobility protocols (e.g. GTP, PMIP, DSMIPv6 and/or MIPv4) and supported IP version(s).  These aspects are discussed further below:

Mobility protocol capabilities

A user making initial attach in a 3GPP access may e.g. at a later stage make an access change to a non-3GPP access using S2a/b or S2c and in this case it is required that the PDN GW supports the appropriate S2 interface. Alternatively, a user making initial attach in a non-3GPP access may at a later stage move to a 3GPP access using PMIP or GTP-based S5/S8. It could be argued that the PDN GW selection function needs to take such capabilities that “may be needed in the future” into account when selecting PDN GW. There are however several issues with that. It is e.g. not clear how the PDN GW selection function can know what capabilities is required to support future access changes. It has also been agreed in 23.402 (clause 4.1) that 
“For multiple PDN-GWs connecting to the same PDN, all the PDN GWs shall support the same mobility protocols.”

This means that for a given APN, there should be no need to take additional mobility protocol capabilities into account when selecting PDN GW. This significantly simplifies the PDN GW selection procedure. It is however required that operators configure their networks such that multi-access capable UEs/users connect to APNs served by PDN GWs with the appropriate capabilities. 

Conclusion 3: Mobility protocol capabilities, other than the actual protocol to be used when establishing the PDN connection, does not need to be considered when making PDN GW selection

IP version capabilities
Another example is selection of PDN GW that supports the appropriate IP version(s). For example, a UE requesting both IPv4 and IPv6 connectivity need to be assigned a PDN GW with dual-stack (DS) support while an IPv4-only UE could connect to an IPv4-only PDN GW.  While again it may be possible to make IP version support a parameter in PDN GW selection it is questionable if such flexibility is needed. Instead it is likely that an operator would deploy the network such that PDNs where both IPv4 and IPv6 services are available is served by DS capable PDN GWs. 
Conclusion 4: For multiple PDN-GWs connecting to the same PDN, all the PDN GWs shall support the same IP version(s). IP version(s) does not need to be considered when making PDN GW selection.
3 
DNS aspects

There are several alternative DNS schemes that can be used to address the issues described in Conclusions 1 and 2. Two examples on how this can be solved is described below. The examples are just shown for information and the details should be left for stage 3 work. It can be noted that CT4 has already started work on investigating possible alternatives (C4-080561).  
Alternative 1: APN decoration

The PDN GW selection function can decorate the APN string before sending it to the DNS server. For example, with an APN equal to “apn.operator.gprs” it is possible to use:
· gtp-combinedgw.apn.operator.gprs  ( for the IP address terminating S5/S8 on a combined S-GW/PDN-GW

· gtp-pgw.apn.operator.gprs ( for the IP address terminating GTP-based S5/S8 on a PDN-GW
· pmip-pgw.apn.operator.gprs ( for the IP address of an LMA function on a PDN-GW (PMIP-based S5/S8/S2a/S2b)

In a non-roaming scenario the MME/SGSN may choose to first try to find a combined S-GW/PDN-GW and in case that fails it falls back to finding standalone PDN-GW and Serving GW. Note that even for combined GWs, the MME/SGSN needs the S5/S8 address e.g. for S-GW relocation or storage with the HSS. If the MME/SGSN succeeds in finding the S5/S8 address of a combined GW it can the go on to find the S4/S11 address of that GW. This can be done e.g. by doing a second (reverse) DNS lookup to find a host name of the combined GW and then a third lookup to find the S4/S11 address.  
A benefit of this approach is that it only involves DNS address records (A/AAAA). A drawback is that the DNS system needs to be configured with one entry for each protocol option and each PDN GW serving a specific APN.
Alternative 2: Utilizing additional DNS records
Another alternative is to use a procedure where the DNS lookup yields a logical node name as a result. The DNS RFCs specify functionality and record types that would be useful to implement this proposal, for example record types such as PTR, NAPTR or SRV records that are all capable of yielding the required logical node name, and that could also be used in several different ways to support the further resolution to the needed IP address(es). A small example below may serve to illustrate the reasoning above (other solutions are possible, e.g. utilizing other DNS resource record types) :

· UE1 undertakes to connect to apn.operator.gprs
· The PDN GW Selection Function issues a DNS request for e.g. PTR records matching the APN string that returns the logical node name of “gw1.operator.com”. Thus, GW1 is a PDN GW supporting the requested APN

· Using the retrieved logical node name as the basis, the PDN GW Selection Function issues a request for a particular protocol of GW1, using a decorated name string. For example, to find a combined S-GW/PDN-GW, an MME could issue a request for gtp-combined.gw1.operator.com. Since the query succeeds, GW1 is known to be a combined Serving/PDN GW. Alternatively, the PDN GW Selection Function could issue a request for pmip.gw1.operator.com or gtp-gw1.operator.com to find the IP address terminating the PMIP/GTP-based reference points on that PDN GW. The address information can also be returned as part of the first reply which avoids the need for an additional DNS query.
A benefit with alternative 2 is that it simplifies configuration of the DNS system. The DNS system needs one entry per PDN GW supporting a specific APN as well as one entry per protocol supported on a specific PDN GW. Alternative 2 is also more flexible and efficient than alternative 1.
Since DNS query results are cached, the example solutions above does in the normal case not require access to the DNS server across the network.

It is proposed that the details of the DNS functionality should be defined by the CT groups. The input criteria to the DNS resolution procedure as well as the expected output (e.g. IP addresses corresponding to different protocol variants) need to be defined by SA2. 
Conclusion and Proposal
Based on the discussion above it is concluded that a DNS-based APN resolution can preferably be used to derive PDN GW addresses for different protocol flavors as well as to find combined Serving GW / PDN GW.

It is proposed to clarify in 23.401 that DNS-based APN resolution shall be used to find not only standalone PDN GW but also combined Serving GW / PDN GW.
It has already been agreed in 23.401 that resolution of the PDN GW address may have dependencies on the S5/S8 protocol variant. It is proposed to clarify in 23.402 that in addition, protocol type towards PDN GW for non-3GPP accesses shall be taken into account by the PDN GW Selection function when deriving PDN GW address using DNS.

The proposed updates are shown below. See also CRs in S2-081154 (for 23.401) and S2-081155 (for 23.402)
*** 1st Change ***

4.3.8.1
PDN GW selection function (3GPP accesses)

The PDN GW selection function allocates a PDN GW that shall provide the PDN connectivity for the 3GPP access. The function uses subscriber information provided by the HSS and possibly additional criteria. For each of the subscribed PDNs, the HSS provides:

-
an IP address of a PDN GW and an APN, or

-
an APN and an indication for this APN whether the allocation of a PDN GW from the visited PLMN is allowed or whether a PDN GW from the home PLMN shall be allocated.


The HSS also indicates which of the subscribed PDNs is the default PDN for the UE.

To establish connectivity with a PDN when the UE is already connected to one or more PDNs, the UE provides the requested APN for the PDN GW selection function.

Editor's note:
It is FFS whether the UE can provide upon initial attach additional input information (e.g. the desired APN) for the PDN GW selection function.

If the HSS provides an IP address of a PDN GW, no further PDN GW selection functionality is performed. Note that the provision of an IP address of a PDN GW as part of the subscriber information allows also for a PDN GW allocation by HSS.

If the HSS provides an APN of a PDN and the subscription allows for allocation of a PDN GW from the visited PLMN for this APN, the PDN GW selection function derives a PDN GW address from the visited PLMN. If a visited PDN GW address cannot be derived, or if the subscription does not allow for allocation of a PDN GW from the visited PLMN, then the APN is used to derive a PDN GW address from the HPLMN. The PDN GW address is derived from the APN, subscription data indicating if allocation of a PDN GW from the visited PLMN for this APN is allowed or not, protocol type on S5/S8 (PMIP or GTP), and an optional request for a combined Serving GW/PDN GW by using the Domain Name Service function. In case of selecting a combined Serving GW/PDN GW, network topology may be taken into account similar as for Serving GW selection as described in 4.3.8.2. The S8 protocol type (PMIP or GTP) is configured per HPLMN in MME/SGSN. If the APN‑OI Replacement field exists in the subscription data, the PDN GW domain name will be constructed by replacing the APN‑OI with the value received in the APN‑OI Replacement field. Otherwise, or when the resolution of the above PDN GW domain name fails, the PDN GW domain name will be constructed by appending '.mnc<MNC>.mcc<MCC>.gprs' as specified in Annex A of Pre-Rel‑8 TS 23.060 [7] and TS 23.003 [9]. If the Domain Name Service function provides a list of PDN GW addresses, one PDN GW address is selected from this list. If the selected PDN GW cannot be used, e.g. due to an error, then another PDN GW is selected from the list.

If the UE provides an APN for a PDN, this APN is then used to derive the PDN GW address as specified for the case of HSS provided APN if the subscription allows for this APN.

As part of PDN GW selection, an IP address of the assigned PDN GW may be provided to the UE for use with host based mobility as defined in TS 23.402 [2], if the PDN GW supports host-based mobility for inter-access mobility towards accesses where host-based mobility can be used.
*** 2nd Change ***

4.5.1
PDN GW Selection Function for Non-3GPP Accesses
PDN Gateway selection for non-3GPP accesses uses similar mechanisms as defined in TS 23.401 [4], with the following modification:
- 
The PDN Gateway selection function interacts with the 3GPP AAA Server or 3GPP AAA Proxy and uses subscriber information provided by the HSS to the 3GPP AAA Server and protocol type towards PDN GW (PMIP, MIPv4 or GTP) when deriving PDN GW address by using the Domain Name Service function. 
During the initial authorization, PDN Gateway selection information for each of the subscribed PDNs is returned to the non-3GPP access system. The PDN Gateway selection information includes:
-
an IP address of a PDN GW and an APN; or

-
an APN and an indication whether the allocation of a PDN GW from the visited PLMN is allowed or a PDN GW from the home PLMN shall be allocated.

This enables the entity requiring the address of the gateway to proceed with selection. Once the selection has occurred, the PDN Gateway registers its association with a UE and the APN with the AAA/HSS. This permits the 3GPP AAA Server or Proxy to provide association of the PDN Gateway address and the related APN subsequently.
In the case that a UE already has assigned PDN Gateway(s), the IP address(es) of the already allocated PDN Gateway(s) are returned by the 3GPP AAA Server or Proxy during the authorization step. This eliminates the need to repeat PDN Gateway selection for the PDNs the UE is already connected with.
Upon mobility between 3GPP and non-3GPP accesses, PDN Gateway selection information for the subscribed PDNs the UE is not yet connected with is returned to the target access system as done during initial attachment. For the PDNs the UE is already connected with transfer of PDN GW information takes place as defined below:

-
If a UE attaches to a non-3GPP access and it already has assigned PDN Gateway(s) due to a previous attach in a 3GPP access, the HSS provides the IP address(es) of the already allocated PDN Gateway(s) with the corresponding PDN information to the 3GPP AAA server over the Wx* reference point. The PDN gateway's address(es) is sent during the attach procedure in the non-3GPP access.

-
If a UE attaches to a 3GPP access and it already has an assigned PDN Gateway(s) due to a previous attach in a non-3GPP access, the HSS provides the IP address(e) of the already allocated PDN Gateway(s) with the corresponding PDN information to the MME over the S6a reference point. The PDN gateway address(es) is sent during the attach procedure in the 3GPP access.

The HSS receives the values of the addresses of all allocated PDN GWs and the corresponding PDN information for a given UE, from both the 3GPP AAA and also from the MME, depending on the currently in-use access. The HSS is responsible for the storage of PDN GW address information.
Editor's Note:
It is FFS whether the PDN Gateway selection mechanism defined in 23.401 can be used to determine the Serving Gateway.

The interaction between the 3GPP AAA Server and the HSS is not explicitly presented in several figures of this specification. Though these entities are depicted as "AAA/HSS" in these figures, these functions are distinct and interact over the Wx* interface as described in this subclause.
NOTE:
The location of the PDN GW selection function depends upon the type of S2 interface used for attachment and the IP mobility mechanism being used.
-
For PMIPv6 on S2a/b, the entity requesting the PDN Gateway is the entity acting as Mobile Access Gateway (MAG). It's FFS for home routed roaming case with an anchor in the VPLMN.
-
For MIPv4 FA mode on S2a, the entity requesting the PDN Gateway is the entity that plays the role of the FA. It's FFS for home routed roaming case with an anchor in the VPLMN.
Additionally, for the S2c reference point, the UE needs to know the IP address of the PDN Gateway for the PDN the UE wants to connect to. This address is made known to the UE with one of the following ways:

1)
Via attach procedure for 3GPP access (as defined in TS 23.401)

2)
Via IKEv2 during tunnel setup to ePDG

3)
The UE can request a PDN Gateway address in a given PDN via DHCP

4)
If the IP address of the PDN GW is not delivered using options 1-3 above the UE can resolve an FQDN corresponding to a PDN via DNS.

Editor's note:
It is FFS under which conditions (e.g. in which accesses) the above methods can be used

Editor's Note:
It is FFS how the FQDN in alternative 4 is constructed from available information. For example the UE could use home APN (or W-APN) and well known strings (e.g., "homeagent") to construct such an FQDN.

Editor's Note:
The mechanism for mobility mode selection (i.e. host-based vs. network-based mobility) is FFS.

For the S2c reference point, the network can force a reallocation of the PDN Gateway selected upon initial DSMIPv6 bootstrapping for the PDN the UE wants to connect to. This may happen if one of the following situations occurs:

-
The UE has done initial network attachment on an access system supporting network-based mobility, but the PDN Gateway discovered by the UE for the S2c reference point is different from the PDN Gateway allocated at initial network attachment. In this case, to enable IP address preservation based on DSMIPv6 upon inter-system mobility, the network must trigger a PDN Gateway reallocation for the S2c reference point, to re-direct the UE to the PDN Gateway that was selected upon initial network attachment.

-
The UE has done initial network attachment over S2c and, relying on DNS, has discovered a sub-optimal PDN Gateway. In this case, based on operator's policies, the network can optionally trigger a PDN Gateway reallocation to re-redirect the UE to a PDN Gateway that can provide better performance.

Editor's Note:
It is FFS if PDN Gateway reallocation for the S2c reference point is triggered by the AAA/HSS, by the PDN Gateway itself or whether both the options are possible.

Editor's Note:
It is FFS if PDN Gateway reallocation for the S2c reference point is executed during the establishment of the DSMIPv6 security association or at the first BU/BA exchange.

Editor's Note:
How the PDN GW address is sent to the Serving GW in the chained S2/S8 case is FFS.
*** End of Changes ***
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