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Abstract of the contribution:

Attach procedures in 23.402 are enhanced to include interaction with PCC to obtain configuration for QoS and other policy enforcement.  

Introduction

The procedures included in this document are enhanced with interaction with an off-path PCC architecture to provision the access gateway with policy.  This enables the access gateway to serve as a PCEF.  Roaming and non-roaming cases are collapsed into a single figure and procedure to eliminate redundant normative specification and reduce the complexity and length of the topic as much as possible.  This approach is discussed further in [S2-074016].

Discussion

The policy signalling approach taken by this document is to assume that the home PCRF (hPCRF) is  the central policy decision point for all UE sessions established in any access system.  Upon attachment or detachment, the non-3GPP access informs the visited PCRF (vPCRF) and this ensures that the message is forwarded to the hPCRF.

This document considers S2a and S2b attachment and detachment.  The special case of concatenated S2 and S8 attachment is handled in a separate document [S2-074023].

Proposal

The following changes are proposed for TS 23.402.

Begin First Change: modify 23.402, Section 5.4.2.3.2

5.4.3.2.2 Initial Attach procedure with MIPv4 FACoA Mode

1. Non-3GPP Specific Procedures1. Non-3GPP Specific ProceduresMIPv4 [12] is used to setup a MIP tunnel between the Trusted non-3GPP IP Access and the PDN GW.  It is assumed that a Foreign Agent (FA) is located in the Trusted non-3GPP IP Access.
Figure 5.4.2.3.2-1: Initial attachment when MIPv4 FACoA mode MM mechanism is used over S2a for Roaming and Non-roaming

When the Attach procedure occurs in the Non-Roaming case (Figure 4.2.2-1), the vPCRF is not involved.
In the case of Roaming (Figure 4.2.3-1) and Local Breakout (Figure 4.2.3-4), the vPCRF is employed to  forward messages from the hPCRF in the home PLMN, by way of the vPCRF in the vPLMN to the non-3GPP access.  In the Roaming and LBO cases, the 3GPP AAA Proxy serves as an intermediary between the Trusted Non-3GPP IP Access and the 3GPP AAA Server in the HPLMN.
1)
The initial Non-3GPP access specific L2 procedures are performed. These procedures are outside the scope of 3GPP.
2)
The Non-3GPP access specific authentication procedure is performed. The authentication procedure between UE and Trusted non-3GPP IP Access is outside the scope of 3GPP. Depending on the type of non-3GPP access system, the PDN Gateway address may be determined at this point as described in section 5.4.2.1., otherwise it is determined in step 5 below. The PDN Gateway information is returned as part of the reply from the 3GPP AAA Server to the FA in the trusted non-3GPP access. This may entail an additional name resolution step.
Editor's note:
The event that triggers Authentication and Authorization between Non-3GPP IP Access and AAA/HSS depends on the specific type of non-3GPP access system.

3)
The UE may send an Agent Solicitation (AS) [12] message.

4)
The FA in the Trusted Non-3GPP IP Access sends a Foreign Agent Advertisement (FAA) [12] message to the UE. The FAA message includes the Care-of Address (CoA) of the Foreign Agent function in the FA.

5)
The UE sends a Registration Request (RRQ) [12] message to the FA. Reverse Tunnelling shall be requested. This ensures that all traffic will go through the PDN GW. The RRQ message shall include the NAI-Extension [14]. The UE may not indicate a specific Home Agent address in the RRQ message, in which case the PDN Gateway/Home Agent is selected by the FA. The UE then receives the IP address of the PDN Gateway in step 9 as part of the RRP message. The UE should then include the PDN Gateway address in the Home Agent address field of subsequent RRQ messages. Depending on the type of non-3GPP access system, the PDN Gateway address may be determined in a non-3GPP specific way at this step instead of step 2.
6)
The FA processes the message according to [12] and forwards a corresponding RRQ message to the PDN GW.

7)
If dynamic policy configuration corresponding is deployed, the PDN GW sends an Indication of IP CAN Session Establishment message to the hPCRF.  Otherwise, the PDN GW may employ configuration information to establish policy.
Editor's note: It is FFS how the PDN GW selects the hPCRF.
8)
If the PDN GW sent a message in step 7, the hPCRF responds with an Acknowledge IP CAN Session Establishment message, including the policy the PDN GW will enforce.
9)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW's address.

Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

Editor's Note:
This step may be unnecessary as the UE will generally have learned its HA address (e.g., in the MIPv4 Registration Reply) and use this in subsequent mobility messages.
10)
The PDN GW allocates an IP address for the UE and sends a Registration Reply (RRP) [12] to the FA, including the IP address allocated for the UE.

Editor's note:
Whether the PDN GW should authenticate the Registration Request message is FFS. It is FFS which entity stores the allocated PDN GW IP Address.
11)
The Trusted non-3GPP access sends a Gateway Control Session Establishment message to the hPCRF (by way of the vPCRF in the Roaming and LBO cases).  This message shall contain the UE IP address as the steps 7 and 8 are optional and the IP address is required by the PCRF in order to generate UL and DL filters to provision to the Trusted Non-3GPP IP Access.
Editor's note: It is FFS how the vPCRF obtains the address of the hPCRF
12)
If the Gateway Control Session Establishment message sent by the Trusted non-3GPP access implies any change to the policy provisioned to the PDN GW in step 8, the PCRF sends an updated policy to the PDN GW by means of a Policy and Charging Rules Provision message.  In the LBO case, the message is sent from the hPCRF to the vPCRF and thence to the PDN GW in the VPLMN.
13)
If the PCRF provisions a policy to the PDN GW in step 12, the PDN GW responds, sending an Ack message to the PCRF.  The PDN GW indicates whether the PDN GW was successful provisioning the supplied policy.  In the LBO case, the message is sent from the PDN GW in the VPLMN to the vPCRF and thence to the hPCRF in the HPLMN.
14)
The hPCRF responds to the message sent by the non-3GPP access in step 11.  The hPCRF, sends an Acknowledge Gateway Control Session Establishment message to the non-3GPP access (by way of the vPCRF in the Roaming and LBO cases). This response includes PCC rules.
15)
The FA processes the RRP according to [12] and sends a corresponding RRP message to the UE.

16)
IP connectivity from the UE to the PDN GW is now setup. A MIP tunnel is established between the FA in the Trusted Non-3GPP IP Access and the PDN GW.
End of First Change
Begin Second Change: modify 23.402 section 5.4.2.3.3
5.4.2.3.3
Initial Attach procedure with PMIPv6 

PMIPv6 [8] is used to setup a PMIPv6 tunnel between the trusted non-3GPP IP access and the PDN GW. In both roaming and non-roaming cases, S2a is present. It is assumed that a MAG exists in the trusted non-3GPP IP access.
In the non-roaming case (as in Figure 4.2.2-1), none of the optional entities in figure 5.4.2.3.3-1 are involved.  
The optional entities are involved in other cases.  

· In the roaming cases, however, the 3GPP AAA Proxy mediates all interaction between the 3GPP AAA Server in the PLMN and entities in the vPLMN and non-3GPP access. 
· Similarly, interaction between hPCRF in the HPLMN and entities in the vPLMN and non-3GPP access occurs by way of the vPCRF in the vPLMN.  In both these cases, messages are relayed by the optional entities towards and from the hPLMN.  


Figure 5.4.2.3.3-1: Initial attachment with Network-based MM mechanism over S2a for Roaming, LBO and Non-roaming
NOTE: The procedure shown in Figure 5.4.2.3.3-1 covers the home routed case (ignore the vPCRF and AAA Proxy), the Roaming case (without local anchoring in the Serving GW in the VPLMN) and LBO.
1)
The initial Non-3GPP access specific L2 procedures are performed. These procedures are Non-3GPP access specific and are outside the scope of 3GPP;
2)
The EAP authentication procedure is initiated and performed involving the UE, Trusted Non-3GPP IP Access and the 3GPP AAA Server. In the roaming case, there may be several AAA proxies involved. The PDN Gateway address is determined at this point as described in section 5.4.2.1.  The PDN GW information is returned as part of the reply from the 3GPP AAA Server to the MAG in the trusted non-3GPP access. This may entail an additional name resolution step, issuing a request to a DNS Server;
3)
After successful authentication and authorization, the L3 attach procedure is triggered;

Editor's note:  The details of this step including selection of PMIP vs CMIP is FFS.
)
The MAG function of Trusted Non-3GPP IP Access sends a Proxy Binding Update message to PDN GW;

Editor's note: How the Proxy Binding Update message is secured is FFS.

5)
If dynamic policy configuration support is deployed, the PDN GW sends an Indication of IP CAN Session Establishment message to the hPCRF.  Otherwise, information configured with the PDN GW may be used to determine policy; Note that in the case of LBO, the PDN GW in the VPLMN sends the message to the vPCRF.  The vPCRF then forwards the message to the hPCRF.
Editor's note: It is FFS how the PDN GW selects the hPCRF.
6)
If the PDN GW sent a message in step 5, the hPCRF responds with an Acknowledge IP CAN Session Establishment message, including the policy the PDN GW will enforce.  In the case of LBO, the hPCRF sends the message to the vPCRF in the VPLMN.  The vPCRF then forwards the message to the PDN GW.
7)
The selected PDN GW informs the 3GPP AAA Server of its address;
Editor's note: It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

8)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE. The PDN GW allocates IP address for the UE. The PDN GW then sends a Proxy Binding Ack message to the MAG function in Trusted Non-3GPP IP Access, including the IP address(s) allocated for the UE;
NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.
Editor's note: It is FFS which entity stores the allocated PDN GW IP Address.
9)
The PMIPv6 tunnel is set up between the Trusted Non-3GPP IP Access and the PDN GW.
10)
The Trusted non-3GPP access sends a Gateway Control Session Establishment message.  In the non-roaming case, this message is sent directly to the hPCRF. In the Roaming or LBO case, the Trusted non-3GPP access sends the message to the vPCRF which then forwards the request to the hPCRF. The message must contain the assigned IP address as the hPCRF requires this information to generate UL and DL filters as part of the policy to be provisioned in the next step.
Editor's note:
It is FFS how the vPCRF determines the same hPCRF as was selected by the PDN GW.
11)
If the Gateway Control Session Establishment message sent by the Trusted non-3GPP access implies any change to the policy provisioned to the PDN GW in step 6, the PCRF sends an updated policy to the PDN GW by means of a PCC Policy Provision message.  In the LBO case, the message is sent from the hPCRF to the vPCRF and thence to the PDN GW in the VPLMN.
12)
If the PCRF provisions a policy to the PDN GW in step 11, the PDN GW responds, sending an Ack message to the PCRF.  The PDN GW indicates whether the PDN GW was successful provisioning the supplied policy.  In the LBO case, the message is sent from the PDN GW in the VPLMN to the vPCRF and thence to the hPCRF in the HPLMN.
13)
The hPCRF responds to the message, sending an Acknowledge Gateway Control Session Establishment message.  This message is sent directly to the Trusted Non-3GPP IP Access in the non-roaming case.  In the LBO and Roaming cases, the hPCRF sends the message to the vPCRF which in turn forwards the response to the trusted non-3GPP access.
14)
L3 attach procedure is completed. IP connectivity between the UE and the PDN GW is set for uplink and downlink directions.

Editor's note:
The details of this step is FFS
End of Second Change
Begin Third Change: modify 23.402 section 5.4.2.4.2

5.4.2.4.2  Initial Attach procedure with PMIPv6 and S2b
In the non-roaming case, PMIPv6 [8] is used to setup a PMIPv6 tunnel between the ePDG and the PDN GW. It is assumed that MAG is collocated with ePDG. The IPsec tunnel between the UE and the ePDG provides a virtual point-to-point link between the UE and the MAG functionality on the ePDG.
In the non-roaming case (as in Figure 4.2.2-1), none of the optional entities in Figure 5.4.2.4.2-1 are involved.  

The optional entities are involved in other cases.  

· In the roaming cases, however, the 3GPP AAA Proxy mediates all interaction between the 3GPP AAA Server in the PLMN and entities in the vPLMN and non-3GPP access. 
· Similarly, interaction between hPCRF in the HPLMN and entities in the vPLMN and non-3GPP access occurs by way of the vPCRF in the vPLMN.  In both these cases, messages are relayed by the optional entities towards and from the hPLMN.  
Figure 5.4.2.4.2-1: Initial attachment when Network based MM mechanism are used over S2b for Roaming, Non-Roaming and LBO
NOTE: 
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network.  This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.
1)
The IKEv2 tunnel establishment procedure is started by the UE. The UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 5.4.2.2. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7]. The PDN GW address is determined at this point as described in section 5.4.2.1  The PDN GW information is returned as part of the reply from the 3GPP AAA Server to the ePDG.  This may entail an additional name resolution step, issuing a request to a DNS Server.

2)
The ePDG sends the Proxy Binding Update message to the PDN GW.  The proxy binding update message shall be secured.

Editor's note: How the Proxy Binding Update message is secured is FFS 
3) If dynamic policy configuration is deployed and supported, the PDN GW sends an Indication of IP CAN Session Establishment message to the PCRF.  Otherwise, the PDN GW may employ configuration information to establish policy. In the case of LBO, the PDN GW sends the message to the vPCRF in the VPLMN. The vPCRF then forwards the message to the hPCRF in the HPLMN.
Editor's note: It is FFS how the PDN GW selects the hPCRF.

4) If the PDN GW sent a message in step 3, the hPCRF responds with an Acknowledge IP CAN Session Establishment message, including the policy the PDN GW will enforce. In the case of LBO, the hPCRF sends the message to the vPCRF in the VPLMN.  The vPCRF then forwards the message to the PDN GW in the VPLMN.
5)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW address.

Editor's note: It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

6)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE.  The PDN GW allocates an IP address for the UE.  The PDN GW then sends a Proxy Binding Update Ack message to the ePDG, including the IP address allocated for the UE. A PMIPv6 tunnel is set up between the ePDG and the PDN GW (shown in Step 11).
NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

Editor's note: It is FFS which entity stores the allocated PDN GW IP Address.
7)
If dynamic policy control is not deployed in the visited network, the ePDG shall rely upon preconfigured policies. Otherwise, the ePDG sends a Gateway Control Session Establishment message to the hPCRF. The message must contain the assigned IP address as the hPCRF requires this information to generate UL and DL filters as part of the policy to be provisioned in the next step. In the Roaming or LBO case, the ePDG sends the message to the vPCRF in the VPLMN. The vPCRF then forwards the message to the hPCRF in the HPLMN.
Editor's note: It is FFS how the vPCRF determines the same hPCRF as was selected by the PDN GW.

8)
If the Gateway Control Session Establishment message sent by the ePDG implies any change to the policy provisioned to the PDN GW in step 4, the PCRF sends an updated policy to the PDN GW by means of a PCC Policy Provision message.  In the LBO case, the message is sent from the hPCRF to the vPCRF and thence to the PDN GW in the VPLMN.
9)
If the PCRF provisions a policy to the PDN GW in step 8, the PDN GW responds, sending an Ack message to the PCRF.  The PDN GW indicates whether the PDN GW was successful provisioning the supplied policy.  In the LBO case, the message is sent from the PDN GW in the VPLMN to the vPCRF and thence to the hPCRF in the HPLMN.
10)
If dynamic policy control is deployed in the visited network, the PCRF responds to the the message, sending an Acknowledge Gateway Control Session Establishment message to the ePDG. This response includes PCC rules sufficient to configure the ePDG to behave as a PCEF.  In the Roaming or LBO case, the hPCRF sends the message to the vPCRF in the VPLMN.  The vPCRF forwards the response to the ePDG.
11)
After the BU is successful, the ePDG is authenticated by the UE.

12)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads.

13)
IP connectivity from the UE to the PDN GW is now setup.  Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the PDN GW. From the PDN GW normal IP based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the PDN GW. The PDN GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.
End of Third Change
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Roaming and LBO Cases:�(Figures 4.2.3-1, 4.2.3-2 & 4.2.3-4)
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14. L3 Attach Completion








3. L3 Attach Trigger
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2. Authentication & Authorization
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6. MIPv4 Registration Request [UE ID = NAI, reverse tunnel request]





5. Authentication and Authorization





5. MIPv4 Registration Request [UE ID = NAI, reverse tunnel request]
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6. Proxy Binding Ack
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11. IPSec Tunnel Setup Completion
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Roaming - All Scenarios


(Figures 4.2.3-1, 4.2.3-2 & 4.2.3-4)
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Roaming and LBO Cases:�(Figures 4.2.3-1, 4.2.3-2 & 4.2.3-4)
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