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TSG SA WG2 would like to thank TSG RAN WG2 for their LS on Service Request for SAE/LTE. TSG SA WG2 discussed the information flow described therein and the aim of speeding up the Idle to Active transition.  TSG RAN WG2 propose that ideally a NAS Service Request message or its equivalent should also be carried by the RRC connection request. And TSG RAN WG2 indicate further that according to their current estimates, the overall amount of information is limited to 72 bits.
TSG SA WG2 collected the information elements that are assumed to be needed within for the RRC connection request and the therein carried NAS Service Request message. Following information elements have been identified:

8             bit  L1-MAC

32 or 40  bit  S-TMSI

2             bit  PLMN ID

4             bit  RAN cause/priority
16           bit  RAN CRC

6             bit  NAS message type

4             bit  NAS message sequence number (least significant bits)
16           bit  NAS MAC

--------------------------------

88 or 96 bit

These information elements seem to prevent a single message for RRC connection request carrying also a NAS Service Request. Some modifications may be possible. The L1-MAC might reduce to 0 bits. If in addition RAN cause/priority and NAS message sequence number reduce to 3 bits each and the NAS message type is not signalled as this is the only very short NAS message a 72 bits message is possible for a 32 bits TMSI.

To enable a 40 bits TMSI the RAN CRC might be reduced to 8 bits. This will quite likely cause almost 1 out of 256 NAS Service Requests messages are to be rejected by the MME. The MME detects an erroneous transmission based on the NAS MAC.
For the 8 bits CRC TSG RAN WG2 may weight the delay gain from having a single RRC message containing the NAS Service Request against the additional delay caused by having some repetitions triggered after a reject from the MME.
Furthermore, given that the NAS MAC has only 16 bits and the overall Service Request procedure will be very fast it seems there is a good chance by many trials to generate a faked NAS Service Requests with a correct NAS MAC. A successful attack may lead to another user loosing the established RABs and not only to consumption of resources in the MME. So there should be sufficient protection.

TSG RAN WG2 kindly asked SA2 to answer the following questions:

1) Does SA2 have any concerns with the eNB establishing the S1 connection to retrieve the UE context based on information in the RRC connection request message instead of an explicit NAS Service Request message?

2) What is the size of the STMSI that SA2 is considering?  RAN2 would like to bring to SA2’s attention that increasing the size of STMSI could have an impact on delays in RAN.

About question 1):

TSG SA WG2 have no concerns with the eNB establishing the S1 connection to retrieve the UE context based on information in the RRC connection request message instead of an explicit NAS Service Request message. SA2 however clarify that the UE’s bearer and RRC security contexts will be sent to the eNB only after the NAS MAC protecting the NAS Service Request is verified by the MME.

About Question 2):

The size of the S-TMSI is 32 or 40 bits. According to the discussion above it may be assumed that the delay becomes the same for each of the two values under evaluation by SA2.

Actions to TSG RAN WG2:

TSG SA WG2 kindly ask RAN2 to take the provided answers and above considerations into account.

Actions to TSG SA WG3:

TSG SA WG2 kindly ask TSG SA WG3 whether a 16 bits NAS MAC provides sufficient protection for Service Request messages taking into account the information given above
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