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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

This document specifies the stage 2 service description for providing IP connectivity using non-3GPP accesses to  the Evolved 3GPP Packet Switched domain. In addition, for E-UTRAN and non-3GPP accesses, the specification describes the Evolved 3GPP PS Domain where the protocols between its Core Network elements are IETF based.
ITU-T Recommendation I.130 [2] describes a three-stage method for characterisation of telecommunication services, and ITU-T Recommendation Q.65 [3] defines stage 2 of the method.
The specification covers both roaming and non-roaming scenarios and covers all aspects, including mobility between 3GPP and non 3GPP accesses, policy control and charging, and authentication,   related to the usage of non-3GPP accesses.
TS 23.401 [4] covers architecture aspects common to the Evolved 3GPP Packet Switched domain.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
ITU‑T Recommendations I.130: "Method for the characterization of telecommunication services supported by an ISDN and network capabilities of an ISDN".

[3]
ITU‑T Recommendation Q.65: "The unified functional methodology for the characterization of services and network capabilities".

[4]
3GPP TS 23.401: "GPRS Enhancements for E-UTRAN Access".

[5]
3GPP TS 23.234: "3GPP System to Wireless Local Area Network (WLAN) Interworking; System Description".

[6]
3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description Stage 2".

[7]
3GPP TS 33.234: "3G security; Wireless Local Area Network (WLAN) interworking security"
[8]
IETF Internet-Draft, draft-ietf-netlmm-proxymip6-01.txt, "Proxy Mobile IPv6" work in progress

[9]
IETF RFC 4306, "Internet Key Exchange Protocol Version 2"
[10]
IETF Internet-Draft, draft-ietf-mip6-nemo-v4traversal-03.txt, "Mobile IPv6 support for dual stack Hosts and Routers (DSMIPv6)" work in progress
[11]
IETF RFC 3748: "Extensible Authentication Protocol (EAP)".
[12]
IETF RFC 3344, "Mobility Support for IPv4".
[13]
IETF RFC 4285, "Authentication Protocol for Mobile IPv6".
[14]
IETF RFC 3775, "Mobility Support in IPv6".
[15]
IETF RFC 4282, "The Network Access Identifier".

[16]
3GPP TS 23.003: "Numbering, addressing and identification".
[17]
IETF Internet-Draft, draft-ietf-netlmm-pmip6-ipv4-support-00.txt, "IPv4 Support for Proxy Mobile IPv6" work in progress.
[18]
IETF RFC 4555, “IKEv2 Mobility and Multihoming Protocol (MOBIKE)”
3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
CCoA
Collocated Care-of-address

DSMIPv6
Dual-Stack MIPv6

EPC
Evolved Packet Core

ePDG
Evolved Packet Data Gateway

EPS
Evolved Packet System

FACoA
Foreign Agent Care-of-Address

GW
Gateway

MAG
Mobile Access Gateway

MIPv4
Mobile IP version 4

MIPv6
Mobile IP version 6

MME
Mobility Management Entity

P-GW
PDN Gateway

PMIPv6
Proxy Mobile IP version 6

S-GW
Serving GW

4
Architecture Model and Concepts
<This section explains high-level architecture of EPS enhancements>
4.1
General Concepts

<This section explains high-level architecture of EPS enhancements>
The EPS shall support IETF based network-based mobility management mechanism (e.g., PMIP) and host-based mobility management mechanism (e.g., MIP) over S2 reference points.

The mobility management procedures specified to handle mobility between 3GPP and non 3GPP accesses shall include mechanisms to minimize the handover latency due to authentication and authorization for network access. This applies to UEs either supporting simultaneous radio transmission capability or not supporting it.
Editor's note: A solution for overlapping home IPv4 address ranges is needed.
4.1.1
General Concepts for interworking betweeen E-UTRAN and CDMA2000

The mobility management procedures specified to handle mobility between E-UTRAN and CDMA2000 accesses (as required by TS 22.278) shall include mechanisms to minimize the service interruption during handover and where possible support bidirectional service continuity. 
-
This applies to UEs supporting either single or dual radio capability. 

-
The mobility management procedures should minimize any performance impacts to the UE and the respective accesses, for example, UE battery consumption and network throughput.

-
The mobility management procedures should minimize the coupling between the different accesses  allowing independent protocol evolution in each access.
4.2
Architecture Reference Model

4.2.1
Non-Roaming Architecture
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Figure 4.2.1-1: Non-Roaming Architecture..
Note: Tusted 3GPP IP Access is specified in TS 23.401.

4.2.2
Roaming Architecture
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Figure 4.2.2-1: Roaming Architecture, Home Routed Traffic
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Figure 4.2.2-2: Roaming Architecture, Home Routed Traffic with vPLMN Anchoring
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Figure 4.2.2-2: Roaming Architecture, Local Breakout Traffic
Editor's note:
impacts from Direct Tunnel architecture need to be considered in the architecture diagrams.
Editor's note:
the Roaming architecture for the Visited Services scenario and user traffic local breakout for the Home Services scenario needs to be included in this specification.
4.3
High Level Functions

<This section explains the high level functions (eg charging, encryption) used for EPS enhancements>
4.4
Network Elements

<This section explains network elements of EPS enhancements and functions allocated to each network element>
4.4.1
EPS-HA

For connections utilizing the EPS-HA, the EPS-HA functions include:

· PDN connectivity & PDN address allocation support (SGi)
· User plane anchor for mobility between IP access systems
· Termination of S2a, S2b and S2c reference points. S2a/S2b and S2c may be used for non roaming (intra PLMN) and roaming (inter PLMN) connectivity
· Policy enforcement
· Per-user based packet filtering (by e.g. deep packet inspection)
· Charging support
· Packet screening
· Lawful Interception
4.4.2
Trusted 3GPP IP Access

Trusted 3GPP IP Access is specified in TS 23.401. 

Note that deployment of Trusted 3GPP IP Access as specified in TS 23.401 does not require deployment of TS 23.402.














4.5
Reference Points

4.5.1
List of Reference Points
The description of the reference points:
Editor's note:
Once the architecture diagrams are stable in this specification and in TS 23.401, the reference point names need to be updated to remove either the letters or only keep a number series, e.g. S6a replaced with Sn where there is only either a digit or a letter.
S1-MME, S1-U, S3, S4, S10, S11:
these are defined in [4].

S2a:
It provides the user plane with related control and mobility support between trusted IP access (3GPP or Non 3GPP) and the EPS-HA.

S2b:
It provides the user plane with related control and mobility support between ePDG and the EPS-HA.
S2c:

It provides the user plane with related control and mobility support between UE and the EPS-HA. This reference point is implemented over trusted and/or untrusted non-3GPP Access and/or 3GPP access.


S6a:
This interface is defined between MME and HSS for authentication and authorization. It is defined in [4].
S6c:
It is the reference point between EPS-HA in HPLMN and 3GPP AAA server for mobility related authentication if needed. This reference point may also be used to retrieve and request storage of mobility parameters.
S6d:
It is the reference point between EPS-HA in VPLMN and 3GPP AAA Proxy for mobility related authentication if needed.  This reference point may also be used to retrieve and request storage of mobility parameters.
S7:
It provides transfer of (QoS) policy and charging rules from PCRF to Policy and Charging Enforcement Point (PCEF). The allocation of the PCEF is FFS.

S9: 
Indicates the roaming variant of the S7 reference point for the enforcement in the VPLMN of dynamic control policies from the HPLMN.
SGi: 
It is the reference point between the EPS-HA and the packet data network. Packet data network may be an operator external public or private packet data network or an intra operator packet data network, e.g. for provision of IMS services. This reference point corresponds to Gi and Wi functionalities and supports any 3GPP and non-3GPP access systems.
Wa*:
It connects the Untrusted non-3GPP IP Access with the 3GPP AAA Server/Proxy and transports access authentication, authorization and charging-related information in a secure manner. Differences compared to Wa as defined in [5] are FFS. 

Ta*:
It connects the Trusted non-3GPP IP Access with the 3GPP AAA Server/Proxy and transports access authentication, authorization, mobility parameters and charging-related information in a secure manner.
Wd*:
It connects the 3GPP AAA Proxy, possibly via intermediate networks, to the 3GPP AAA Server. Differences compared to Wd as defined in [5] are FFS.

Wm*:
This reference point is located between 3GPP AAA Server/Proxy and ePDG and is used for AAA signaling (transport of mobility parameters,  tunnel authentication and authorization data). Differences compared to Wm as defined in [5] are FFS.

Wn*:
This is the reference point between the  Untrusted Non-3GPP IP Access and the ePDG. Traffic on this interface for a UE initiated tunnel has to be forced towards ePDG. The existence of an entity corresponding to WAG in I-WLAN and its impact on Wn* is FFS.

Wu*:
This is the reference point between the UE and the ePDG.
Wx*:
This reference point is located between 3GPP AAA Server and HSS and is used for transport of authentication data. Differences compared to Wx as defined in [5] are FFS.


It is FFS if the two depicted S7 interfaces are different or not.

Protocol assumption:
-
S2a interface and S2b interface are based on current or future IETF RFCs. S2a is based on Proxy Mobile IP. To enable access via Trusted Non 3GPP IP accesses that do not support PMIP, S2a also supports Client Mobile IPv4 FA mode. S2b is based on Proxy Mobile IP.
-
S2c is based on Client Mobile IP co-located mode. (The exact protocol decision is FFS)
-


Wu* interface is based on IKEv2 [9] and MOBIKE [18].
Editor’s note: It is FFS if MOBIKE support on ePDG is mandatory.

The EPS shall allow the operator to configure a type of access (3GPP or non-3GPP) as the "home link" for Client Mobile IP purposes.

4.5.2
Reference Point Requirements













4.6
Aspects of QoS Concepts for non-3GPP accesses

<This section explains additions to QoS concepts in TS 23.401 that are relevant to non-3GPP accesses>
5
Functional description and Information Flows

<This section specifies key functions of the architecture enhancements for non-3GPP accesses>
5.1
Control and User Planes

<This section specifies the protocol stacks on the control and user planes for each of the interfaces required for non-3GPP access support.>
5.1.1
S2 reference points

The S2 reference points are terminated at the core network side in the EPS-HA. In the roaming case, S2 can be terminated also in the EPS-HA at visited PLMNServing GW. The protocol stacks shown in the following subclauses are applicable independently of where S2 terminates.
5.1.1.1
Protocol options for S2a

The following protocols shall be supported on S2a:

-
PMIPv6
-
MIPv4 FA mode
The figures below illustrate the control planes for Mobility Management (MM) and the user planes for each protocol option.


[image: image8]
Figure 5.1.1.1-1: Protocols for MM control and user planes of S2a for the PMIPv6 option

Legend:

-
According to terms defined in PMIPv6 [8], the functional entities terminating both the control and user planes are denoted MAG in the IP access and HA (Home Agent) in the EPS-HA.

-
The MM control plane stack is PMIPv6 [8] over IPv6 [RFC2460]. IPv6 packets may be encapsulated in IPv4 when an IPv4 transport network is employed.

-
The user plane carries remote IPv4/v6 packets over either an IPv4 or an IPv6 transport network.

-
The tunnelling layer implements IPv4/v6 encapsulation applicable for PMIPv6 [8]. The tunnelling mechanisms supported are defined in MIPv6 RFC3775 [14]. In some cases the tunnelling layer may be transparent.


[image: image9]
Figure 5.1.1.1-2: Protocols for MM control and user planes of S2a for the MIPv4 FA mode option (For trusted Non 3GPP IP accesses only)
Legend:

-
According to terms defined in MIPv4 RFC3344 [12], the functional entities terminating both the control and user planes are denoted MN (Mobile Node) in the UE, FA (Foreign Agent) in the non-3GPP IP access, and HA (Home Agent) in the EPS-HA.

-
The MM control plane stack is MIPv4 RFC3344 [12] over UDP over IPv4.

-
The user plane carries remote IPv4 packets over an IPv4 transport network.

-
The tunnelling layer implements IP encapsulation applicable for MIPv4 as defined in RFC3344 [12]. In some cases the tunnelling layer may be transparent.

5.1.1.2
Protocol options for S2b

The following protocol shall be supported on S2b:

-
PMIPv6
The figure below illustrates the control plane for Mobility Management (MM) and the user plane.


[image: image11]
Figure 5.1.1.2-1: Protocols for MM control and user planes of S2b for the PMIPv6 option

Legend:

-
According to terms defined in PMIPv6 [8], the functional entities terminating both the control and user planes are denoted MAG in the non-3GPP IP access and HA (Home Agent) in the EPS-HA.

-
The MM control plane stack is PMIPv6 [8] over IPv6. IPv6 packets may be encapsulated in IPv4 when an IPv4 transport network is employed.

-
The user plane carries remote IPv4/v6 packets over either an IPv4 or an IPv6 transport network.

-
The tunnelling layer implements IPv4/v6 encapsulation applicable for PMIPv6 [8]. The tunnelling mechanisms supported are defined in MIPv6 RFC3775 [14]. In some cases the tunnelling layer may be transparent.

5.1.1.3
Protocol options for S2c

The following protocol shall be supported on S2c:

-
DSMIPv6
Editor's note:
Support for MIPv4 CCoA mode is considered for further study.
The figure below illustrates the control plane for Mobility Management (MM) and the user plane.


[image: image12]
Figure 5.1.1.3-1: Protocols for MM control and user planes of S2c for the DSMIPv6 option

Legend:

-
According to terms defined in MIPv6 RFC3775 [14], the functional entities terminating both the control and user planes are denoted MN (Mobile Node) in the UE, and HA (Home Agent) in the EPS_HA.

-
The MM control plane stack is MIPv6 RFC3775 [14] with Dual Stack Extensions [10] over IPv6. IPv6 packets may be encapsulated in IPv4 when an IPv4 transport network is employed.

-
The user plane carries remote IPv4/v6 packets over either an IPv4 or an IPv6 transport network.

-
The tunnelling layer implements IP encapsulation applicable for MIPv6 as defined in RFC3775 [14]. In some cases the tunnelling layer may be transparent.

5.2
Identities

< This section gives additional identities used in EPS in relation to non-3GPP access support.>
5.2.1
User identification

In order to access the 3GPP Evolved Packet Core from non-3GPP accesses, and get Authentication, Authorization and Accounting services from the Evolved Packet Core, the NAI [15] based user identification defined for 3GPP IWLAN in 3GPP TS 23.003 [16] shall be used.

User identification in non-3GPP accesses may require additional identities that are out of the scope of 3GPP. These user identities, if not compliant to 3GPP TS 23.003 [16], are however not sufficient to identify a user in the 3GPP Evolved Packet Core.

5.3
Network Discovery and Selection

<This section describes network selection (between operators & RAT types) and discovery when both 3gpp and non-3gpp accesses are available. This section may refer to other specifications>
The following principles have been identified regarding multi-access network selection (between operators & RAT types) and discovery when both 3gpp and non-3gpp accesses are available:

-
The EPS network may provide the UE with assistance data/policies about available accesses to allow the UE to scan for accesses and select an access

-
The EPS network allows the home and visited operator to influence the access that the UE shall handoff to (when in active mode) or re-select (when in idle mode)

-
Multi-access network discovery and selection works for both single-radio and multiple- radio terminals

-
No architectural impact is foreseen for network selection upon initial network attachment

The multi-access network discovery and selection mechanism shall not interfere with either existing 3GPP network selection mechanisms used for the 3GPP Access Technologies or existing 3GPP2 network selection mechanisms.
5.4

Authentication and Security

<This section describes the authentication and security functions applied when connecting non-3GPP accesses to the EPS>
5.4.1
Access Authentication

Non-3GPP access authentication defines the process that is used for Access Control i.e. to permit or deny a subscriber to attach to and use the resources of a non-3GPP IP access which is interworked with the EPC network. Non-3GPP access authentication signalling is executed between the UE and the 3GPP AAA server/HSS. The authentication signalling may pass through AAA proxies.

If 3GPP based access authentication is required, it is executed across a Wa*/Ta* reference point as depicted in the EPS architecture diagram. Following principles shall apply in this case -
-
Transport of authentication signalling shall be independent of the non-3GPP IP Access technology.

-
Access authentication signalling shall be based on IETF protocols, for e.g., Extensible Authentication Protocol (EAP) as specified in RFC 3748 [11].

-
Access authentication signalling procedures shall be based on the I-WLAN Access Authentication procedures described in TS 33.234 [7].

5.4.2
EPS-HA and ePDG Selection and IP address allocation

<This section specifies selection of EPS-HA for PDN access and allocation of IP address applied when connecting non-3GPP accesses to the EPC. It also includes selection of visited EPS-HA in case S2 interfaces are anchored at vPLMN. >
Editor's note:
Initial attach will be covered in this section.

Editor's Note:
Network selection procedures are carried out as described in section "Network Discovery and Selection".
5.4.2.1
EPS-HA Selection Function for non-3GPP Accesses
EPS-HA selection for non-3GPP accesses uses similar mechanisms as defined in 3GPP TS 23.401 for PDNGW selection, with the following modification:

-
Instead of the HSS, the EPS-HA selection function interacts with the 3GPP AAA Server or 3GPP AAA Proxy.

During the initial authorization, EPS-HA selection information is returned.  This enables the entity requiring the address of the EPS-HA to proceed with selection. Once the selection has occurred, the EPS-HA stores its association with a UE.  This permits the 3GPP AAA Server or Proxy to provide the EPS-HA address subsequently. 
In the case that a UE already has an assigned EPS-HA, this gateway's address will be returned by the 3GPP AAA Server or Proxy during the authorization step.  This eliminates the need for EPS-HA selection.

Editor's Note:
The storage of the EPS-HA address information (whether in the HSS or 3GPP AAA Server) is FFS.

Editor's Note:
It is FFS whether the PDN Gateway selection mechanism defined in 23.401 can be used to determine the visited EPS-HA.

Note that the location of the EPS-HA selection function depends upon the type of S2 interface used for attachment and the IP mobility mechanism being used.
-
For PMIPv6 on S2a/b, the entity requesting the EPS-HA is the entity acting as Mobile Access Gateway (MAG). It’s FFS for home routed roaming case with an anchor in the VPLMN.
-
For MIPv4 FA mode on S2a, the entity requesting the EPS-HA  is the entity that plays the role of the FA. It’s FFS for home routed roaming case with an anchor in the VPLMN.
Additionally, for the S2c reference point, the UE needs to know the IP address of the EPS-HA for the PDN the UE wants to connect to. This address is made known to the UE with one of the following ways:

1)
Via attach procedure for 3GPP access (as defined in TS 23.401)

2)
Via IKEv2 during tunnel setup to ePDG

3)
The UE can request a EPS-HA address in a given PDN via DHCP

4)
If the IP address of the EPS-HA is not delivered using options 1-3 above the UE can resolve an FQDN corresponding to a PDN via DNS.

Editor’s note: It is FFS under which conditions (e.g. in which accesses) the above methods can be used

Editor's Note: It is FFS how the FQDN in alternative 4 is constructed from available information. For example the UE could use home APN (or W-APN) and well known strings (e.g., “homeagent”) to construct such an FQDN.
Editor’s Note: The mechanism for mobility mode selection (i.e. host-based vs network-based mobility) is FFS.
5.4.2.2
ePDG Selection

ePDG selection by the UE is performed using the mechanism specified in 3GPP TS 23.234 [5] for PDG selection.

For a UE roaming in a VPLMN, if the ePDG in the VPLMN needs to be selected the procedure is as follows:

-
UE constructs an FQDN using the W-APN Network Identifier and VPLMN ID as the Operator Identifier and performs a DNS query to resolve it. If the VPLMN supports the W-APN or if the VPLMN does not support the W-APN, but supports roaming with a visited ePDG and a home EPS-HA, it returns the address of a visited ePDG.
-
If the previous step fails, UE constructs an FQDN using the W-APN Network Identifier and HPLMN ID as the Operator Identifier and performs a DNS query to resolve it.
-
UE selects an ePDG address from the list returned in the DNS response and initiates the IPsec tunnel establishment.
5.4.2.3
Initial Attach on S2a
5.4.2.3.1
General
This section is related to the case when the UE powers-on in a trusted IP access and attaches to the EPS via S2a interface.
5.4.2.3.2
Initial Attach procedure with MIPv4 FACoA Mode for non-roaming 

Note: this mode is supported for Non 3GPP accesses only.
In the non-roaming case, MIPv4 [12] is used to setup a MIP tunnel between the Trusted non-3GPP IP Access and the EPS-HA.  It is assumed that a Foreign Agent (FA) is located in the Trusted non-3GPP IP Access.
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Figure 5.4.2.3.2-1: Initial attachment when MIPv4 FACoA mode MM mechanism is used over S2a for non-Roaming

1)
The initial Non-3GPP access specific L2 procedures are performed. These procedures are outside the scope of 3GPP.
2)
The Non-3GPP access specific authentication procedure is performed. The authentication procedure between UE and Trusted non-3GPP IP Access is outside the scope of 3GPP. Depending on the type of non-3GPP access system, the EPS-HA address may be determined at this point as described in section 5.4.2.1., otherwise it is determined in step 5 below. The EPS-HA information is returned as part of the reply from the 3GPP AAA Server to the FA in the trusted non-3GPP access. This may entail an additional name resolution step.
Editor's note:
The event that triggers Authentication and Authorization between Non-3GPP IP Access and AAA/HSS depends on the specific type of non-3GPP access system.

3)
The UE may send an Agent Solicitation (AS) [12] message.

4)
The FA in the Trusted Non-3GPP IP Access sends a Foreign Agent Advertisement (FAA) [12] message to the UE. The FAA message includes the Care-of Address (CoA) of the Foreign Agent function in the FA.

5)
The UE sends a Registration Request (RRQ) [12] message to the FA. Reverse Tunnelling shall be requested. This ensures that all traffic will go through the EPS-HA. The RRQ message shall include the NAI-Extension [14]. The UE may not indicate a specific Home Agent address in the RRQ message, in which case the EPS-HA is selected by the FA. The UE then receives the IP address of the EPS-HA in step 9 as part of the RRP message. The UE should then include the EPS-HA address in the Home Agent address field of subsequent RRQ messages. Depending on the type of non-3GPP access system, the EPS-HA address may be determined in a non-3GPP specific way at this step instead of step 2.
6)
The FA processes the message according to [12] and forwards a corresponding RRQ message to the EPS-HA.

7)
The selected EPS-HA informs the 3GPP AAA Server of the EPS-HA's address.

Editor's note:
It is FFS whether this step can be avoided, e.g. if the EPS-HA address is already known by the AAA/HSS by other means.

Editor's Note:
This step may be unnecessary as the UE will generally have learned its HA address (e.g., in the MIPv4 Registration Reply) and use this in subsequent mobility messages.
8)
The EPS-HA allocates an IP address for the UE and sends a Registration Reply (RRP) [12] to the FA, including the IP address allocated for the UE.

Editor's note:
Whether the EPS-HA should authenticate the Registration Request message is FFS. It is FFS which entity stores the allocated EPS-HA IP Address.

9)
The FA processes the RRP according to [12] and sends a corresponding RRP message to the UE.

10)
IP connectivity from the UE to the EPS-HA is now setup. A MIP tunnel is established between the FA in the Trusted Non-3GPP IP Access and the EPS-HA.
5.4.2.3.3
Initial Attach procedure with PMIPv6 for non-roaming

PMIPv6 [8] is used to setup a PMIPv6 tunnel between the trusted IP access and the EPS-HA. In both roaming and non-roaming cases, S2a is present. It is assumed that MAG exists in the trusted IP access.
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Figure 5.4.2.3.3-1: Initial attachment with Network based MM mechanism over S2a for non-roaming
1)
The initial IP access specific L2 procedures are performed. These procedures are access specific and are outside the scope of this specification;
2)
The access authentication procedure is initiated and performed involving the UE, Trusted IP Access and the 3GPP AAA Server/HSS. In the roaming case, there may be several AAA proxies involved. The EPS-HA address is determined at this point as described in section 5.4.2.1.  The EPS-HA information is returned as part of the reply from the 3GPP AAA Server/HSS to the trusted IP access. This may entail an additional name resolution step, issuing a request to a DNS Server;
3)
After successful authentication and authorization, the L3 attach procedure is triggered;

Editor's note:
The details of this step including selection of PMIP vs CMIP is FFS.
4)
MAG function of Trusted IP Access sends Proxy Binding Update message to EPS-HA;

Editor's note:
How the Proxy Binding Update message is secured is FFS.

5)
The selected EPS-HA informs the 3GPP AAA Server of its address;
Editor's note:
It is FFS whether this step can be avoided, e.g. if the EPS-HA address is already known by the AAA/HSS by other means.
6)
The EPS-HA processes the proxy binding update and creates a binding cache entry for the UE. The EPS-HA allocates IP address for the UE. TheEPS-HA then sends a proxy binding acknowledgement to the MAG function in Trusted IP Access, including the IP address(s) allocated for the UE;
NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.
Editor's note:
It is FFS which entity stores the allocated EPS-HA IP Address.

7)
The PMIPv6 tunnel is set up between the Trusted IP Access and the EPS-HA;

8)
L3 attach procedure is completed. IP connectivity between the UE and the EPS-HA is set for uplink and downlink directions.
Editor's note:
The details of this step is FFS
5.4.2.4
Initial Attach on S2b

5.4.2.4.1
General
This section is related to the case when the UE powers-on in an untrusted network via S2b interface.
5.4.2.4.2

Initial Attach procedure with PMIPv6 for non-roaming
In the non-roaming case, PMIPv6 [8] is used to setup a PMIPv6 tunnel between the ePDG and the EPS-HA. It is assumed that MAG is collocated with ePDG. The IPsec tunnel between the UE and the ePDG provides a virtual point-to-point link between the UE and the MAG functionality on the ePDG.
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Figure 5.4.2.4.2-1: Initial attachment when Network based MM mechanism are used over S2b for non-Roaming

NOTE: 
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network.  This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 5.4.2.2.. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7]. The EPS-HA address is determined at this point as described in section 5.4.2.1  The EPS-HA information is returned as part of the reply from the 3GPP AAA Server to the ePDG.  This may entail an additional name resolution step, issuing a request to a DNS Server.
2)
The ePDG sends the Proxy Binding Update message to the EPS-HA.  The proxy binding update message shall be secured.



Editor's note:
How the Proxy Binding Update message is secured is FFS.

3)
The selected EPS-HA informs the 3GPP AAA Server of the EPS-HA address.
Editor's note:
It is FFS whether this step can be avoided, e.g. if the EPS-HA address is already known by the AAA/HSS by other means.

4)
The EPS-HA processes the proxy binding update and creates a binding cache entry for the UE.  The EPS-HA allocates an IP address for the UE.  The EPS-HA then sends a proxy binding ack to the ePDG, including the IP address allocated for the UE.

NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

Editor's note:
It is FFS which entity stores the allocated EPS-HA IP Address.

5)
After the BU is successful, the ePDG is authenticated by the UE.

6)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads.

7)
IP connectivity from the UE to the EPS-HA is now setup.  Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the EPS-HA. From the EPS-HA normal IP based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the EPS-HA. The EPS-HA tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.

5.4.2.4.3
Initial Attach procedure with PMIPv6 for roaming case with home routed traffic anchored by visited EPS-HA
In the case of home routed traffic in the roaming case with anchor in visited EPS-HA, PMIPv6 [8] is used to setup PMIPv6 tunnels between the vEPS-HA and the Home EPS-HA (i.e. S2a) and between the ePDG and the visited EPS-HA (i.e. S2b) . It is assumed that the MAG is collocated with visited EPS-HA for the PMIPv6 procedure between the vEPS-HA and the hEPS-HA and with the ePDG for the PMIPv6 procedure between the ePDG and the visited EPS-HA. The IPsec Tunnel between UE and ePDG provides a virtual point-to-point link between the UE and the MAG functionality on the ePDG.

1
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Figure 5.4.2.4.3-1: Initial attachment when Network based MM mechanism are used over S2b for Home Routed Roaming with anchored by visited EPS-HA
NOTE:
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 5.4.2.2. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7]. The home EPS-HA address is determined at this point as described in section 5.4.2.1  The home EPS-HA information is returned as part of the reply from the 3GPP AAA Proxy to the ePDG.  This may entail an additional name resolution step, issuing a request to a DNS Server.
2)
The ePDG sends the Proxy Binding Update message to the visited EPS-HA. The proxy binding update message shall be secured.

Editor's note:
How to select a visited EPS-HA is FFS. If APN should be included in this step is FFS.

Editor's note:
How the Proxy Binding Update message is secured is FFS.

3)
The visited EPS-HA processes the proxy binding update and creates a binding cache entry for the UE.  Then the visited EPS-HA sends the Proxy Binding Update message to the home EPS-HA using its own address as the MAG address.  The proxy binding update message shall be secured. Note that the binding cache entry on the visited EPS-HA does not yet have the UE's IP address information.  This information will be added to the binding cache entry after step 4.

Editor's note:
How the Proxy Binding Update message is secured is FFS.
Editor's note:
Whether the visited EPS-HA should inform the visited 3GPP AAA server that it is serving the UE is FFS.  It is FFS which entity stores the allocated visited EPS-HA  IP Address.
4)
The selected home EPS-HA informs the 3GPP AAA Server of the home EPS-HA address.
Editor's note:
It is FFS whether this step can be avoided, e.g. if the home EPS-HA address is already known by the AAA/HSS by other means.

5)
The home EPS-HA processes the proxy binding update and creates a binding cache entry for the UE.  The home EPS-HA allocates an IP address for the UE. The home EPS-HA then sends a proxy binding ack to the visited EPS-HA, including the IP address allocated for the UE.  Once the visited EPS-HA processes the proxy Binding Ack, it stores the UE's IP address information in the binding cache entry.
NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

Editor's note:
It is FFS which entity stores the allocated EPS-HA IP Address.

6)
After the Proxy BU/Proxy BAck is successful, there is a PMIPv6 tunnel setup between the visited EPS-HA and the home EPS-HA.
7)
The ePDG continues with the IKE_AUTH exchange.
8)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads.  The IP address sent in the IKEv2 configuration payload is the same address that the ePDG received in the Proxy Binding Ack message.
9)
IP connectivity from the UE to the hoem EPS-HA is now setup. Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the visited EPS-HA. The visited EPS-HA then tunnels the packet to the home EPS-HA. From the home EPS-HA normal IP based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the home EPS-HA. The home EPS-HA tunnels the packet based on the binding cache entry to the visited EPS-HA. The visited EPS-HA tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.
Editor's note:
How the visited EPS-HA maps the two PMIPv6 tunnels, one from the ePDG to the visited EPS-HA and one from the visited EPS-HA to the home EPS-HA based on the UE's address is FFS.

5.4.2.5
Initial Attach on S2c

5.4.2.5.1
Initial Attach procedure from Trusted IP Access with DSMIPv6 for non-roaming case

This section is related to the case when the UE attaches to a Trusted IP Access network and host based mobility management mechanisms are used. Dual Stack MIPv6 [10] is used for supporting mobility over S2c interface.
Figure 5.4.2.3.1-1 depicts the procedure for the non-roaming case.


[image: image22]
Figure 5.4.2.5.1-1: Initial attachment from Trusted IP Access with DSMIPv6 in non-roaming case

Before the initial attachment is performed the UE shall be authenticated and authorized to get IP connectivity through the Trusted Access network and a Local IP address from the access network domain shall be assigned to the UE. This Local IP Address is used by the UE during the Security Association establishment of step 1.

1)
A security association is established between UE and EPS-HA to secure the MIP messages between UE and EPS-HA. The UE initiates the establishment of the security association.

NOTE 1:
The EPS-HA may communicate with the AAA infrastructure during this step.

Editor's note:
Generation and provision of credentials, protocols used for Security Association Setup and EPS-HA IP Address allocation are FFS. The use of IETF RFC4285 [13] is FFS. When it is used the procedure will be different

2)
The UE sends the MIP Binding Update message to the EPS-HA as specified in [10].

Editor's note:
It is FFS how the UE is informed of the assigned EPS-HA.

3)
The EPS-HA processes the binding update. During the processing the EPS-HA performs authentication and authorization of the user based on the information received from AAA infrastructure, and allocates an IP address or IP addresses for the UE.

NOTE 2:
The communication between the EPS-HA and the AAA infrastructure during this step is optional, e.g., the EPS-HA may have received all needed information for authentication and authorization in step 1.

NOTE 3:
The EPS-HA allocates only the type(s) of IP address (IPv6 and/or IPv4) that were explicitly requested by the UE.

Editor's note:
The details of IP address allocation is FFS.

The EPS-HA informs the 3GPP AAA Server of the address of the selected EPS-HA.

Editor's note:
It is FFS whether this step can be avoided, e.g. if the EPS-HA address is already known by the AAA/HSS by other means.
Editor's note:
It is FFS which entity stores the allocated EPS-HA IP Address.

4)
The EPS-HA sends the MIP Binding Ack to the UE, including the IP address allocated for the UE as specified in [10].

As a result of the above steps the IP connectivity is established and the UE can start using its home address at the application level.
5.4.2.5.2
Initial Attach procedure from Untrusted Non-3GPP IP Access with DSMIPv6 for non-roaming case

This section is related to the case when the UE powers-on in an untrusted network via S2c interface and host based mobility management mechanism is used. Dual Stack MIPv6 [10] is used for supporting mobility over S2c interface.
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Figure 5.4.2.5.2-1: Initial attachment when Host based MM mechanism are used over S2c for non-Roaming

The UE is authenticated and authorised to access the Untrusted Non-3GPP Access network, After the authentication, UE is configured with Local IP Address from the access network domain. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.
1)
The IKEv2 tunnel establishment procedure is started by the UE. The UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 5.4.2.2.After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7].


Editor's note:
How APN is resolved to a EPS-HA is FFS. If APN is involved in EPS-HA selection is FFS.


Editor's note:
If a relation between ePDG discovery and EPS-HA discovery is required is FFS.

2)
The ePDG sends the final IKEv2 message with the assigned IP address in IKEv2 Configuration payloads.

3)
IPsec Tunnel between the UE and ePDG is now setup.

4)
The security association is established between UE and EPS-HA to secure the Binding Update messages between UE and EPS-HA.


Editor's note:
Protocols for Security Association Setup and EPS-HA IP Address Configuration is FFS.

4)
The UE sends the Binding Update message to the EPS-HA.  The Binding Update is as specified in [10]


Editor's note:
It is FFS how the UE is informed of the allocated EPS-HA IP address.
6)
The EPS-HA processes the binding update and creates a binding cache entry for the UE.  The EPS-HA allocates an IP address for the UE.  The EPS-HA then sends a binding ack to the UE, 'including the IP address allocated for the UE.

NOTE:
If UE requested for both IPv4 and IPv6 addresses, both IPv4 and IPv6 addresses are allocated. In the case only IP address of either IPv4 or IPv6 is requested, then IP address of only the requested IP version is allocated.

7)
The IP Connectivity is now setup.


Editor's note:
It is FFS, if AAA Server/HSS are updated of the service provided by the UE.





























5.4.3
ME identity check procedures
< This subclause will contain details on ME identity checking (e.g. IMEI checking)>
5.5
Session Management, QoS and interaction with PCC Functionality
<This section describes the SM, QoS and interaction with PCC functionality when connecting IP  accesses to the 23.402 based EPC overlay  network>
5.6
Handover

<This section describes the information flows for handover between 3GPP and non-3GPP accesses>
Editor’s Note: The detailed information flows provided in Annex C may need to be updated to conform to the high-level principle flows defined in this section.
5.6.1
Handovers without Optimizations
<This section contains flows for supporting handovers without optimizations>

The following high-level flows show the handover principle for S2 based mobility between IP access systems. 

5.6.1.1
Network Based Mobility

For network-based mobility, the following principle is followed:

:
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Figure 5.6.1.1-1.  High-level handover flow for S2 based mobility towards IP access systems for
network-based mobility handling.
1)
The UE detects an IP access system while the communication takes place on previous IP access system. The mechanisms that aid the UE to discover the new IP access system are specified in section 5.3 (Network Discovery and Selection).
2)
The UE first carries out the initial RAT-specific attach procedures with the new IP access (these procedures are outside the scope of this specification). It then authenticates itself with the access network. After successful authentication and authorization, L2/L3 connectivity between the UE and access GW is established. This includes the establishment of an IPsec tunnel if necessary.

Editor’s Note:
The mechanism for mobility protocol selection is FFS. 

NOTE:
As part of the authentication procedure, the IP address of the EPS-HA that anchors the UE is conveyed to the Access GW.

3)
The UE triggers the L3 attach procedure. In case of a handover towards a non-trusted non-3GPP access, the successful establishment of the IPsec tunnel provides the trigger for step 4.

4)
The mobility agent (i.e. MAG) on  Access GW (e.g. the PDNGW, ePDG or WiMAX ASN) performs the path update (i.e. Proxy Binding Update) with the mobility anchor that is located in EPS-HA.

5)
After a successful path update, the Access GW indicates to the UE that the handover is completed (e.g. by sending an IPv6 RA).



The detailed flows for handovers involving the S2a and S2b interfaces are provided as part of Annex C.1 and Annex C.2 respectively.
5.6.1.2
Client Based Mobility
For client-based mobility, the following principle is followed:
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Figure 5.6.1.2-1.  High-level handover flow for S2 based mobility towards IP access system for client-based mobility handling
1)
The UE detects a n IP access system while the communication takes place on the previous IP access system. The mechanisms that aid the UE to discover the new IP access system are specified in section 5.3 (Network Discovery and Selection).
2)
The UE first carries out the initial RAT-specific attach procedures with the IP access (these procedures are outside the scope of this specification). It then authenticates itself with the access network. After successful authentication and authorization, L2/L3 connectivity between the UE and access GW is established. This includes the establishment of an IPsec tunnel if necessary.

Editor’s Note: The mechanism for mobility protocol selection is FFS. In case the network decides for client-based Mobile IP, it will assign the UE on the IP access interface a different IP address from the one currently assigned.

NOTE:
As part of the authentication procedure, the IP address of the EPS-HA that anchors the UE is conveyed to the UE or FA (depending on the mode: Co-located CoA or FA-CoA).

3)
The UE performs the Mobile IP Binding Update procedure with the EPS-HA. In case of MIPv4-FA mode the RRQ/RRP messages are relayed via the FA.










The detailed flows for handovers involving the S2c interface are provided as part of Annex C.3.
5.6.2      
Handover Optimizations applicable to all  accesses

<This sub-section describes handover optimization procedures that are generic and applicable to all non-3GPP accesses. >

5.6.3       Handover Optimizations applicable to specific accesses

<This section describes handover optimization procedures that are specific to particular accesses (3GPP and non-3GPP). Subsections may also contain details for generic optimization procedures to make them applicable to specific accesses >
5.6.3.1 
E-UTRAN Access and CDMA2000 Accesses 

<Handover optimization procedures for 3GPP accesses and 3GPP2 accesses for scenarios specified in TS 22.278 >

5.6.3.2 
3GPP Accesses and Mobile WiMAX 

<Handover optimization procedures for 3GPP accesses and Mobile WiMAX accesses for scenarios specified in TS 22.278 >
5.6.3.3 
Between Trusted 3GPP IP Access systems
Optimizations for the S2 based inter PDNGW mobility are provided by the Serving GW/PDNGW relocation functionality. This functioanlity is specified in TS 23.401.
5.7
Information Storage

<This section describes the context information that is stored in the different nodes for non-3GPP accesses support>
5.8
Charging

< This section gives a high level overview of the charging capabilities in EPC for non-3GPP accesses.>
5.9
Interactions with Other Services

< This section describes the interactions with other services/features, e.g. location services, emergency/priority access, possibly terminal configuration, etc. when connecting non-3GPP accesses to the EPC>
Annex A (Informative):
Non-3GPP Access Specific Aspects
<This section is a placeholder and may be needed for specific non-3GPP accesses in case descriptions in the previous sections are not sufficient.>
Annex B (informative):
Roaming scenarios for non-3GPP accesses

Editors Note: This Annex B is not aligned with the rest of this specification. The annx B is to be updated or removed.

This annex presents some of the possible roaming scenarios for consideration for EPC. The purpose of this annex is not to mandate any scenarios but to provide guidance for continued specification work.

The scenarios focus on the use of S2a/b/c and S8a/b in different roaming scenarios. Roaming scenarios with pre-E-UTRA networks is not included in this annex.

Note that only S2 and S8 interfaces are shown for simplicity. Interfaces related to e.g. AAA and policy control are not included.

The exact protocols supported are described in the main body of this TS.

Scenario 1

In this scenario a network-based mobility management mechanism is used on S2 and the roaming interface when roaming in non-3GPP IP accesses is based on S8b. The Serving GW may act as a local non-3GPP anchor in the VPLMN.
NOTE:
The interface between UE and network to signal access change is FFS and not shown in the figure below.
-
UE capability: Mobility with assistance from NW-based schemes

-
Anchor in HPLMN: Proxy Mobile IP Home Agent

-
Anchor in VPLMN: 3GPP Anchor and Proxy Mobile IP Home Agent

-
Non-3GPP roaming interface: S8b
-
3GPP roaming interface: S8b
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Figure B-1: Scenario 1
*) NOTE:
The 3GPP accesses may be provided by the HPLMN, the VPLMN or both.
Scenario 2

In this scenario a network-based mobility management mechanism is used on S2 and the roaming interface when roaming in non-3GPP IP accesses is based on S2. The Serving GW is only used to connect 3GPP accesses. The roaming interface for 3GPP accesses can be either S8a or S8b.

The mobility mechanism used in this scenario could be based on Proxy Mobile IP and/or Mobile IP in FA mode. This scenario is applicable if the user plane traffic does not need to pass a Serving GW in the VPLMN.

NOTE:
The interface between UE and network to signal access change is not shown in the figure below. For Mobile IP in FA mode, Mobile IP signaling between UE and network is used to signal access change. For the PMIPv6 case, access change signaling is FFS.
-
UE capability: Mobility with assistance from NW-based schemes and/or Mobile IP with FA CoA.
-
Anchor in HPLMN: Proxy Mobile IP Home Agent and/or Mobile IPv4 Home Agent. Also S8a termination if S8a is used for 3GPP roaming.
-
Anchor in VPLMN: 3GPP Anchor.
-
Non-3GPP roaming interface: S2a/S2b.
-
3GPP roaming interface: S8a/b.
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Figure B-2. Scenario 2

*) See note after Figure B-1

Scenario 3

This scenario shows a case were a host-based mobility management mechanism is used on S2 and the roaming interface when roaming in non-3GPP IP accesses is based on S2. The Serving GW is only used to connect 3GPP accesses. The roaming interface for 3GPP accesses can be either S8a or S8b.

The scenario shows a case where the UE is at its "home link" (in Mobile IP sense) when in 3GPP accesses. Mobile IP user plane tunneling is thus not used over the 3GPP accesses, only Mobile IP signaling is sent if needed.

Mobile IP signaling between UE and network is used to signal access change.

Plain host based Mobile IP provides a single mobility anchor point (Home Agent). The user plane for non-3GPP accesses is thus not anchored in the Serving GW in the VPLMN.
-
UE capability: Mobile IP

-
Local IP addresses in trusted non-3GPP IP access network and ePDG

-
Anchor in HPLMN: Mobile IP Home Agent and S8a/b termination

-
Anchor in VPLMN: 3GPP Anchor

-
Non-3GPP roaming interface: S2c

-
3GPP roaming interface: S8a/b
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Figure B-3: Scenario 3

*) See note after Figure B- 1

Scenario 4

This scenario shows a case were a host based mobility management mechanism is used on S2 and the roaming interface when roaming in non-3GPP IP accesses is based on S2. The difference from scenario 3 is that the user plane for non-3GPP IP accesses passes a Serving GW in the VPLMN.

The scenario shows a case where the UE is at its "home link" (in Mobile IP sense) when in 3GPP accesses. Mobile IP user plane tunneling is thus not used over the 3GPP accesses, only Mobile IP signaling is sent if needed.

Mobile IP signaling between UE and network is used to signal access change.

Tunnels (or equivalent) are used between the trusted non-3GPP access / ePDG and Serving GW to force traffic through the Serving GW. This is indicated by thick lines in the figure below. The tunnels could e.g. be pre-configured or based on PMIPv6. Host based Mobile IP (S2c) is thus run on top of this tunnel.

The scenario is e.g. applicable in a three-operator scenario where there is no direct business relationship between the non-3GPP access network operator and the HPLMN. The business relation is mediated by the VPLMN operator.

-
UE capability: Mobile IP with co-located CoA

-
Local IP address in Serving GW in VPLMN

-
Anchor in HPLMN: Mobile IP Home Agent and S8a/b termination

-
Anchor in VPLMN: 3GPP Anchor and Proxy Mobile IP Home Agent

-
Non-3GPP roaming interface: S2c

-
3GPP roaming interface: S8a/b
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Figure B-4: Scenario 4

*) See note after Figure B-1
Annex C (informative):
Handover flows
This section describes the information flows for S2 based mobility between different IP access systems. The signaling flows are based on the reference architecture that is defined in this document. 3 different signaling cases are shown:

· S2a based mobility towards a trusted IP access system (C.1)

· S2b based mobility towards an untrusted IP Access system (C.2)

· S2c based mobility towards any IP access system (C.3)

The handover scenarios involving S2a reference point includes scenarios using PMIPv6 and MIP4 with FACoA. For the FACoA mode of MIPv4, we assume that S2a runs between the FA in the non-3GPP system and the EPS-HA in the HPLMN. The DSMIPv6 protocol used over S2c is compliant to the DSMIPv6 specification [10].


C.1
Handovers involving S2a interface































C.1.1
PMIPv6 based mobility towards Trusted IP access systems (S2a)
The steps involved in the handover from source IP Access connected to the EPC to target trusted IP access are depicted below when PMIPv6 is used.
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Figure C.1.1-1: Handover between Trsuted IP accesses with PMIPv6 on S2a interfaces.
Editor's Note:
These flows do not show the setup of QoS in the IP access and interactions with the PCC architecture. These are FFS.


1)
The UE is connectedto the EPS-HA via source IP Access.

2)
The UE discovers the target trusted IP access system and determines to transfer its current sessions (i.e. handover) from the source IP Access to the discovered trusted IP access system. The mechanisms that aid the UE to discover the trusted IP access system, are specified in section 5.3 (Network Discovery and Selection).
3)
The UE performs access authentication and authorization in the target IP access system. The HSS/3GPP AAA server authenticates and authorizes the UE for access in the trusted IP access system. The HSS/3GPP AAA server returns the PDN-GW address to the trusted IP access system at this step (upon successful authentication and authorization).
Editor's Note:
It is FFS if the AAA Server interacts with the HSS to provide the IP address of the EPS-HA serving the UE.

4)
After successful authentication and authorization, the L3 attach procedure is triggered.

5)
The MAG function of Target IP Access sends Proxy Binding Update (PBU) message to the assigned EPS-HA.

Editor's note:
How the Proxy Binding Update message is secured is FFS.

6)
The EPS-HA may interact with the 3GPP AAA server to perform authorization function, e.g. authorization of the new MAG.

7)
The EPS-HA processes the proxy binding update and updates the  binding cache entry for the UE. The EPS-HA confirms the IP address(es) for the UE sending a proxy binding acknowledgement (PBA) to the MAG function in the target IP Access, including the IP address(es) allocated for the UE.

8)
L3 attach procedure is completed at this point. The IP address(es) assigned to the UE by the EPS-HA is     conveyed to the UE.
9)
The PMIPv6 tunnel is set up between the Target Trusted IP Access and the EPS-HA. The UE can send/receive IP packets at this point.
Editor's Note:
The point at which resources in the source IP Access are torn down is FFS.
C.1.2

MIPv4(FA) based mobility towards Trusted Non 3GPP IP access systems (S2a)
In this scenario, the session hands over to a trusted non-3GPP access system that uses MIPv4 over S2a.
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Figure C.1.2-1: MIPv4(FA) based mobility towards Trusted Non 3GPP IP access systems (S2a)
1)
The UE uses is connected to a source access system. It has an IP address (IPv4.
2)
At this point the UE decides to initiate non-3GPP access procedure. The decision is based on any number of reasons e.g. local policies of the UE.

3)
The UE performs access authentication and authorization in the non-3GPP access system. The 3GPP AAA server authenticates and authorizes the UE for access in the non-3GPP system. The 3GPP AAA server sends EPS-HA information to the authenticator in the non-3GPP access system.

4)
The UE gets an Agent Advertisement with the FACoA address and other necessary fields (e.g. FA Challenge if necessary). Note that UE may also send an AS to request for AA from the non-3GPP access system.

5)
The UE sends a MIPv4 RRQ message to the FA. This message may get authenticated and authorized at the FA.

6)
The FA relays the RRQ to the assigned EPS-HA.

7)
Upon receiving the RRQ, the EPS-HA authenticates the RRQ. The EPS_HA may interact with the AAA/HSS to process the RRQ.

8)
Upon successful processing of the RRQ, the EPS-HA replies back with an RRP. The FA relays the RRP back to the UE.

9)
The UE continues with IP service using the same IPv4 address.

Editor's Note:
The bearer and session teardown in the previous access system is FFS.

C.2

Handovers involving S2b interface


















C.2.1

PMIPv6 based mobility towards Untrusted IP access systems (S2b)
This section shows a call flow for a handover when a UE moves from a source IP access to an untrusted non-3GPP access network. PMIPv6 is used on the S2b interface.
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Figure C.2.1-1: PMIPv6 based mobility towards Untrusted IP access systems (S2b)
1)
The UE is initially attached to the EPS-HA via source IP access network.
2)
The UE moves and attaches to a WLAN network.

3)
The IKEv2 tunnel establishment procedure is started by the UE. The ePDG IP address to which the UE needs to form IPsec tunnel with may be discovered via DNS query or can be statically configured. The exact mechanism is left FFS. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [5]. As part of access authentication the EPS-HA information is sent to the ePDG by the 3GPP AAA server.

Editor's Note:
How the HSS/3GPP AAA server ensures the same EPS-HA that was being used while the UE was attached to the E-UTRAN is used by the ePDG also is FFS.

4)
The ePDG sends the Proxy Binding Update message to the EPS-HA with the MN-NAI ID and a request for IP address.

5)
The EPS_HA processes the proxy BU message from the ePDG, updates the binding cache entry for the UE and responds with a proxy Binding Ack.  In the proxy Binding Ack, the EPS-HA replies with the same IP address or prefix that was assigned to the UE earlier. At this point a PMIPv6 tunnel exists between EPS-HA and ePDG.

6)
The ePDG and the UE continue the IKEv2 exchange and IP address configuration.

7)
At the end of the handover procedure there is a default bearer for the UE that consists of an IPsec tunnel between the UE and the ePDG and a PMIPv6 tunnel between the ePDG and the EPS-HA.

Editor's Note:
resource  teardown in source IP access system is for FFS.
C.3

Handovers involving S2c interface

































































C.3.1
DS-MIPv6 based mobility towards target IP access systems (S2c)
This section shows a call flow for a handover when a UE moves from a source IP access to an untrusted non-3GPP access network. DSMIPv6 is used on the S2c interface.
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Figure C.3.1-1: DS-MIPv6 based mobility towards target IP access systems (S2c)
1)
The UE uses a source IP access system. 
2)
At this point the UE decides to initiate access procedure towards target access. The decision is based on any number of reasons e.g. local policies of the UE.

Editor's note:
The criteria / policy used in determining when handover to new IP access should be invoked are FFS.

3)
The UE performs access authentication and authorization in the target  IP access system. The HSS/3GPP AAA server authenticates and authorizes the UE for the access in the target IP access system. Note that EPS-HA selection and retrieval for host based mobility is still an FFS.

4)
The target IP access system is not PMIPv6 capable or it decides not to use PMIPv6. Therefore, the UE gets an IP address that is different from the IP address it was using in source IP  access system. Since the UE obtains an IP address that is not the same as the address from source IP access system, the UE decides to initiate DSMIPv6 procedures to maintain its IP sessions.

5)
The UE may discover EPS-HA address using MIPv6 bootstrapping procedures. Note: the actual procedure is FFS.

6)
The UE may also perform IKEv2 and IPsec SA establishment with the EPS-HA that was discovered at step 5. This happens if RFC 4877 is used to establish SA with between the UE and the EPS-HA and if the UE does not already have a SA with the EPS-HA. This step may involve authentication and authorization by the 3GPP AAA system.

Editor's note:
The use of IETF RFC4285 is FFS and when it is used the procedure will be different.

7)
The UE sends a DSMIPv6 BU message to the EPS-HA to register its CoA. The EPS_HA authenticates and authorizes the UE sends back a BA including the IP address (home address) which the UE was using in the source IP  access.

8)
The UE continues with IP service using the same IP address.

Editor's Note:
The bearer and session teardown in the previous access system is FFS.



















Annex D (informative):
Network discovery and selection
This section collects the results of discussions related to network discovery and selection in order to support the progress of discussion on the topic.
D.1
Examples of operational scenarios

Some exemplary operational scenarios have been identified:

-
The assistance data/policies provided by the network to the UE is associated with a time validity set by the network, with the assumption that when the validity expires new assistance data/policies is provided

-
The UE and the network may interact according to a series of models, including:

-
Triggering takes place in the terminal based on a specific event; the terminal sends a request/indication to home network based on the event; the home network returns additional/new assistance data/policies; the terminal acts upon the received assistance data/policies (e.g. scan for a certain access, switch connectivity between access technologies, etc.)

-
Triggering takes place in the home network based on an event; the home network provides new or additional assistance data/policies to UE; the terminal acts upon the received assistance data/policies (e.g. scan for a certain access, switch connectivity between access technologies, etc.)

Additional scenarios are FFS.

D.2
Architectural Options

The following architectural options have been identified:

-
Provision of assistance data/policies for network discovery and selection through access-specific mechanisms in the visited network, with potential input provided from home network in the roaming case

-
Transport level solutions between the UE and the home network 

Others are FFS.
Annex E (Informative):
23.401 & 23.402 Reference Deployment Architectures

E.1 Reference Deployment for Non Roaming case:
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Figure E.1-1: 23.401 & 23.402 Reference Deployment for Non Roaming case

E.2 Reference Deployment for Roaming case:
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Figure E.2-1: 23.401 & 23.402 Reference Deployment for Roaming case.
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