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Abstract of the contribution:

Based on the discussion carried out during the last SA2 meeting in Orlando and on the feedback provided by SA3 afterwards, this contribution proposes that SA2 confirms the selection of IPsec as the solution for protecting DSMIPv6 signalling exchanged between UE and PDN GW over the S2c reference point.

1. Introduction

In TS 23.402 the security model to be used with DSMIPv6 over the S2c reference point is still FFS. Two different approaches are available: IPsec, as specified in RFC4877 [1], and the so called Authentication Protocol, as specified in RFC4285 [2].

It is now necessary to select the way to go among the two alternatives listed above in order to make relevant progress with a number of procedures in TS 23.402, like non-3GPP network attachment and 3GPP-non-3GPP handover. In fact, depending on the selected DSMIPv6 security model, some message flows designed for the S2c interface may need to be reworked. Further delays in taking a final decision on this matter might negatively impact the scheduling of SA2 work on the Evolved Packet System.
The problem has been discussed during the last SA2 meeting in Orlando, but it was not possible to come to an agreement at that time since it was decided to send an LS to SA3 and wait for their opinion on the issue. This document proposes a way forward based on the technical discussions carried out so far and the feedback provided by SA3 in the reply LS.
2. Discussion
A detailed comparison of the solutions available to protect DSMIPv6 signalling over the S2c reference point was presented during the last SA2 meeting in Orlando [3] and it was highlighted that the adoption of IPsec would have some notable advantages with respect to the Authentication Protocol:
· The usage of IPsec and IKEv2 for securing MIPv6 signalling decouples MIPv6 bootstrapping from network access authentication, which allows to bootstrap MIPv6 protocol operations from any non-3GPP access system, supporting or not supporting key derivation.
· IPsec guarantees a lower handover latency, since the MIPv6 Security Association between the UE and the PDN GW can be established in advance, before the movement takes place.
· IPsec is the standard solution selected by the IETF for securing MIPv6. Instead, RFC4285 is not a standard solution in IETF and has several well known security weaknesses.
· IPsec enables additional features of potential interest for operators. It allows the PDN GW to authenticate the UE based on SIM/USIM. Moreover, if necessary, the IPsec SA between UE and PDN GW may be used also to cipher all the data traffic exchanged through the PDN GW, with no need to deploy an ePDG. This is potentially useful for PDN access over the S2c reference point.
Based on this analysis, SA2 concluded that, from an architecture perspective, there would be relevant benefits selecting IPsec as the solution to protect DSMIPv6 signaling in the Evolved Packet System (EPS). As specified by the IETF, the IPsec Security Association (SA) between the UE and the PDN GW would be dynamically established using IKEv2.
Before adopting this approach, and definitely ruling out RFC4285, SA2 decided to send an LS to SA3 [4], asking whether SA3 would have any concerns with this choice.
In the reply LS [5] SA3 confirmed that no security concerns have been identified with the IPsec-based solution, but concerns about the complexity of the approach were raised. With this respect, the technical analysis presented in Orlando [3] demonstrated that some commonly mentioned limitations of IPsec and IKEv2 when used in wireless networks, like the larger state requested on the network side, the additional signalling over the air interface and the sub-optimal support for dormant mode, can be largely mitigated by proper configuration of UE and PDN GW. Moreover, it should be noted that most of those issues could be completely solved employing solutions that are work in progress in IETF. As a consequence, from the complexity standpoint the only advantage of the mechanism defined in RFC4285 compared to IPsec and IKEv2 is that it requires fewer roundtrips for establishing the MIPv6 SA. However, this advantage should be carefully evaluated since it applies only during the establishment of the SA, i.e. very rarely. Moreover, the single round-trip with the home AAA server needed to establish the MIPv6 SA based on RFC4285 is on the critical path of handover, and therefore increases the handover latency experienced by the user.
SA3 also highlighted that a solution based on IPsec and IKEv2 is not available for MIPv4. Therefore, the adoption of IPsec for securing DSMIPv6 signaling would prevent having similar solutions for MIPv4 and MIPv6, that SA3 mentioned as a desirable feature in the reply LS. With this respect, it is the opinion of the authors that maximizing the commonalities between the host-based mobility protocols supported by the EPS would not provide enough benefits to justify the endorsement of RFC4285 for DSMIPv6:

· MIPv4 in Foreign Agent (FA) mode and Dual-Stack MIPv6, although both supported by the EPS, can be regarded as alternative solutions, which means that an operator will most likely deploy one or the other, not both. Therefore, designing a single security and bootstrapping approach working with both the mobility protocols will not provide any relevant advantage to operators in terms of deployment and operational costs.
· As also SA3 confirmed in the reply LS, security concerns were raised against RFC4285. Since a solution with no well known security weaknesses exists for MIPv6, operators that will not deploy MIPv4, and will instead choose DSMIPv6 for host-based mobility, should be given the chance to exploit it.
· Designing a single security and bootstrapping solution working with any host-based mobility protocol would not imply just the endorsement of RFC4285 for DSMIPv6, but also the usage of GBA for key derivation, as shown in [6]. This would create an unnecessary dependency with GBA, forcing operators to deploy GBA in conjunction with DSMIPv6. The only alternative to GBA would in fact be dynamic UE-AAA key derivation leveraging the authentication phase carried out by the UE to gain network access (as specified by WiMAX Forum for Rel1.0 of mobile WiMAX). Unfortunately this approach may not work in some non-3GPP access systems (e.g. domestic or public WiFi hotspots), since it requires that the protocol used for network access authentication has the capability to export keys on the UE and the home AAA server.
3. Proposal
Based on the previous discussion, it is proposed that SA2 confirms the selection of IPsec and IKEv2 as the security solution for Dual-Stack MIPv6 over the S2c reference point. An LS should then be delivered to SA3 to notify this decision and explain that SA2 believes there are sufficient benefits to have separate security and bootstrapping solutions for MIPv4 (S2a and S2b reference points) and DSMIPv6 (S2c reference point). 

Annex A proposes some text to capture this assumption in TS 23.402.
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5.1.1.3
Protocol options for S2c

The following protocol shall be supported on S2c:

-
DSMIPv6, with IPsec and IKEv2 used to secure mobility signaling, as specified in RFC4877 [19]
Editor's note:
Support for MIPv4 CCoA mode is considered for further study.

The figure below illustrates the control plane for Mobility Management (MM) and the user plane.
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Figure 5.1.1.3-1: Protocols for MM control and user planes of S2c for the DSMIPv6 option

Legend:

-
According to terms defined in MIPv6 RFC3775 [14], the functional entities terminating both the control and user planes are denoted MN (Mobile Node) in the UE, and HA (Home Agent) in the Gateway.

-
The MM control plane stack is MIPv6 RFC3775 [14] with Dual Stack Extensions [10] over IPv6. IPv6 packets may be encapsulated in IPv4 when an IPv4 transport network is employed.

-
The user plane carries remote IPv4/v6 packets over either an IPv4 or an IPv6 transport network.

-
The tunnelling layer implements IP encapsulation applicable for MIPv6 as defined in RFC3775 [14]. In some cases the tunnelling layer may be transparent.
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