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Abstract of the contribution: The document provides a solution for IP MM selection over untrusted non-3GPP access.
1. Introduction
This contribution proposes a solution for IP mobility management selection over untrusted non-3GPP access. 

2. Discussion
As discussed in s2-073194 (Discussion on IP mobility management selection) and s2-073195 (Principles of IP mobility management selection), we argue that IP mobility selection is needed. This contribution focuses on the scenario when the UE powers-on in an untrusted non-3gpp access network. Based on the content of TS 23.402, connectivity over untrusted non-3GPP can be obtained using PMIP on the s2b interface and CMIP on the s2c interface (when an IP address is allocated locally to the ePDG). IP mobility management selection contains four components as argued in S2-073193. 

The contribution also builds on the proposal in S2-073196 and S2-073197.
The basic idea based on the analysis in S2-073193 for performing IP mobility management selection over untrusted access is to extend the IKE procedure running between UE and ePDG to allow the UE to indicate its preference or capability of the mobility mechanism used for the establishment of the IP connectivity and for inter-access handover, and for the access network to accept or deny the requests from the UE and provide indication of such decision. Moreover, the proposal allows to extend the IKEv2 procedure to optionally enable the network to provide the UE with the address of the PDN GW to be used for host-based mobility, in case the UE supports IP based mobility (the UE may have requested PMIP for setting up connectivity but may desire to use CMIP for inter-access mobility, e.g. when the UE desires to be “at home” in terms of CMIP in the untrusted access so that no CMIP tunnels are used). This is based on the concepts introduced at the last meeting by S2-072932 in TS 23.402, section 5.4.2.1, and discussed further in S2-073201. 
For UEs gaining connectivity to untrusted access and not being capable of providing any indications, as described in S2-071395 connectivity is setup by default using PMIP. 

In the following we discuss each case in details.

2.1 The selection of PMIP

In this case, the UE wants to use PMIP to establish IP connectivity upon initial attach, or to indicate the use of PMIP for connectivity establishment and IP address preservation upon handoff (based on the principles in S2-071395). The UE can provide the indication of using PMIP in the extended IKEv2 messages to the ePDG. If the UE wants to indicate the use of CMIP for the mobility between accesses to ensure the PDN GW allocated does indeed support CMIP, the UE provides also such information during the establishment of the IPSec SA with ePDG (details are FFS, contribution S2-073196 provides a mechanism for this).
2.2 The selection of CMIP

In this case, the UE wants to use CMIP to establish IP connectivity upon attach (and therefore also to perform inter-access mobility). UE needs to explicitly indicate its preference to the access network to avoid that the ePDG triggers the PMIP procedures. The IKEv2 messages can be extended for the UE to indicate its preferred mobility mechanism for the establishment of the local connectivity and inter-access handover, and also for the network to indicate the decision on what mobility protocol to be used. The details of how the IKEv2 messages are extended are FFS, for example, through extension of CFG_REQUEST and CFG_REPLY. The UE can be informed whether the PDN GW selected by the network is capable of supporting CMIP based on the current PDN GW selection text in TS 23.402.   
2.3 Multiple PDNs support

The mechanisms described above can be easily extended for support of multiple PDNs through multiple PDN GWs. The details are FFS.

Proposal
It is proposed to make the following modifications to TS 23.402. 
**** Start of first change ****

5.4.2.4.2

Initial Attach procedure with PMIPv6 for non-roaming
In the non-roaming case, PMIPv6 [8] is used to setup a PMIPv6 tunnel between the ePDG and the PDN GW as a result of the UE selecting PMIP for the establishment of the connectivity or because no indication was provided and the non-3GPP access requires connectivity to a PDN GW to provide the UE with IP connectivity. It is assumed that MAG is collocated with ePDG. The IPsec tunnel between the UE and the ePDG provides a virtual point-to-point link between the UE and the MAG functionality on the ePDG.
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Figure 5.4.2.4.2-1: Initial attachment when Network based MM mechanism are used over S2b for non-Roaming

NOTE: 
Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an untrusted non-3GPP access network.  This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 5.4.2.2.. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7]. The PDN GW address is determined at this point as described in section 5.4.2.1  The PDN GW information is returned as part of the reply from the 3GPP AAA Server to the ePDG.  This may entail an additional name resolution step, issuing a request to a DNS Server.


During this procedure, the UE communicates with the ePDG to decide what mobility management mechanism(s) are used for connectivity setup and inter-access mobility.


If the UE wants to use PMIP for connectivity establishment the UE indicates so during the IKEv2 procedure with the ePDG. 
If no indication is provided PMIP is used to establish connectivity to the PDN GW.

The UE may also provide an indication of the desired mechanism to be used for handoff to other access technologies. 


If the network accepts the UE's request, the ePDG would return such a decision to UE in IKEv2 messages. If CMIP is supported by the PDN GW and if the UE indicated CMIP preference for the mechanism to be used for handoff to other access technologies


Editor's note:
The details of how such information is carried in the IKEv2 message are FFS.

2)
The ePDG sends the Proxy Binding Update message to the PDN GW.  The proxy binding update message shall be secured.



Editor's note:
How the Proxy Binding Update message is secured is FFS.
Editor's note:
ePDG will select the PDN GW based on the UE preference for the mobility mechanism to be used for inter-access mobility. 
3)
The selected PDN GW informs the 3GPP AAA Server of the PDN GW address.
Editor's note:
It is FFS whether this step can be avoided, e.g. if the PDN GW address is already known by the AAA/HSS by other means.

4)
The PDN GW processes the proxy binding update and creates a binding cache entry for the UE.  The PDN GW allocates an IP address for the UE.  The PDN GW then sends a proxy binding ack to the ePDG, including the IP address allocated for the UE.

NOTE:
If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

Editor's note:
It is FFS which entity stores the allocated PDN GW IP Address.

5)
After the BU is successful, the ePDG is authenticated by the UE.

6)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads.

7)
IP connectivity from the UE to the PDN GW is now setup.  Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the PDN GW. From the PDN GW normal IP based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the PDN GW. The PDN GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.
**** End of first change ****

**** Start of second change ****
5.4.2.5.2
Initial Attach procedure from Untrusted Non-3GPP IP Access with DSMIPv6 for non-roaming case

This section is related to the case when the UE powers-on in an untrusted network and host based mobility management mechanism is used. Dual Stack MIPv6 [10] is used for supporting mobility over S2c interface, as a result of the UE selecting CMIP for the establishment of the connectivity.
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Figure 5.4.2.5.2-1: Initial attachment when Host based MM mechanism are used over S2b for non-Roaming

The UE is authenticated and authorised to access the Untrusted Non-3GPP Access network, After the authentication, UE is configured with Local IP Address from the access network domain. This address is used for sending all IKEv2 [9] messages and as the source address on the outer header of the IPsec tunnel.

1)
The IKEv2 tunnel establishment procedure is started by the UE. The UE may indicate in a notification part of the IKEv2 authentication request that it supports MOBIKE. The ePDG IP address to which the UE needs to form IPsec tunnel is discovered via DNS query as specified in section 5.4.2.2.After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 [7].


Editor's note:
How APN is resolved to a PDN GW is FFS. If APN is involved in PDN GW selection is FFS.


Editor's note:
If a relation between ePDG discovery and PDN GW discovery is required is FFS.

2)
The UE indicates its preference of using CMIP to establish the connectivity with a specific PDN GW to the ePDG, e.g. by sending an extended IKEv2 message. If the network supports CMIP and also allows the UE to use CMIP, the ePDG returns such indication back to the UE in the IKEv2 message.


Editor's note:
The details of how such information is provided in the IKEv2 message are FFS.
The ePDG sends the final IKEv2 message with the assigned IP address in IKEv2 Configuration payloads. Since the UE knows the network supports CMIP, it will use this IP address as a care-of address.
3)
IPsec Tunnel between the UE and ePDG is now setup.

4)
The security association is established between UE and PDN GW to secure the Binding Update messages between UE and PDN GW.


Editor's note:
Protocols for Security Association Setup and PDN GW IP Address Configuration is FFS.

5)
The UE sends the Binding Update message to the PDN GW.  The Binding Update is as specified in [10]


Editor's note:
It is FFS how the UE is informed of the allocated PDN GW IP address.
6)
The PDN GW processes the binding update and creates a binding cache entry for the UE.  The PDN GW allocates an IP address for the UE.  The PDN GW then sends a binding ack to the UE, 'including the IP address allocated for the UE.

NOTE:
If UE requested for both IPv4 and IPv6 addresses, both IPv4 and IPv6 addresses are allocated. In the case only IP address of either IPv4 or IPv6 is requested, then IP address of only the requested IP version is allocated.

7)
The IP Connectivity is now setup.


Editor's note:
It is FFS, if AAA Server/HSS are updated of the service provided by the UE.

**** End of second change ****
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