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1. Introduction

SA3 thanks RAN2 for the LS (R2-071105) regarding verification of security principles after the move of ciphering to the eNB. Text in italics below are cut and pasted from R2-071105 to provide context for the answers.

2. Currently agreed security principles
In R2-070325/S3-060833 SA3 indicated several security principles for RRC security:

1. SA3 did not find any security concerns associated with using a single COUNT-C/I value in either of these contexts, provided the counters are managed so that values do not repeat.
2. RRC Integrity and ciphering algorithm can only be changed in the case of the ENodeB handover
3. RRC Integrity and ciphering will be started only once during the attach procedure (i.e. after the AKA has been performed) and can not be de-activated later.

· The combination of assumptions 2 and 3 means that integrity and ciphering cannot be switched to a “dummy” algorithm except at handover
4. RRC Integrity and ciphering will always be activated in one procedure.

Question 1:

Can SA3 confirm whether these security principles are still valid?
Answer 1:

Yes, the above assumptions regarding the security for RRC are still valid.

Question 2:

In the same liaison, SA3 indicated that it was still open whether it is required to support a change of security (integrity and ciphering) keys while in LTE_ACTIVE (with change of security key, RAN2 assumes that SA3 refers to a new AKA). RAN2 still hopes that it would be sufficient to only support changed keys with new AKA  when going from LTE_IDLE to LTE_ACTIVE. In this type of solution, the AKA could be done while in LTE_ACTIVE and after that, if it is urgent to start using the new keys soon, a transition LTE_ACTIVE -> LTE_IDLE -> LTE_ACIVE is triggered which should only result in a 100ms service interruption. Has SA3 progressed on this matter?

Answer 2:

To answer this and the following questions, SA3 would like to provide some background information on some of the currently agreed working assumptions related to key handling in LTE. SA3 has agreed on the key hierarchy depicted in Figure 1 as a working assumption. As a result of an AKA run, the EPC and the UE share a base-key named K_ASME. From K_ASME, the NAS, (and indirectly) UP and RRC keys are derived. The K_ASME never leaves the EPC, but the K_eNB key is transported to the eNB from the EPC when the UE transitions to LTE_ACTIVE. From the K_eNB, the eNB can derive the UP and RRC keys. When the UE goes into LTE_IDLE or LTE_DETACHED, the K_eNB, UP and RRC keys are deleted from the eNB.
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Figure 1. Baseline key hierarchy.

SA3 has identified four independent requirements regarding the change of keys in the eNB for a UE in LTE_ACTIVE:

1. If the sequence numbers for the UP or RRC ciphering/integrity protection are about to wrap around, it shall be possible to change the respective keys.

2. If a UE has been in LTE_ACTIVE for a long period of time, it shall be possible to update the keys for UP and RRC ciphering/integrity protection, even though the sequence numbers are not close to wrapping.

3. The operator shall be able to restrict the lifetime of K_ASME (independently of the key usage in LTE).

4. If the UE has performed an inter-RAT handover from UTRAN/GERAN to LTE, it shall be possible to update all keys within seconds.

In case of (1) and (2), it is not necessary to run an AKA to get new keys; it is sufficient that the eNB-local UP and RRC keys are changed. This can, e.g., be achieved by deriving new UP and RRC keys from the existing K_eNB in the eNB itself, or by deriving a new K_eNB from K_ASME.
In case of (3) and (4), the whole key hierarchy based on K_ASME must be updated based on a new AKA run. This shall be possible even if the UE has stayed in the same cell for a long time.

SA3 notes that there are two sub-issues: First the new keys must be established in the eNB and in the UE (either by an AKA re-run, re-derivations of the eNB-local keys, or re-derivation of the K_eNB). Secondly, the new keys must be taken into use. In case of (1), the establishment of the new keys, and the activation of these must be performed before the sequence numbers wrap. In case of (2) and (3), SA3 has made a rough estimate that the AKA may have to be run every 5 hours, and that the keys should then be taken into use less than 10 minutes after that. In case of (4), it shall be possible to take new keys into use within seconds after the handover (an AKA run must of course have been performed first).

As long as the above is fulfilled, SA3 does not see any security problems with the, in-question-2-mentioned, ACTIVE-IDLE-ACTIVE state transitions scheme to take the new keys into use.

SA3 assumes that AKA can be run in the background, and asks RAN2 to confirm if this is the case.

Question 3:

In case these principles are still valid, up to what extent are the principles w.r.t. RRC ciphering also applicable for user plane ciphering in the new architecture?

Answer 3:
Principle 1: 

Assuming that RRC and user plane are encrypted separately (using different keys), COUNT-C may be shared between RRC and user plane encryption without security implications. If they are encrypted using the same key, they must not use the same COUNT-C (unless some other distinguishing parameter is input to the encryption algorithm). Since the user plane is not integrity protected, there is no COUNT-I to consider for the user plane. 

Principle 2:

There is no need to be able to change the encryption algorithm for a UE in LTE_ACTIVE mode more often than on eNB handover for the user plane. 

Principle 3:

Activation of encryption as such, for the user plane only at attach is acceptable, as long as it is possible to change the encryption algorithm at handover between eNBs. 
Principle 4:

The user plane traffic is not integrity protected, so principle 4 does not apply.
Question 4:
In addition, as already agreed in January 2006, the current working assumption for RAN WG’s is that a common key can be used in the eNB (different eNB’s use the same key for ciphering/integrity towards one UE). RAN2 would like to understand if this excludes solutions where keys are modified in the E-UTRAN not requiring new AKA. Can SA3 confirm that this WA is still valid?

Answer 4:
For the eNB-local keys (RRC and UP keys), there is no reason to change the working assumption that the keys used can be the same in all eNBs. This does, however, not prevent solutions where the eNB-local keys are changed in E-UTRAN without running AKA, if this gives performance benefits, e.g., deriving a new K_eNB key from the currently used one, or deriving new RRC and UP keys from the old K_eNB in the target eNB at eNB handovers to enable the sequence numbers to start from zero (see Figure 1).

Question 5: 

RRC security handling solutions have been proposed in RAN2, where the ‘base’ RRC key is kept protected in the CN and a new derived key is provided to the eNB at every LTE_IDLE(LTE_ACTIVE state transition. Would SA3 see any benefits with such a solution for RRC and/or User Plane security? 
Answer 5:

In terms of the key hierarchy assumed by SA3 (described above), this would correspond to send a new K_eNB from the EPC to the eNB when the UE goes from LTE_IDLE to LTE_ACTIVE. The only difference from the currently agreed mechanisms where the K_eNB is sent to the eNB, is (in terms of procedures) that a different K_eNB is transferred.

Such a solution would have the security benefits that an attacker that gets hold of the RRC/UP keys (without compromising the eNB) will have to perform the attack again as soon as there has been a LTE_IDLE to LTE_ACTIVE transition.

A second benefit is that an attacker that has compromised the eNB, will not be able to continuing attack a UE that has handed over to another eNB and performed a LTE_IDLE to LTE_ACTIVE transition there.

The cost of the solution is an application of a key derivation function (which may have to be done in any case in this situation), and a requirement to have fresh key derivation parameter(s) in MME and UE. Key derivation parameters are still under discussion in SA3.

3. Actions:

To RAN2
ACTION: 
SA3 kindly asks RAN2 to take the above information into account, and confirm that it is possible to run AKA in the background when the UE is in LTE_ACTIVE.
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