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Abstract of the contribution:

This contribution proposes the need for security context transfer between the 3GPP and trusted non 3GPP networks for low latency handovers.

1. Introduction
In this contribution, we propose security context transfer for mobility between 3GPP and trusted non-3GPP networks for low latency handovers. In the SAE system, when the UE is in home LTE system, the AAA server and the MME will always be in the same operator domain and it is possible to securely exchange the security context between the AAA server and the MME during handover between 3GPP and trusted non 3GPP networks. When the UE is in the LTE roaming, the AAA server and the MME can be in different operator domain and there is trust relationship. This trust relationship is used to securely exchange the security context between the authentication entities to reduce handover latency during handover between 3GPP and trusted non 3GPP networks. This proposal highlights the possibility of security context transfer during handover between 3GPP and trusted non-3GPP networks. We also request SA2 to recommend to SA3 that they consider security context transfer for handover between 3GPP and trusted non-3GPP networks.

2. Discussion
Security context is the information on the current state of a UE in the serving system required to re-establish the security association in the target network. Security context includes 
1. The temporary identity issued by the serving network (by which the target network can identify the serving network, but it’s FFS for handover between 3GPP and non-3GPP networks whether temp IDs to be used), 
2. Agreed security algorithms between the UE and the serving network, 
3. Agreed encryption and/or integrity protection keys and key identifiers. 
Current 3GPP standards and specifications consider context transfer as a solution for seamless intra-network handovers. The level of security differs from network to network, for example the level of security in UTRAN is stronger compared to the level of security in GSM networks. However, to reduce the handover latency, the UE is allowed to access the network via security context transfer. Later, to impose the required security level, the target access system can perform an access-specific complete authentication procedure. 

There have been extensive studies that reveal that one of the major contributors to handover latency is the authentication and key establishment procedure during handover. To achieve a seamless handover, it is necessary to optimize the authentication procedure during handover. As 3GPP has already adopted security context transfer procedures for optimizing authentication during handover, it is reasonable for SAE to enable security context transfer between the 3GPP and non-3GPP networks through AAA protocols. The 3GPP AAA Server and the MME are in the core network. If the non-3GPP network is to be trusted by the operator, then securely context can be transferred and low latency handover between the 3GPP and non-3GPP networks can be achieved. 

Following 3GPP TS 33.102, which specifies the interoperation and handover between UMTS and GSM system, it should be possible to adopt a similar mechanism and key conversion for handover between 3GPP and trusted non-3GPP system, without compromising the security level. As the different access systems all employ AKA as the authentication protocol, it is highly possible that access specific keys can be derived from the keys (CK and IK) agreed during the AKA procedure in the pervious access system. 

For example, consider the case where the UE is initially attached to the LTE system. The UE does AKA authentication with the LTE system and starts a VoIP application. Then the UE does handover from the LTE access system to the trusted non-3GPP network. In this case, if the UE needs to do a complete EAP-AKA procedure in the trusted non-3GPP network to gain access, seamless handover is not possible and the VoIP application may be interrupted during handover. If security context transfer is possible between the MME and the AAA server, then the MME may send the latest CK and IK agreed during the AKA procedure to the AAA server during HO preparation phase. The AAA server and the UE use the latest CK and IK to derive access specific keys as specified in the EAP-AKA IETF draft. Thus, the UE avoids the onerous authentication procedure during Inter-RAT handover. After that, AAA server can initiate an access specific complete authentication procedure to authenticate the UE, which will not disturb the VoIP application. 

To illustrate the key derivation procedure, 

Case 1) If the UE moves from 3GPP system to trusted non-3GPP system, the 3GPP system transfers the security context containing key(s) to the non-3GPP system (AAA server) 

Note: MME will most like be required to derive CK and IK from KASME so as to support Inter 3GPP mobility (from LTE to pre-3GPP) as the SGSN expects CK and IK and does not understand the KASME. For supporting mobility between 3GPP and trusted non-3GPP networks, the MME can also derive CK and IK from KASME and send it to the AAA server. However it is out of scope in SA2 to discuss key derivation and its FFS in SA3 to decide. 
The AAA server uses the CK and IK in the security context to derive access specific key namely, the Master Key (MK). The MK is computed according to RFC 4187 (EAP-AKA).

MK = SHA-1(id | IK |CK),

where id is the identity of UE. The MK serves to derive transient EAP session keys (TEKs), MSK and EMSK. The AAA server distributes the keys to the authenticators according to access network specific methods. The WiMAX network access specific keys derivation is shown in Figure 1.  
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Figure 1. Key hierarchy in WiMAX system.

Case 2) If the UE moves from trusted non 3GPP system to 3GPP system, the trusted non-3GPP system (the AAA server in the trusted non-3GPP system) transfers the security context containing keys CK and IK to the 3GPP system (MME). The MME uses the CK and IK in the security context to derive access specific keys as shown in the Figure 2. SA3 has agreed on the key hierarchy depicted in Figure 2 as a working assumption. 
Note: MME will most like be required to derive KASME from CK and IK so as to support Inter 3GPP mobility (from pre-3GPP to LTE) as the SGSN can forward CK and IK only. For supporting mobility between 3GPP and trusted non-3GPP networks, the MME can also derive KASME from CK and IK. However it is out of scope in SA2 to discuss key derivation and its FFS in SA3 to decide.  
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Figure 2. Baseline key hierarchy in LTE system.

It is FFS in SA3 to specify the interoperation and access system specific key derivation during handover between the 3GPP and trusted non-3GPP networks. 

3. Proposed Security Context Transfer between 3GPP and trusted non-3GPP networks during handover

*** Start of First change***
5.6
Handover
5.6.x Security Context Transfer between 3GPP and trusted non-3GPP networks
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 Figure 5.6.x. Security Context Transfer between 3GPP and trusted non-3GPP networks
 1)
A UE sends periodic or event based measurements to the serving access network. 

2)
The serving network decides to handover the UE to a trusted non 3GPP-domain. 

3)
The serving network initiates the handover procedure by sending handover request message to the target network. The serving network includes security capabilities and security context of the UE. The security context includes latest CK and IK, agreed security algorithms. The security context transfer is done using AAA protocol and its assumed the message is protected using NDS.
4)
The target system uses the latest CK and IK passed by the serving network to derive access specific keys. 
5)
 After successful HO preparation the target system sends HO response message to the serving system. The target system includes the target system related parameters like selected security configuration along with the HO response.  

6)
 The serving network sends the HO command to the UE. 

7)
The UE generates the target access system specific keys using parameters included in the HO command.

8)
 The UE sends the L2 attachment request message to the target network. The UE integrity protects the L2 attachment request message using the derived key and includes the MAC-I in the L2 attachment request message. 
9)
 The target network verifies the MAC-I.  

10).
Then the target system sends the L2 attachment response. The target network integrity protects the L2 attachment response message using the derived key and includes the MAC-I in the L2 attachment response message. 

11)
 The UE verifies the MAC-I.  

****End of First Change

4. Conclusion

We propose to send LS to SA3, to consider security context transfer for handover between 3GPP and trusted non-3GPP networks and to have a solution for the interoperation and access system specific key derivation during handover between the 3GPP and trusted non-3GPP networks. We also propose to add section 3 to 3GPP TS 23.402.
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