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Abstract of the contribution:

In 23.402 it is currently FFS how IP addresses are stored once they are allocated.  This contribution suggests that these addresses though allocated by the PDN SAE GW are stored in the AAA Server.

Discussion

The initial attachment procedures presented in 23.402 leave open how allocated addresses are stored and in general, how pools  of available addresses are managed.  While it is clear that addresses are allocated at the PDN SAE GW it is left undefined where the assignment is recorded.

One option would be to leave it to each PDN SAE Gateway to manage its own address pool without standardizing how this is done.  This would have several disadvantages.  

First, in the case that an address is assigned from an external PDN, it would be very useful to employ the AAA infrastructure to request and track the assignment of the address.  

Second, address assignments are very closely linked to subscriber sessions  that are tracked by mechanisms in non-3GPP access system.  In cases where the UE is denied access or their session is otherwise terminated, it would be simple to track this through interaction with the AAA server - releasing the allocated session and all its resources, including the IP address.  This is analogous to procedure steps in GPRS in which the HLR and HSS is contacted to cancel a user session (and free all the allocated resources).

[S2-071710] suggests that assignments of gateways and addresses to UEs is stored in the 3GPP AAA Server.  It would therefore make sense to use the 3GPP AAA Server to ascertain the aggregate set of existing address assignments through a Request/Answer between the PDN SAE GW and the 3GPP AAA Server.  

Proposal

We propose changes here that would require PDN SAE GWs to register all IP addresses they allocate. All FFSs regarding address allocation tracking in 23.402 are to be replaced with text declaring that address assignments made by the PDN SAE are stored in the AAA server, allowing address pool management operations.

Further, a Request / Answer pair is defined for interaction by the PDN SAE GW with the 3GPP AAA Server in order to determine the current set of allocated addresses for a particular PDN.

Make the following text changes to 23.402:

1) add to section 5.4.2:

5.4.2
SAE-GW Selection and IP address allocation

<This section specifies selection of SAE-GW for PDN access and allocation of IP address applied when connecting non-3GPP accesses to the SAE core. >
Addresses allocated on behalf of UEs will subsequently be stored in association with the UE in the 3GPP AAA Server.  A PDN GW may subsequently request a complete list of all allocations made for a specific PDN and still associated with an attached UE.  The 3GPP AAA Server captures which PDN SAE GW is serving the UE and allocated its address. This 'PDN-Address-Allocation-Request' and 'PDN-Address-Allocation-Answer' are an optional step in the IP address allocation procedure.

     Editor's note:  The details of IP Address Allocation are FFS.
Editor’s note: Initial attach will be covered in this section.

2) modify section 5.4.2.1.2:

6)
The FA processes the message according to [13] and forwards a corresponding RRQ message to the PDN SAE GW. 
7)
The PDN SAE GW informs the 3GPP AAA Server that is serving the UE the address of the selected PDN SAE GW, as well as the IP address allocated to the UE by the PDN SAE GW.

8)
The 3GPP AAA Server responds, acknowledging the request from the PDN SAE GW.
9)
The PDN SAE GW allocates an IP address for the UE and sends a Registration Reply (RRP) [13] to the FA, including the IP address allocated for the UE.
Editor’s note: Whether the SAE PDA GW should authenticate the Registration Request message is FFS. 
10)
The FA processes the RRP according to [13] and sends a corresponding RRP message to the UE.

11)
IP connectivity from the UE to the PDN SAE GW is now setup. A MIP tunnel is established between the FA in the Trusted Non-3GPP IP Access and the PDN SAE GW.
3) modify section 5.4.2.1.3

4)
PMA function of Trusted Non-3GPP IP Access sends Proxy Binding Update message to PDN SAE GW;

Editor’s note: How the Proxy Binding Update message is secured is FFS.
5)
The PDN SAE GW informs the 3GPP AAA Server that is serving the UE of the address of the selected PDN SAE GW, as well as the IP address allocated to the UE by the PDN SAE GW
.

6)
The 3GPP AAA Server responds, acknowledging the request from the PDN SAE GW.

7)
The PDN SAE GW processes the proxy binding update and creates a binding cache entry for the UE. The PDN SAE GW allocates IP address for the UE. The PDN SAE GW then sends a proxy binding acknowledgement to the PMA function in Trusted Non-3GPP IP Access, including the IP address(s) allocated for the UE;
NOTE: 
If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.

8)
The PMIP tunnel is set up between the Trusted Non-3GPP IP Access and the PDN SAE GW;

9)
L3 attach procedure is completed. IP connectivity between the UE and the PDN SAE GW is set for uplink and downlink directions;

Editor’s note: The details of this step is FFS
4) modify section 5.4.2.2.2

1)
The IKEv2 tunnel establishment procedure is started by the UE. The ePDG IP address to which the UE needs to form IPsec tunnel with may be discovered via DNS query or can be statically configured. The exact mechanism is left FFS. After the UE is authenticated, UE is also authorized for access to the APN. The procedure is as described in 3GPP TS 33.234 Fehler! Verweisquelle konnte nicht gefunden werden..

2)
The ePDG sends the Proxy Binding Update message to the PDN SAE GW.  The proxy binding update message shall be secured. 


Editor’s note: How APN is resolved to a PDN SAE GW is FFS.  If APN should be included in this step is FFS.


Editor’s note: How the Proxy Binding Update message is secured is FFS.
3)
The PDN SAE GW informs the 3GPP AAA Server that is serving the UE of the address of the selected PDN SAE GW, as well as the IP address allocatecd to the UE by the PDN SAE GW
.

4)
The 3GPP AAA Server responds, acknowledging the request from the PDN SAE GW.

5)
The PDN SAE GW processes the proxy binding update and creates a binding cache entry for the UE.  The PDN SAE GW allocates an IP address for the UE.  The PDN SAE GW then sends a proxy binding ack to the ePDG, including the IP address allocated for the UE.


NOTE: If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.



6) After the BU is successful, the ePDG is authenticated by the UE.
5) modify section 5.4.2.2.3

2)
The ePDG sends the Proxy Binding Update message to the Serving SAE GW. The proxy binding update message shall be secured.

Editor’s note: How to select a visited Serving SAE GW is FFS. If APN should be included in this step is FFS.

Editor’s note: How the Proxy Binding Update message is secured is FFS.
3)
The visited Serving SAE GW processes the proxy binding update and creates a binding cache entry for the UE.  Then the visited Serving SAE GW sends the Proxy Binding Update message to the PDN SAE GW using its own address as the PMA address.  The proxy binding update message shall be secured. Note that the binding cache entry on the Service SAE GW does not yet have the UE’s IP address information.  This information will be added to the binding cache entry after step 4.

Editor’s note: How APN is resolved to a PDN SAE GW is FFS. If APN should be included in this step is FFS.
Editor’s note: How the Proxy Binding Update message is secured is FFS.

4)
The PDN SAE GW informs the 3GPP AAA Server that is serving the UE of the address of PDN SAE GW (selected in step 3) , as well as the IP address allocatecd to the UE by the PDN SAE GW
.
5)
The 3GPP AAA Server responds, acknowledging the request from the PDN SAE GW.

6)      The PDN SAE GW processes the proxy binding update and creates a binding cache entry for the UE. .  The PDN SAE GW allocates an IP address for the UE. The PDN SAE GW then sends a proxy binding ack to the Serving SAE GW, including the IP address allocated for the UE.  Once the Serving SAE GW processes the proxy Binding Ack, it stores the UE’s IP address information in the binding cache entry.

NOTE: If UE requests for both IPv4 and IPv6 addresses, both are allocated.  If the UE requests for only IPv4 or IPv6 address only one address is allocated accordingly.


7)
After the Proxy BU/Proxy BAck is successful, there is a PMIPv6 tunnel setup between the Service SAE GW and the PDN SAE GW.
8)
The ePDG continues with the IKE_AUTH exchange.
9)
The ePDG sends the final IKEv2 message with the IP address in IKEv2 Configuration payloads.  The IP address sent in the IKEv2 configuration payload is the same address that the ePDG received in the Proxy Binding Ack message.
10)
IP connectivity from the UE to the PDN SAE GW is now setup. Any packet in the uplink direction is tunnelled to the ePDG by the UE using the IPSec tunnel. The ePDG then tunnels the packet to the visited Serving SAE GW. The visited Serving SAE GW then tunnels the packet to the PDN SAE GW. From the PDN SAE GW normal IP based routing takes place. In the downlink direction, the packet for UE (HoA) arrives at the PDN SAE GW. The PDN SAE GW tunnels the packet based on the binding cache entry to the visited Serving SAE GW. The visited Serving SAE GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the packet to the UE via proper IPsec tunnel.
Editor’s note: How the Serving SAE GW maps the two PMIP tunnels, one from the ePDG to the Serving SAE GW and one from the serving SAE GW to the PDN SAE GW based on the UE’s address is FFS.
6) modify section 5.4.2.2.4

5)
The PDN AGW processes the binding update and creates a binding cache entry for the UE.  The PDN AGW allocates an IP address for the UE.  The PDN AGW then sends a binding ack to the UE, ‘including the IP address allocated for the UE.

NOTE: If UE requested for both IPv4 and IPv6 addresses, both IPv4 and IPv6 addresses are allocated. In the case only IP address of either IPv4 or IPv6 is requested, then IP address of only the requested IP version is allocated.

6)
The SAE GW informs the 3GPP AAA Server that is serving the UE of the adress of the PDN SAE GW selected in step 4, as well as the IP address allocatecd to the UE by the PDN SAE GW
.

7)
The 3GPP AAA Server responds, acknowledging the request from the SAE GW.

8)
The IP Connectivity is now setup. 


Editor’s note: It is FFS, if AAA Server/HSS are updated of the service provided by the UE.

7) modify section 5.4.2.3.1

3)
The PDN SAEGW processes the binding update. During the processing the PDN SAEGW performs authentication and authorization of the user based on the information received from SAE AAA infrastructure, and allocates an IP address or IP addresses for the UE. 

NOTE:
The communication between the PDN SAEGW and the SAE AAA infrastructure during this step is optional, e.g., the PDN SAEGW may have received all needed information for authentication and authorization in step 1.

NOTE: 
The PDN SAEGW allocates only the type(s) of IP address (IPv6 and/or IPv4) that were explicitly requested by the UE. .  The PDN SAE GW informs the 3GPP AAA Server of the address of the selected PDN SAE GW, as well as the IP address allocatecd to the UE by the PDN SAE GW
.

Editor’s note: The details of IP address allocation is FFS.
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