3GPP TSG SA WG2 Architecture — S2#54
S2-063279
28 August - 1 September 2006

Sophia Antipolis, France

Source:
Siemens AG
Title:
Proxy Server between AF and PCRF
Document for:
Discussion and Approval
Agenda Item:
8.1
Work Item / Release:
PCC / Rel-7
Introduction

This contribution suggests allowing an optional proxy server between AF and PCRF, which selects the PCRF based upon the end user IP Address and/or other UE identity the AF is providing within the request and routes the messages between AF and PCRF. The proxy server may serve as a centralised point for configuring which PCRF serves which ranges of end user IP addresses or other of other UE identities.
Discussion

According to TS 23.203, an AF sets up a connection to the PCRF and selects the appropriate PCRF based on the end user IP Address and/or a UE identity that the AF is aware of.

In an operator’s network, multiple PCRFs are to be expected, e.g. to provide the required processing power, and/or to service different GWs, and/or to provide redundancy.
Thus, the configured data that assign ranges of end user IP Address and/or other UE identities to the responsible PCRFs may be non-trivial and may require frequent changes, e.g. if a new GWs or PCRFs are introduced in an operator’s networks or if a PCRF is temporarily unavailable due to some maintenance work.
It is to be expected that the PCRFs within an operator’s network are interconnected with a multitude of Application Functions for different applications, both within the operator’s network and within third-party service provider networks. Thus, in larger networks it is desirable to avoid that all Application Functions need configured data about the assigned ranges of end user IP Address and/or other UE identities to the responsible PCRFs. These data should rather be configurable in a small number of centralised points.

Having centralised points for connecting third-party service provider networks to the operator network simplifies the required security solutions and could limit the impacts of denial of service attacks on the PCRF. Furthermore, if the proxy server remains in the connection a topology hiding is possible.

For these aims, it is suggested to allow an optional proxy server between AF and PCRF, which selects the PCRF based upon the end user IP Address and/or other UE identity the AF is providing within the request and routes the message between AF and PCRF.
Proposed Changes to TS 23.203
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6.2.3
Application Function (AF)

The Application Function (AF) is an element offering applications that require dynamic policy and/or charging control over the IP-CAN user plane behaviour. The AF shall communicate with the PCRF to transfer dynamic session information, required for PCRF decisions as well as to receive IP-CAN specific information and notifications about IP-CAN bearer level events. One example of an AF is the P-CSCF of the IM CN subsystem.

The AF may receive an indication that the service information is not accepted by the PCRF together with service information that the PCRF would accept. In that case, the AF rejects the service establishment towards the UE. If possible the AF forwards the service information to the UE that the PCRF would accept.

An AF may communicate with multiple PCRFs. The AF shall contact the appropriate PCRF based on either:

-
the end user IP Address; and/or

-
a UE identity that the AF is aware of.

NOTE:
By using the end user IP address, an AF is not required to acquire any UE identity in order to provide information, for a specific user, to the PCRF.

A proxy server may be used between the AF and the PCRF. The proxy server shall select the PCRF based upon the end user IP Address and/or other UE identity information the AF is providing within the request. The proxy server can either:

-
support only the connection establishment by forwarding only the initial request/response, or

-
remain in the connection and route all messages between AF and PCRF.
NOTE:
The usage of a proxy server avoids that the AF needs configured knowledge about the ranges of IP addresses or other UE identity information assigned to a PCRF, e.g. in case the AF is outside the network of the operator of the PCRF.

For certain events related to policy control, the AF shall be able to give instructions to the PCRF to act on its own, i.e. based on the service information currently available as described in clause 6.1.5.
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