SA WG2 Temporary Document

Page 1
-


3GPP TSG SA WG2 Architecture — SAE Ad-Hoc
S2-062618
23 - 25 August 2006

Sophia Antipolis, France
Source:
Intel, Nortel, NTT DoCoMo, NEC, Motorola, Telecom Italia, Azaire Networks, Samsung, LG Electronics, ETRI
Title:
SAE Architectural Aspects for Interfacing with non-3GPP IP Access Networks 

Document for:
Approval

Agenda Item:
4.3 (d)
Work Item / Release:
SAE/Rel-7
Abstract of the contribution:

This document is based on the contribution S2-062569 from Lisbon SA2 meeting. This contribution discusses the issue related to the interworking non-3GPP IP Access Networks with the SAE architecture taking inputs from SA3 into consideration. 

1. Introduction

In previous SAE discussion in SA2 WG there has been discussion regarding the concept of trusted non-3GPP access and trusted 3GPP access in contribution S2-062569. Some companies mentioned that inputs from SA3 are required to clearly define interfacing requirements of non-3GPP access networks. 
SA3 has approved the document S3-060562: "Security aspects for inter-access mobility between non 3GPP and 3GPP access network" which clarifies security aspects for inter-access mobility.
This contribution proposes changes to SAE architecture taking SA3 inputs into consideration.
2. Discussion
For WLAN 3GPP IP Access, the PDG provides the functionality to control access towards the EPC. Based on the 3GPP AAA Server, the PDG authorises IP traffic towards the EPC and enforces the operator’s access policies. In addition to that, the PDG also provides functionality to generate charging information, provide QoS, perform address translations, etc.

SA3 has approved the document S3-060562: "Security aspects for inter-access mobility between non 3GPP and 3GPP access network". This document studies the security architecture and provides more detail on the security aspects of inter-access mobility.

According to section 6 of this document, “the level of security achieved in certain deployments of non-3GPP IP access networks though internal security mechanisms (including confidentiality, integrity protection, protection of signalling, key management, etc) is such that non-3GPP IP access networks may be trusted by the 3GPP Evolved Packet Core (EPC) operator. In such case, no additional security mechanisms (e.g. IPSec tunnels from the UE to the EPC) are required in the sense that the non-3GPP IP access network can interwork with the 3GPP EPC without relying on an IPSec tunnel to the UE. Such non-3GPP IP access networks are referred to here as "trusted non-3GPP IP access networks". The decision whether a specific non-3GPP IP access network is trusted or untrusted is up to the 3GPP EPC operator and is not based on the specific link-layer technology adopted by the non-3GPP IP access network.” 

Taking SA3 inputs into consideration it is necessary to introduce equivalent model for non 3GPP IP access which is similar to PDG. This architectural equivalent functional entity is referred as Access Gateway Functionality (AGF) in this document. The AGF entity is either located at the boundary of the Evolved Packet Core or can be provided by a node in the Non-3GPP Access Network.
The main advantages of having a dedicated AGF as part of SAE architecture are:

· Access specific control functionality is pushed towards the edge of the network:

· This has the advantage that no unauthorised traffic enters the EPC.

· Support of access-specific control functionality is not required in core network elements common to different access technologies, i.e. simpler management becomes possible by the separation of access-agnostic common control functionalities and access-specific control functionalities.
· Operators can choose where to provide access control functionality. It can be either placed at the edge of the EPC or within the Non-3GPP Access Network if the network is trusted. Such decision becomes independent of the specific access technology and dependent on the trust/business relation.
· This allows reusing of functionality that is already defined by non-3GPP access networks (e.g., ASN in WiMAX networks).

Whether AGF and PDG are same entity and can be merged into one is FFS and out of scope of this contribution.
3. Proposal

It is proposed that the following changes be adopted in TS 23.882

*** First Modification ***

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

Mobility Management Entity (MME): manages and stores UE context (for idle state: UE/user identities, UE mobility state, user security parameters). It generates temporary identities and allocates them to UEs. It checks the authorization whether the UE may camp on the TA or on the PLMN. It also authenticates the user.

User Plane Entity (UPE): terminates for idle state UEs the downlink data path and triggers/initiates paging when downlink data arrive for the UE. It manages and stores UE contexts, e.g. parameters of the IP bearer service or network internal routing information. It performs replication of the user traffic in case of interception.

It is FFS whether Charging Information for inter-operator accounting is in UPE or in another functional block.

Idle State: is LTE_IDLE for SAE/LTE or PMM_IDLE for 2G/3G or URA_PCH, which is FFS

Nomadic Terminal: Terminal that does not have full mobile capabilities but would normally be expected

to roam between different points of attachment of the network, both wireless and wired.

Backward Handover: the source RAN node initiates the handover, and resources are prepared in the target RAN Nodes. Examples of this concept are reported in TR 25.931 [16].

Forward Handover: The UE changes to the target RAN node without any preparation in the network. Examples of this concept are reported in TR 25.931 [16].

Trusted non-3GPP IP Access: A non-3GPP IP Access Network is defined as a “trusted non-3GPP IP Access Network” if the 3GPP EPC system chooses to trust such non-3GPP IP access network. The 3GPP EPC system may choose to trust the non-3GPP IP access network operated by the same or different operators, e.g. based on business agreements. Specific security mechanisms may be in place between the trusted non-3GPP IP Access Network and the 3GPP EPC to avoid security threats. The decision whether a specific non-3GPP IP Access Network is trusted or untrusted is up to the 3GPP EPC operator, and is not based on the specific link-layer technology adopted by the non-3GPP IP Access Network. 

*** End of first Modification ***

*** Second Modification ***

4.2 Architecture for the evolved system – non-roaming case

Figure 4.2‑1 depicts the base line high level architecture for the evolved system.

Editor's note:
It is not the finalized architecture model for the evolved system. i.e. it does not contain all functions/interfaces required, and some functions/interfaces may be added, deleted or modified in the course of the key issue discussions.
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Figure 4.2-1: Logical high level architecture for the evolved system

The location of the functions belonging to MME/UPE is dependent on RAN CN function split table, i.e. it is FFS.

It is FFS whether there is an interface between UTRAN and evolved packet core.

The separation of MME/UPE into two separate entities is FFS.
Notes: 

· The reference point between the AGF and the SAE Anchor is the focus of the 3GPP standardization work.
· The PDG functional entity represents either the current PDG or an evolved PDG for non-trusted non-3GPP IP access networks.
Editor's Note: Additional Architecture diagram updates will be done following concrete resolutions on the other key issues. The current figure above does not intend to draw any conclusion regarding the functional grouping within the Evolved Packet Core. The number of interfaces and their termination points may change once the grouping and other key issues are resolved.

3GPP Anchor

The 3GPP Anchor is a functional entity that anchors the user plane for mobility between the 2G/3G access system and the LTE access system. 

SAE Anchor

The SAE Anchor is a functional entity that anchors the user plane for mobility between 3GPP access systems and non-3GPP access systems.
AGF
The Access Gateway Functionality is a functional entity acting as gateway between a trusted non-3GPP IP access network and the 3GPP EPC. 
The AGF is the functional entity that controls access from the trusted non-3GPP IP access network towards the EPC. It enforces the operator’s access policies and ensures that only authorised traffic is forwarded towards the SAE anchor. The details of the AGF are FFS, and the AGF might, or might not, include one or more of the following functions: generation of charging information, provision of QoS, IP address handling (e.g., IP address translation or allocation – depending on solution, which is FFS), etc.
The AGF may be a null function for certain deployment scenarios and certain non-3GPP IP access network.
Note: the definition of the functionality of the AGF in the trusted non-3GPP IP access network, except for the required functions for S2a reference point, is outside the scope of 3GPP. 
Whether the 3GPP Anchor functional entity is co-located with the MME/UPE or the SAE Anchor or both is FFS. I.e. it is FFS whether to standardize open interfaces between the MME/UPE and the 3GPP Anchor and between the 3GPP Anchor and the SAE Anchor. 

Note: The Inter Access System Anchor (IASA) is indicated with a dotted box in Figure 4.2-1, because it is used in several parts of this TR, including in figures, to represent both the 3GPP Anchor and the SAE Anchor.
Note: It is FFS how to map SAE architecture for the non-roaming case in Figure 4.2-1 to the roaming architectures in section 4.3
Reference points
S1:
It provides access to Evolved RAN radio resources for the transport of user plane and control plane traffic.
S2a:
It provides the user plane with related control and mobility support between the SAE Anchor and the AGF for trusted non-3GPP IP access network. The S2a reference point is between trusted entities, whose security can be achieved through a variety of mechanisms. 

S2b:
It provides the user plane with related control and mobility support between the SAE Anchor and the PDG for non-trusted non-3GPP IP access network. The S2b reference point is between trusted entities, whose security can be achieved through a variety of mechanisms. 
Note: Whether S2a and S2b are functionally different or not is FFS.


S3:
It enables user and bearer information exchange for inter 3GPP access system mobility in idle and/or active state. It is based on Gn reference point as defined between SGSNs.

User data forwarding for inter 3GPP access system mobility in active state (FFS). 
S4:
It provides the user plane with related control and mobility support between GPRS Core and the 3GPP Anchor and is based on Gn reference point as defined between SGSN and GGSN.

S5a:
It provides the user plane with related control and mobility support between MME/UPE and 3GPP anchor.

It is FFS whether a standardized S5a exists or whether MME/UPE and 3GPP anchor are combined into one entity. 
S5b:
It provides the user plane with related control and mobility support between 3GPP anchor and SAE anchor.  It is FFS whether a standardized S5b exists or whether 3GPP anchor and SAE anchor are combined into one entity.
S6:
It enables transfer of subscription and authentication data for authenticating/authorizing user access to the evolved system (AAA interface).

S7:
It provides transfer of (QoS) policy and charging rules from PCRF to Policy and Charging Enforcement Point (PCEP). 
The allocation of the PCEP is FFS. 
SGi: 
It is the reference point between the Inter AS Anchor and the packet data network. Packet data network may be an operator external public or private packet data network or an intra operator packet data network, e.g. for provision of IMS services. This reference point corresponds to Gi and Wi functionalities and supports any 3GPP and non-3GPP access systems.
*** End of second Modification ***
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