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1. Overall Description:

In the RAN2/3-SA3 joint meeting in January 2006 SA3 was asked to study the MAC/RLC security (and RRC ciphering (RRC integrity protection is a working assumption). SA3 has studied the threat of UE tracking at MAC and RRC layer (see attached S3-060456) and identified the following threats:

· Tracking based on new and old RNTI mapping,

· Tracking based on handover signalling messages,

· Tracking based on cell level measurement reports,

· Tracking based on packet sequence numbers.
Countermeasures to the above threats are provided in the attached document.

SA3 reaches the following conclusions:

· MAC layer does not need integrity protection or ciphering as attacks on MAC layer are comparable to radio jamming attacks. An attacker can not map MAC level messages together during handovers.
· RRC must be ciphered to prevent UE tracking based on cell level measurement reports, handover message mapping, or cell level identity chaining.
· SA3 will study further the solutions to the threat of tracking based on packet sequence numbers.
However, there is concern on the cost of implementing RRC ciphering. If there is significantly low cost solution to countermeasure to the threats identified above, SA3 is open to use it instead of RRC ciphering.

SA3 needs to further study on whether buffer status reports from UEs to the eNBs in MAC layer need to be protected. If the buffer status reports are not protected, a smart attacker may affect packet scheduling, load balancing, and admission control with false buffer status reports.  

SA3 would like to inform RAN2, RAN3 and SA2 that SA3 has finished the following tasks assigned to SA3 in the joint meeting (see R3-060088/S3-060119):

· RRC ciphering TBD (SA3)
· possibly user ID ciphering (scrambling) TBD (SA3 to investigate first)

· MAC security TBD (conclusion in April in SA3)
2. Actions:

To 3GPP RAN2, RAN3, SA2:

3GPP SA3 kindly asks RAN2, RAN3 and SA2 to take the above information into account.

3GPP SA3 kindly asks RAN2 to 

· provide information about the packet scheduling algorithm to SA3 to further clarify the severity of the threat of  the malicious buffer status reports.

· provide information about the length of the sequence number field to further clarify the threat of user tracking based on the continuous packet sequence numbers. 

· clarify if there are any concerns if the sequence number is re-initialized in every new C-RNTI re-allocation.
· provide feedback on the complexity of providing RRC ciphering in addition to integrity protection.
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