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1. Overall Description:

RAN WG3 thanks SA WG3 for the LS received in S3-060361. RAN WG3 has studied the attached document in the LS, LTE-SAE Security Rationale version 2. Based on the study of the document, RAN WG3 has the understanding that NDS/IP is the mechanism to secure the interfaces within E-UTRAN, namely the interface S1 and X2.

RAN WG3 has discussed the topic of mobility on S1 interface during the last several meetings. One of the questions raised in the discussion is the need for changing or relocating the MME/UPE that is serving the given UE; does the specification need to support the change or relocation of MME/UPE. 

RAN WG3 has so far assumed that the security on S1 interface is one such area that might restrict the coverage of S1 interface, hence necessitate the change or relocation of MME/UPE. 

It is here noted that RAN WG3 considers the MME and UPE as separate nodes, terminating the S1 Control plane (S1-C) and S1 User plane (S1-U), correspondingly. The decision on MME and UPE, whether separate or integrated, is expected in SA WG2.
In order to come to a conclusion on the issue of MME/UPE change or relocation, RAN WG3 would kindly ask SA WG3 the following questions on S1 User Plane and S1 Control Plane security.

1)

Considering the above mentioned assumption in RAN WG3 about the separate MME and UPE nodes, does SA WG3 see any specific issues or consequencies in S1 interface, resulting from this separation?

2) 

If pre-establishments or in advance configurations were chosen as key management solution, would SA WG3 consider them as significant from the Operability and Management (O&M) perspective, thus possibly setting the limit for the number of S1 interfaces supported by the Network Element in the Evolved Packet Core or by the eNode.

3) 

Does SA WG3 see any security related restrictions in the maximum geographical coverage of S1-U, S1-C interface? Restrictions that would prevent e.g., a nationwide coverage of one MME/UPE node.

4)

RAN3 has discussed the possibility to update routing information in the UPE directly by the target eNodeB at each inter-eNodeB handover. Under this assumption has SA WG3 considered the need and means for securing the route update signalling in the user plane between the eNodeB and the UPE?

2. Actions:

To SA WG3 group.

ACTION: 
RAN WG3 kindly asks SA WG3 to answer the above questions. Due to some urgency of the work in RAN WG3 to complete the Study Item on UTRA/UTRAN Long Term Evolution, RAN WG3 would like to encourage SA WG3 to provide even partial answer provided that some of the questions could not be answered during one meeting.

3. Dates of Next RAN WG3 Meetings:

RAN WG3#53
28 August – 1 September, 2006
Tallinn, Estonia

RAN WG3#54
          6 – 11 November, 2006

Riga, Latvia


