3GPP TSG SA WG2  — SA2#53
S2-062336

26 - 30 June 2006, Lisbon, Portugal

Source:



Lucent

Title:




SAE/LTE: Clarification on Security Termination in LTE/SAE

Document for:
Decision/Discussion

Agenda Item:
 
SAE/LTE 

1. Introduction

Current SAE/LTE architecture consists of eNodeB, MME/UPE, and Inter-AS Anchor. It has been in the spirit of 3GPP to allow for flexible allocation of different functional entities to physical entities, and decisions for grouping of these functional entities has traditionally been left to implementation decisions of vendors and/or operators. Maximally flat-IP architecture which collapses the typical CN and RAN functionality into a NodeB has benefits and therefore should have the right to exist as an SAE deployment option.  

The January 2006 joint meeting of SA3, RAN2 and RAN3 has made a decision to terminate LTE/SAE UP traffic and NAS, as well as terminate security associations for these functions at the node “above eNodeB”. We feel that such recommendation, when read a certain way, forbids flexible allocation of these functions.

The goal of this contribution is to request 3GPP TSG SA3’s clarification on their recommendation regarding placement of logical and/or physical termination point(s) for Security Associations in the Long Term Evolved RAN/3GPP System Architecture.

1.1. Benefits of the maximally flat-IP architecture

Maximally flat-IP system architecture which collapses the typical CN and RAN functionality into a cell site node is critical for the following reasons:
· Reduced Latency

· Reduced Signaling Delay

· Route Optimization

· Self-scaling

· Convergence

· OPEX/CAPEX Reductions

· Fault Tolerance

· Distributed Security
2 Ambiguity in the SA3 recommendation

The January 2006 joint meeting of SA3, RAN2 and RAN3 has made recommendation to terminate LTE/SAE security associations for both UP traffic as well as for NAS at the node “above eNodeB”.

It is possible to read Joint Meeting’s  statement as a prohibitive one (i.e. access link security for user plane traffic SHALL NOT be terminated in the Node-B) statement.  If this was the intention of SA3, then this would be setting a new precedence in 3GPP by actually mandating/precluding specific implementation and deployment options.  

However, it is also possible to interpret such a statement as a “safe bet” type of a statement, meaning that while it may be recommended to terminate access link security for user plane traffic “above eNodeB”, it is possible to terminate access link security for user plane traffic in the eNodeB as long as certain precautions are taken.  Such precautions could include the use of tamper resistant hardware to provide secure processing in the eNodeB.    

Clearly the above demonstrates that there are two different ways to interpret the SA3 statement about access link security which have major impacts to the types of architectures possible for LTE/SAE.

One way to interpret the above recommendation is reflected in TR23.882 Sec.7.11.1, which states:

“…The following functions are above eNodeB, and therefore in the evolved packet core if the RAN has no other entities than eNodeB. If there are other RAN entities than eNodeB, their inclusion is FFS:

- Ciphering termination for user plane traffic.

- Ciphering/integrity termination for NAS signaling.

- IP Header compression…”
Without any doubt, such interpretation is prohibitive with regards to the maximally flat-IP Alternative Solution.
3. Ambiguity of the Logical split of the functional elements vs. their physical separation

Traditionally, 3GPP has never stipulated specific implementations or deployment options (e.g. precluding the collocation of MME/UPE with the eNodeB). In keeping with this spirit of the 3GPP standards, we are convinced that the joint meeting’s decision should only reflect the split of the (control and user) protocol stacks over the various logical functional elements, and not dictate implementation/deployment options of functional entities.  

However, the spirit of several contributions that have been filed after the joint meeting seem to indicate that the SA3 decision mandates a physical split (i.e. MME/UPE shall not be co-located with the eNodeB).  

Such interpretation is prohibitive for the maximally flat-IP Alternative Solution. We disagree with such conclusions and argue that, provided the security threats, that were identified by SA3, can be resolved at the cell site, the current logical split does not prohibit locating  the MME/UPE function at the cell site.  
4. Conclusions

We ask SA2 to kindly issue a LS to SA3, asking SA3 to clarify their statement regarding termination for the SAE/LTE Security Associations for user plane traffic, mobility management signaling, and radio resource signaling. In particular, we ask SA3 to clarify if the intent of their statement was to either:

1. Preclude specific implementation/deployment options (i.e. ones where MME/UPE are co-located at the eNodeB), or 

2. Recommend that MME/UPE not be co-located at the eNodeB unless precautions are taken to provide secure processing in the eNodeB (e.g. through tamper resistant hardware, or in any other environment which ensures secure computing and protected storage of security context.)

5. References and Abbreviations

5.1
Abbreviations

eNodeB

Evolved NodeB

MM


Mobility management

RRC


Radio Resource control

UP


User Plane
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