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1. Introduction

In the previous SAE discussion in SA2 WG there has been discussion regarding the concept of trusted non-3GPP access and trusted 3GPP access. This has impacted the progress in the SAE work since the terms have been interpreted quite differently by different parties. 

This contribution presents an analysis leading to the definition of trusted access, and proposes the adoption of a clear definition in order to allow faster progress in the SA2 WG SAE discussion and for related activities.

Based on the analysis, the authors believe that SA1 is the proper WG to define the concept of trusted access and forward it to SA2 and SA3 WGs, since the definition has clear impact respectively on the architectural discussion in SAE and on security requirements for SA3.

2. Discussion

In the SAE WI in SA2 WG, non-3GPP access networks are being considered in the architecture in order to encompass access technologies that are not specified by 3GPP. In the definition of the SAE architecture and allocation of various functionalities, the discussion has often focused on the concepts of trusted/untrusted access, often referring to non-3GPP access as being untrusted, and 3GPP access as being trusted. 

However, the concept of trusted and untrusted access has not been defined and this has impacted the progress in the SAE work since the terms have been interpreted quite differently by different parties. 

3GPP has defined the interworking between 3GPP and WLAN networks through the 3GPP WLAN IW specifications. During this WI, specific mechanisms have been defined to secure the IP connectivity between the UE and the 3GPP home network due to the WLAN networks being correctly considered untrusted. However, it is essential to consider why WLAN network have not been considered trusted. The main reason has been the intrinsic security of the wireless media: though IEEE 802.11 has defined security for the WLAN radio link, many WLAN deployment still do not use 802.11i, and there is a large set of terminals that can take advantage of 3GPP WLAN IW but that do not support 802.11i. In addition, due to the variety of WLAN operators to which 3GPP operators wish to connect, the interconnection between the WLAN access network and the 3GPP operator network cannot always be considered secured and data can be transmitted over the Internet. Therefore, it was necessary to define specific mechanisms (i.e. tunnelling from the UE to the core network) to protect the information.

When considering the interconnection of non-3GPP accesses to evolved 3GPP core networks, it is essential to distinguish two aspects:

· Business trust relationships between operators: this refers to the business and trust relationship that exists between the operator of the evolved 3GPP packet core and the operator providing the non-3GPP access. Several levels of business and trust relationships are possible. On one hand, the non-3GPP access can be completely untrusted, i.e. the evolved 3GPP packet core operator does not have relationship with the non-3GPP access operator (e.g. operators providing free public access, or providing access to UEs based on other subscriptions). In such case, the evolved 3GPP packet core operator may not be able to exercise any control on the access by the UE to the connectivity provided by the non-3GPP access operator. On the other hand, the evolved 3GPP packet core operator may have a business relationship and roaming agreements with the non-3GPP access operator, and therefore can exercise control on the connectivity services accessed by the roaming UE. In such case, the non-3GPP access can be considered trusted by the evolved 3GPP packet core operator.

· Security: this refers to the level of security in the IP connectivity over the non-3GPP access between the UE and the evolved 3GPP packet core network. On one hand there may be no security unless additional security mechanisms are adopted (e.g. tunneling mechanisms as in the 3GPP WLAN IW case), e.g. due to weak or missing security mechanism in the access interface. On the other hand, if the access technology deploys strong security mechanisms, there can be strong security for the UE IP connectivity to the evolved 3GPP packet core network (e.g. by using GRX for the roaming interconnection between networks, or by using secure tunnels between networks based on roaming agreements).

Based on this analysis, the level of trust of communications between the trusted non-3GPP system and the 3GPP system may have multiple levels, e.g.:
· The non-3GPP Access Network contains elements that may be trusted by the UE and the 3GPP system. For example, the non-3GPP network may include trusted components that look after aspects of security and authentication interworking with the 3GPP systems. 
· All of the elements of the non-3GPP network may be fully trusted by the UE and the 3GPP system.
It is therefore evident that it is not possible to categorize a non-3GPP access as trusted or untrusted based solely on the fact that the access technology is a non-3GPP access technology.
A more reasonable characterization of trusted access is based on the following definition:

A non-3GPP Access Network is defined as a “trusted non-3GPP Access Network” if interworking/interconnection with the home 3GPP EPC is possible without incurring additional security threats to the 3GPP EPC. The home 3GPP EPC system may choose to trust the non-3GPP access network operated by the same or different operators, e.g. based on roaming agreements. Specific security mechanisms may be in place between the trusted non-3GPP AN and the 3GPP EPC to avoid security threats. The decision whether a specific non-3GPP AN is trusted or untrusted is up to the home 3GPP EPC operator, and is not based on the specific link-layer technology adopted by the non-3GPP AN.
3. Impact on SAE Architecture

The WLAN 3GPP IP Access is represented in the reference architecture in TR 23.882 as a bubble interconnected through the S2 interface. Though not explicitly represented in the architecture, it is common understanding that the S2 interface connects the SAE Anchor to the PDG. This implicit assumption is essential in the understanding of the S2 interface. In particular, the S2 interface as defined in the current architecture assumes that the interconnection to the WLAN 3GPP IP Access is to a trusted access. Based on the mechanisms defined for the WLAN 3GPP IP Access, the operator owning the EPC can trust the WLAN 3GPP IP Access, (e.g. because the PDG is either owned by the same operator or by an operator that has roaming agreements with the operator owning the EPC). 
For the non-3GPP Access the same assumption and conclusions have not been discussed to an extent that allows a clear definition of the S2 functionality. In order to simplify the definition of the functionality over the S2 interface and of the SAE Anchor, this contribution proposes a set of modifications to the reference architecture in TR 23.882. 

The modified architecture suggested in this proposal is described in Figure 1.
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Figure 1. Logical high level architecture for the evolved system.
In the modified architecture it is assumed that an untrusted non-3GPP access is connected to the EPC through the mechanisms defined for the 3GPP WLAN IP access. Therefore the PDG is explicitly represented as the node connecting the untrusted 3GPP IP Access to the EPC. 

A new functional entity is added for the trusted non-3GPP access, the Access GW (aGW). The aGW is a node belonging to a trusted non-3GPP access network and acting as gateway between such trusted non-3GPP access network and the 3GPP EPC. Similarly to the PDG for the 3GPP WLAN IW, the aGW is the network entity where the UE connected to the non-3GPP access network obtains an IP address topologically correct for connectivity to the EPC, and as such it is the first IP GW seen by the UE connected to the non-3GPP access. The aGW is the network entity that controls access from the non-3GPP access towards the EPC. 

The precise functionality of the aGW requires further discussion, however the following are examples of the functionality the aGW can implement: 
-
Contains routeing information for UE connected to the non-3GPP access;

-
Routes the packet data received from/sent to the EPC to/from the UE connected to the non-3GPP access;

-
May perform address translation and mapping;

-
May provide functionalities specific to the non-3GPP access

-
May generate non-3GPP access specific charging information related to user data traffic for offline and online charging purposes
Though not precisely a network element part of the 3GPP EPC, the addition of the aGW to the reference architecture is essential for the definition of the functionality over the S2 interface. 
This contribution does not imply that the functionality of the PDG for I-WLAN and the aGW for non-3GPP access is the same, since the PDG and the aGW are deployed for different reasons (e.g. PDG enables WLAN to provide trusted access to the 3GPP operator network), however in terms of interface to SAE Anchor, the two nodes expose a very similar interface. 
In the suggested architecture, the S2 interface is an interface between trusted entities, whose security can be achieved through a variety of mechanisms. The S2 interface is split into two interfaces S2a and S2b. From a logical point of view the functionality of S2a and S2b is identical, since in both cases the interfaces provide the user plane with related control and mobility support between the specific access and the SAE Anchor. S2a is used between the SAE Anchor and the aGW for trusted non-3GPP access. S2b is used between the SAE Anchor and the PDG for 3GPP WLAN IP access. However, the two interfaces are differentiated in the proposed architecture since the precise functionality of S2a and S2b is FFS. 
In terms of trust between network entities and ownership/deployment of the network entities, figure 3 and Figure 4 provide two examples.
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Figure 3. Example 1 of trusted/untrusted concept wrt location/ownership of nodes.
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Figure 4. Example 2 of trusted/untrusted concept wrt location/ownership of nodes.

In figure 3 and figure 4, trust/security between the EPC and the entities trusted by the EPC is typically based on deployment solutions. As an example, the aGW and the non-3GPP access network can be owned by the operator owning the EPC (Figure 3). Alternatively, the aGW and the non-3GPP access network are owned by a roaming partner and e.g. GRX is used to interconnect the aGW to the EPC (Figure 4). 

Whether the proposed architecture applies to both roaming and non-roaming cases for the non-3GPP access (e.g. whether the S2a and S2b interfaces are applicable to both cases or different interfaces are needed for the two cases) is FFS.
4. Proposal

It is proposed that the following changes be adopted in TS 23.882

*** First Modification ***

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

Mobility Management Entity (MME): manages and stores UE context (for idle state: UE/user identities, UE mobility state, user security parameters). It generates temporary identities and allocates them to UEs. It checks the authorization whether the UE may camp on the TA or on the PLMN. It also authenticates the user.

User Plane Entity (UPE): terminates for idle state UEs the downlink data path and triggers/initiates paging when downlink data arrive for the UE. It manages and stores UE contexts, e.g. parameters of the IP bearer service or network internal routing information. It performs replication of the user traffic in case of interception.

It is FFS whether Charging Information for inter-operator accounting is in UPE or in another functional block.

Idle State: is LTE_IDLE for SAE/LTE or PMM_IDLE for 2G/3G or URA_PCH, which is FFS

Nomadic Terminal: Terminal that does not have full mobile capabilities but would normally be expected

to roam between different points of attachment of the network, both wireless and wired.

Backward Handover: the source RAN node initiates the handover, and resources are prepared in the target RAN Nodes. Examples of this concept are reported in TR 25.931 [16].

Forward Handover: The UE changes to the target RAN node without any preparation in the network. Examples of this concept are reported in TR 25.931 [16].
Trusted Access: A non-3GPP Access Network is defined as a “trusted non-3GPP Access Network” if interworking/interconnection with the home 3GPP EPC is possible without incurring additional security threats to the 3GPP EPC. The home 3GPP EPC system may choose to trust the non-3GPP access network operated by the same or different operators, e.g. based on roaming agreements. Specific security mechanisms may be in place between the trusted non-3GPP AN and the 3GPP EPC to avoid security threats. The decision whether a specific non-3GPP AN is trusted or untrusted is up to the home 3GPP EPC operator, and is not based on the specific link-layer technology adopted by the non-3GPP AN.
*** End of first Modification ***

*** Second Modification ***

Architecture for the evolved system – non-roaming case

Figure 4.2‑1 depicts the base line high level architecture for the evolved system.

Editor's note:
It is not the finalized architecture model for the evolved system. i.e. it does not contain all functions/interfaces required, and some functions/interfaces may be added, deleted or modified in the course of the key issue discussions.
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Figure 4.2-1: Logical high level architecture for the evolved system

The location of the functions belonging to MME/UPE is dependent on RAN CN function split table, i.e. it is FFS.

It is FFS whether there is an interface between UTRAN and evolved packet core.

The separation of MME/UPE into two separate entities is FFS.

Editor's Note: Additional Architecture diagram updates will be done following concrete resolutions on the other key issues. The current figure above does not intend to draw any conclusion regarding the functional grouping within the Evolved Packet Core. The number of interfaces and their termination points may change once the grouping and other key issues are resolved.

3GPP Anchor

The 3GPP Anchor is a functional entity that anchors the user plane for mobility between the 2G/3G access system and the LTE access system. 

SAE Anchor

The SAE Anchor is a functional entity that anchors the user plane for mobility between 3GPP access systems and non-3GPP access systems.
aGW

The aGW is a functional entity belonging to a trusted non-3GPP access network and acting as gateway between such trusted non-3GPP access network and the 3GPP EPC. Similarly to the PDG for the 3GPP WLAN IW, the aGW is the network entity where the UE connected to the non-3GPP access network obtains an IP address topologically correct for connectivity to the EPC, and as such it is the first IP GW seen by the UE connected to the non-3GPP access. The aGW is the network entity that controls access from the non-3GPP access towards the EPC. 
Whether the 3GPP Anchor functional entity is co-located with the MME/UPE or the SAE Anchor or both is FFS. I.e. it is FFS whether to standardize open interfaces between the MME/UPE and the 3GPP Anchor and between the 3GPP Anchor and the SAE Anchor. 

Note: The Inter Access System Anchor (IASA) is indicated with a dotted box in Figure 4.2-1, because it is used in several parts of this TR, including in figures, to represent both the 3GPP Anchor and the SAE Anchor.
Note: It is FFS how to map SAE architecture for the non-roaming case in Figure 4.2-1 to the roaming architectures in section 4.3
Reference points
S1:
It provides access to Evolved RAN radio resources for the transport of user plane and control plane traffic.

S2:
It provides the user plane with related control and mobility support between WLAN 3GPP IP access or non 3GPP IP access and the SAE Anchor. The S2 interface is an interface between trusted entities, whose security can be achieved through a variety of mechanisms. The S2 interface is split into two interfaces S2a and S2b: S2a is used between the SAE Anchor and the aGW for trusted non-3GPP access. S2b is used between the SAE Anchor and the PDG for 3GPP WLAN IP access. Whether S2a and S2b are functionally different or not is FFS. 
*** End of second Modification ***
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