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3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions defined in TR 21.905 [30] and the following apply:

Available SSID: An SSID that the WLAN UE has found after active and/or passive scanning which meets certain conditions as specified in IEEE 802.11 [19].

3GPP - WLAN Interworking: Used generically to refer to interworking between the 3GPP system and the WLAN family of standards. Annex B includes examples of WLAN Radio Network Technologies.
3GPP WLAN QoS profile: 3GPP defined QoS profile for I-WLAN access.
Differentiated Services Field (DS Field): The IPv4 header TOS octet or the IPv6 Traffic Class octet when interpreted in conformance with the definition given in RFC 2474 [38].
External AAA Server: The AAA Server is located in the external packet data networks. The PDG interworks with the Exteranl AAA Server via the Wi reference point.

External IP Network/External Packet Data Network: An IP or Packet Data network with access provided by the 3GPP – WLAN Interworking, rather than directly from the WLAN AN.

Home WLAN: A WLAN which interworks with the HPLMN without using a VPLMN.

Interworking WLAN (I-WLAN): A WLAN that interworks with a 3GPP system.
I-WLAN selection: Procedure to select a specific I-WLAN from the available I-WLANs.
Local Service Identifier: An identifier used within the 3GPP system for a service available directly from the I-WLAN, for example Internet access or access to a specific corporate network.

Offline charging: Mechanism for collecting and forwarding charging information concerning I‑WLAN and core network resource usage without affecting the service rendered in real-time.
Online charging: Mechanism for collecting and forwarding charging information concerning I‑WLAN and core network resource usage where the service may be affected in real-time.

Policy Enforcement: Functionality implemented in a WAG to ensure packets coming from or going to the WLAN AN are allowed based on unencrypted data within the packets. (e.g. source and destination IP address and port number).
Private network access from WLAN 3GPP IP Access: UE access to an external IP network via a PLMN via a tunnel. This is one of the WLAN 3GPP IP access. While the WLAN 3GPP IP access only performs user authentication and authorization with 3GPP AAA server, this access performs authentication and authorization with external server via PDG in addition to the authentication and authorization with 3GPP AAA server.
PS based services: General term to refer to the services provided by a PLMN using the IP bearer capability between a WLAN UEs and the PLMN when WLAN 3GPP IP Access is used. Examples include bearer services such as Internet access, and Corporate IP network access and higher level services such as SMS and LCS.

Requested W-APN: The W-APN requested by the user.

Routing Enforcement: Routing Enforcement ensures all packets sent to/from the WLAN UE for 3G PS based service are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case). Routing Enforcement is implemented between a WLAN AN and a WAG.
Selected W-APN: The W-APN selected by the network as a result of the WLAN -UE subscriber request.
Service Authorization: Authorization allowing a subscriber to access the requested service based on subscription.

Tunnel Identifier: Identifier of a tunnel between a WLAN UE and a PDG. It is contained in the unencrypted part of a packet.

User Identifier: Identifier of a user which may be used, for example, in charging functionality.
WLAN Access Point Name (W-APN): Is used to identify a specific IP network and a point of interconnection to that network (Packet Data Gateway).
WLAN 3GPP IP Access: Access to an IP network via a PLMN via a tunnel. A related term is WLAN Direct IP Access.
WLAN coverage: The area where a WLAN UE can connect to a WLAN.

WLAN Direct IP Access: Access to an IP network directly from a WLAN AN without passing data to a PLMN via a tunnel. A related term is WLAN 3GPP IP Access.

WLAN UE's local IP address: The address used to deliver a packet to a WLAN UE in a WLAN AN. It identifies the WLAN UE in the WLAN AN. The WLAN UE's local IP address may be translated by a Network Address Translation prior to being received by any other IP network, including a PLMN.

WLAN UE's remote IP address: The address used by the data packet encapsulated inside the WLAN UE to PDG tunnel. It represents the address of the WLAN UE in the network which the WLAN UE is accessing via the PDG.
*** Change End ****
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3.3
Abbreviations

AAA
Authentication, Authorisation and Accounting

ACL
Access Control List
AKA
Authentication and Key Agreement

AP
Access Point

APN
Access Point Name
CoS
Class of Service 
DHCP
Dynamic Host Configuration Protocol

DNS
Domain Name System
DSCP
DiffServ Code Point
EAP
Extensible Authentication Protocol

FQDN
Fully Qualified Domain Name

GGSN
Gateway GPRS Support Node

GTP
GPRS Tunnelling Protocol

HLR
Home Location Register

HPLMN
Home PLMN

HSS
Home Subscriber Server

IEEE
Institute of Electrical and Electronics Engineers

IP
Internet Protocol

IP-SM-GW
IP Short Message Gateway

ISP
Internet Service Provider

I-WLAN
Interworking WLAN

NAI
Network Access Identifier
NAT
Network Address Translation

OCS
Online Charging System

PDA
Personal Digital Assistant

PDG
Packet Data Gateway

PLMN
Public Land Mobile Network

SIM
Subscriber Identity Module

SSID
Service Set IDentifier
UE
User Equipment

UMTS
Universal Mobile Telecommunications System

USIM
UMTS SIM

SSID
Service Set IDentifier

VLAN
Virtual Local Area Network

VPLMN
Visited PLMN

WAG
WLAN Access Gateway

W-APN
WLAN APN

WLAN
Wireless Local Area Network

WLAN AN
WLAN Access Network

WLAN UE
WLAN User Equipment
WMM
Wi-FiTM Multimedia

*** Change End ****
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5.13
QoS Support

5.13.1
General
The support of QoS mechanisms is an optional functionality of the 3GPP-WLAN Interworking architecture.

Figure 5.3 shows the considered QoS architecture for WLAN Direct IP Access.
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Figure 5.3: QoS Architecture for WLAN Direct IP Access

Figure 5.4 shows the considered QoS architecture for WLAN 3GPP IP Access.
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Figure 5.4: QoS Architecture for WLAN 3GPP IP Access
The End-to-End Service provides transport of the signalling and user data between the WLAN UE and another (external) TE (or correspondent node) passed over different bearer services of the network. In case of WLAN Direct IP Access, it consists of WLAN Bearer Service and External Bearer Service. In case of WLAN 3GPP IP Access, it consists of 3GPP IP Access Bearer Service and External Bearer Service.

The External Bearer Service is not further elaborated here as this bearer may be using several network services, e.g. another UMTS Bearer Service (TS 23.107 [33]). The 3GPP IP Access Bearer Service provides transport of signalling and user data between WLAN UE and PDG and supports QoS.

WLAN Bearer Service supports WLAN AN specific bearer capability between WLAN UE and WLAN AN.

5.13.2
Use of CoS based DiffServ for providing QoS over I-WLAN using 3GPP IP Access

When using 3GPP IP Access, a tunnel from UE to PDG is established for carrying PS based services traffic. This tunnel traverses over inter PLMN backbone (e.g. GRX) in the case of a roaming user. While accessing home network services, one or more tunnels will be setup that will carry traffic for all home network services that are being accessed irrespective of the level of QoS required for an individual service. It is possible that data for more than one IP flow and for different services is carried in one tunnel. Since the data within these tunnels (including the inside IP headers) is likely to be encrypted, it may not be possible to separate out individual IP flows and service traffic at intermediate nodes.

A possible way to provide QoS in such a situation is the use of DiffServ [37] by the WLAN UE and PDG to appropriately colour the DS Field in the external IP header based on the QoS required for the service that the individual packet belongs to. DiffServ therefore allows to provide for different classes of traffic different levels of QoS. Such use of DiffServ mechanism works well with GSMA's specifications on GRX (IR 34). 

IEEE 802.11 WLAN ANs Wi-FiTM Alliance’s WMM guidelines provide a mapping from IEEE 802.11e QoS priority categories to 802.1D priority levels. This mechanism is shown in Figure 5.5. See Annex H for further details on these specifications.
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Figure 5.5: QoS Mapping
Once the QoS provisioning has been accomplished during the authentication phase, based on the information included in Table 1 and Table 2 of Annex H, it is possible to map different types of traffic from the home network to DiffServ Code Points (DSCPs) and then onwards to IEEE 802.11e classes and IEEE 802.1D tags in the WLAN AN. Similarly the WLAN UE can appropriately mark the traffic in the reverse direction. 

The provisioned WLAN QoS profile may include for example information on bandwidth and maximum DSCP allowed for the user. The point of enforcement of bandwidth and maximum DSCP policies within the 3GPP system is the PDG. The WLAN Access Gateway in the WLAN AN can implement similar enforcement. The entities responsible for proper DSCP marking are the end points of the tunnel (namely the WLAN UE and the PDG). If there is an inconsistent marking of packets from the WLAN UE between a service and the layer 3 (for fraudulent reasons or due to error), the inconsistency is resolved according to operator policies by the PDG (i.e. discarding, appropriate charging).
5.13.3
QoS requirements on the architecture
The 3GPP WLAN QoS profile shall be WLAN technology independent. 
The 3GPP AAA Server shall be the single point to authorize the 3GPP WLAN QoS profile for both WLAN direct IP Access and WLAN 3GPP IP Access;
The 3GPP WLAN QoS profile shall be specified within the subscriber data of the HSS (defined in TS 23.008 [29]). 
Policy Control and Charging (PCC) functionality shall be used where applicable, in accordance with TS 23.203 [36];
A mechanism shall be defined, which allows that the WLAN AN's QoS capabilities (e.g. the supported 3GPP WLAN QoS profile) are provided by the WLAN AN to the 3GPP AAA Server during initial WLAN direct IP Access authorization;

The authorized 3GPP WLAN QoS profile shall be sent from the 3GPP AAA Server to the WLAN AN during WLAN 3GPP IP Access authorization and re-authorization;

A mechanism for  change of authorized 3GPP WLAN QoS profile after initial authorization from 3GPP AAA Server/Proxy to WLAN AN and PDG shall be considered;
Charging signalling sent between WLAN AN and 3GPP AAA Proxy/Server shall contain information about the used 3GPP WLAN QoS profile.
*** Change End ****

*** Change Start ****

6.2
Network elements

6.2.1
WLAN UE

A WLAN UE is the User Equipment using a UICC card utilized by a 3GPP subscriber to access the WLAN AN for 3GPP interworking purpose. The WLAN UE may be capable of WLAN access only, or it may be capable of both WLAN and 3GPP radio access. Some WLAN UE's may be capable of simultaneous access to both WLAN and 3GPP radio access. A WLAN UE may include terminal types whose configuration (e.g. interface to a UICC), operation and software environment are not under the exclusive control of the 3GPP system operator, such as a laptop computer or PDA with a WLAN card, UICC card reader and suitable software applications.

The WLAN UE functions include:

-
Associating to an I-WLAN.

-
WLAN access authentication based on EAP methods.

-
Selection of a suitable VPLMN in the roaming case.

-
Building an appropriate NAI.

-
Obtain a local IP address. If the WLAN UE is intended for use with WLAN ANs supporting IPv4 only as well as with WLAN ANs supporting IPv6 only, it shall be equipped with a dual IP stack.

-
If QoS mechanisms are applied: the UE applies DiffServ mechanisms by marking the DS field of IP packets according to the application QoS requirements (as recommended in Annex H);

- 
If QoS mechanisms are applied, the UE maps the DS field of IP packets into WLAN technology specific QoS parameters.
For WLAN 3GPP IP Access enabled WLAN UE:

-
Building an appropriate W-APN to be used for External IP network selection.

-
Request the resolution of a W-APN to a PDG address.

-
If IPv4 and IPv6 addresses are returned during the resolution process, the WLAN UE shall select the address that has the same format as its own local IP address (IPv4 or IPv6).

-
Establish a secure tunnel to a PDG.

-
Obtain a remote IP address.

-
Accessing services provided in the operators PS domain.

-
Allowing users to select the type of network access, i.e. WLAN 3GPP IP Access or WLAN Direct IP Access.
-
Ability to indicate whether multiple authentication is needed or not in the tunnel establishment procedure. This function is only required in case that the specified W-APN requires the authentication and authorization with the External AAA Server. Details on the multiple authentications are specified in draft-eronen-ipsec-ikev2-multiple-auth-00 [32].

*** Change End ****

*** Change Start ****

6.2.3
3GPP AAA Server

The 3GPP AAA server is located within the 3GPP network. There should be only one 3GPP AAA Server for a WLAN attached subscriber. The 3GPP AAA Server:
-
Retrieves authentication information and subscriber profile (including subscriber's authorization information) from the HLR/HSS of the 3GPP subscriber's home 3GPP network.

-
Authenticates the 3GPP subscriber based on the authentication information retrieved from HLR/HSS. The authentication signalling may pass through AAA proxies.

-
Updates the WLAN access authorisation information when user's service subscription is modified when requested by HSS/HLR.

-
Communicates (including updates) authorization information to the WLAN AN potentially via AAA proxies.

-
Registers its (the 3GPP AAA server) address or name with the HLR/HSS for each authenticated and authorized 3GPP subscriber.

-
Initiates the Purge procedure when the 3GPP AAA server deletes the information of a subscriber.

-
May act also as a AAA proxy (see above).

-
Maintains the WLAN UE's WLAN-attach status.
-
Provides the WLAN UE's WLAN-attach status to other entities (which are out of the scope of this TS).

-
Generates and reports per-user charging/accounting information about WLAN Direct IP Access to the HPLMN Offline Charging System.
-
Transfer a subscriber's authentication to a 3GPP AAA Server when it is requested by HSS/HLR.
-
If QoS mechanisms are applied: the 3GPP AAA server authorizes the 3GPP WLAN QoS profile. The authorized QoS profile is based on the closest match of subscriber's WLAN QoS profile with the WLAN AN capabilities/policies.

For WLAN 3GPP IP Access:

-
Communicates (including updates) service authorization information (e.g. authorized W-APN, necessary keying material for tunnel establishment and user data traffics) to the PDG. AAA proxies if the PDG is located in VPLMN.
· Provides the PDG with the WLAN UE's remote IP address, received from the HSS, when static remote IP address allocation is used.

-
Provides the AAA-Proxy with suitable policy enforcement information.

-
Provides suitable policy enforcement information to WAG in HPLMN.
-
May provide suitable routing enforcement information to WLAN AN.
*** Change End ****
*** Change Start ****

6.2.4
HLR/HSS

The HLR/HSS located within the 3GPP subscriber's home network is the entity containing authentication and subscription data required for the 3GPP subscriber to access the WLAN interworking service. Besides other information, the HSS contains 3GPP WLAN QoS profiles’ authentication and subscription data for the 3GPP subscriber.
The HSS also provides access to the WLAN UE's WLAN-attach status for other entities, e.g. answers or relays the WLAN-attach status query from other entities. To this end, the HSS shall store the IP address of the 3GPP AAA server to which the WLAN UE is registered.

When a 3GPP AAA Server other than the registered 3GPP AAA Server of a subscriber, requests authentication information or the profile of the subscriber, the HSS should request it transfer the authentication to the registered 3GPP AAA Server by providing the registered 3GPP AAA Server address to it.
*** Change End ****
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6.2.5
WLAN Access Gateway
The WLAN Access Gateway applies to a WLAN 3GPP IP Access enabled system.

The WLAN Access Gateway is a gateway via which the data to/from the WLAN Access Network shall be routed via a PLMN to provide a WLAN UE with 3G PS based services in a WLAN 3GPP IP Access enabled system.
The WLAN Access Gateway shall reside in the VPLMN in the roaming case, and in the HPLMN in the non-roaming case.

The WLAN Access Gateway:

-
Allows VPLMN to generate charging information for users accessing via the WLAN AN in the roaming case.

-
Enforces routing of packets through the PDG.

-
Performs collection of per tunnel accounting information, e.g. volume count (byte count) and elapsed time, to be used for inter-operator settlements in case of the roaming scenario when the Wu reference point is between the WLAN UE and a PDG in the home network (figure 6.2a). The charging information is forwarded to the 3GPP AAA proxy in the visited network via the Wg reference point.

-
Filters out packets based on unencrypted information in the packets. Packets should only be forwarded if they:
1.
are part of an existing tunnel or
2.
are expected messages from the WLAN UEs. This includes service requests, and tunnel establishment messages.
-
If QoS mechanisms are applied: supports DiffServ mechanism for uplink/downlink IP packets.
Since the WAG does not have a full trust relationship with the WLAN UE, it is not able to stop all messages. However, messages from an unknown IP address can easily be discarded. Other approaches may be used as well. Additional types of message screening are left to the operators' control. Furthermore, Network Address Translators within the WLAN may modify the source address of IP packets from the WLAN UEs. The modified source address can be reliably associated to a WLAN UE by the PDG during tunnel establishment and provided to the WAG via the 3GPP AAA Server/Proxy. Before this point, all tunnel establishment packets shall be routed by the WAG except those which are possibly discarded due to certain Firewall rules implemented on the WAG.

NOTE:
Per tunnel accounting generation in the WAG is not required when the WAG and PDG are in the same network, i.e. the non-roaming case.

The WAG may implement policy enforcement before tunnel establishment to enhance the firewall against unwanted packets go through the PLMN, for example, to forbid the roaming WLAN UE from sending tunnel establishment to PLMN other than its HPLMN; to forbid packets from unauthorized WLAN UE.

The WAG shall implement policy enforcement after tunnel establishment.

After tunnel establishment, the following procedures apply at the WAG:
-
If service is provided through a PDG in the HPLMN the WAG:

-
Ensures that all packets from the WLAN UE are routed to the HPLMN.

-
Ensures that packets from the authorised WLAN UEs are only routed to the appropriate PDG in the HPLMN and that packets from other sources than that PDG are not routed to the WLAN UE.

-
If service is provided through a PDG in the VPLMN the WAG:

-
Ensures that all packets from the WLAN UE are routed to the VPLMN.

-
Ensures that packets from the authorised WLAN UEs are only routed to the appropriate PDG in the VPLMN and that packets from other sources than that PDG are not routed to the WLAN UE.
*** Change End ****

*** Change Start ****

6.2.6
Packet Data Gateway

The Packet Data Gateway applies to a WLAN 3GPP IP Access enabled system.

3GPP PS based services are accessed via a Packet Data Gateway. 3GPP PS based services may be accessed via a Packet Data Gateway in the user's Home Network or a PDG in the selected VPLMN. The process of authorisation and service selection (e.g. W-APN selection) and subscription checking determines whether a service shall be provided by the home network or by the visited network. The resolution of the IP address of the Packet Data Gateway providing access to the selected service will be performed in the PLMN functioning as the home network (in the VPLMN or HPLMN). If the PDG is intended to support connections from WLAN UEs using IPv4 and IPv6 local addresses, it shall be equipped with a dual IP stack.
Successful activation of a selected service results in:

-
Determination of the Packet Data Gateway IP address used by the WLAN UE;

-
Allocation of a WLAN UE's remote IP address to the WLAN UE (if one is not already allocated);

-
Registration of the WLAN UE's local IP address with the Packet Data Gateway and binding of this address with the WLAN UE's remote IP address.

The Packet Data Gateway:

-
Contains routeing information for WLAN-3G connected users;

-
Routes the packet data received from/sent to the PDN to/from the WLAN-3G connected user;

-
Performs address translation and mapping;

-
Performs de-capsulation and encapsulation;

-
accepts or rejects the requested W-APN according to the decision made by the 3GPP AAA Server;

-
Allows allocation of the WLAN UE's remote IP address;

-
Relays the WLAN UE's remote IP address allocated by an external IP network to the WLAN UE, when external IP network address allocation is used.
-
Performs registration of the WLAN UE's local IP address and binding of this address with the WLAN UE's remote IP address;

-
Provides procedures for unbinding a WLAN UE's local IP address with the WLAN UE's remote IP address;

-
Provides procedures for authentication and prevention of hijacking (i.e. ensuring the validity of the WLAN UE initiating any binding of the WLAN UE's local IP address with the WLAN UE's remote IP address, unbinding etc.)

-
May filter out unauthorised or unsolicited traffic with packet filtering functions. All types of message screening are left to the operators' control, e.g. by use of Internet firewalls.

-
Delivers the mapping of a user identifier and a tunnel identifier to the AAA Proxy.
-
Generates charging information related to user data traffic for offline and online charging purposes.

-
May apply IP flow based bearer level charging (TS 32.251 [13], TS 23.125 [15]), e.g. in order to differentiate or suppress WLAN bearer charging for 3GPP PS based services.

-
In case the PDG has the interface with the PDN which requires the authentication and authorization with the External AAA Server, then the PDG shall negotiate with the WLAN UE whether "Multiple authentication Exchanges in IKEv2" is supported or not. If both WLAN UE and PDG support this function and WLAN UE requests multiple authentications with the External AAA Server, then next authentication and authorization with the External AAA Server is performed after the successful authentication and authorisation with the 3GPP AAA Server. Details on the multiple authentications are specified in draft-eronen-ipsec-ikev2-multiple-auth-00 [32]. Whether or not multiple authentications and authorizations are required is configured on a W-APN basis in the PDG.
-
If QoS mechanisms are applied: it operates as a QoS edge router between 3GPP/WLAN Interworking system and external network, by supporting DiffServ edge function. When applying receiver control DiffServ edge functions the authorized 3GPP WLAN QoS profile (as received from the 3GPP AAA server) shall be enforced according to operator policy. This may result in re-classification (re-marking the DSCP or discarding of IP packets.
-
If QoS mechanisms are applied: enforces policy control (e.g. service based QoS control or gating) according to TS 23.203 [36].
Annex F describes how PDG functionality can be provided by re-using existing unmodified GGSN functionality.
*** Change End ****

*** Change Start ****

6.3
Reference Points

6.3.1
Wa reference point
6.3.1.1
General description

The Wa reference point connects the WLAN Access Network, possibly via intermediate networks, to the 3GPP Network (i.e. the 3GPP AAA Proxy in the roaming case and the 3GPP AAA server in the non-roaming case). The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and charging-related information in a secure manner. The reference point has to accommodate also legacy WLAN Access Networks.

Legacy logical nodes outside of 3GPP scope that terminate or proxy the Wa reference point signalling and do not support 3GPP AAA protocol shall require signalling conversion between the legacy AAA protocol and the 3GPP AAA protocol.
EAP authentication shall be transported over the Wa reference point.

6.3.1.2
Functionality

The functionality of the reference point is to transport AAA frames:

-
Carrying data for authentication signalling between WLAN UE and 3GPP Network.

-
Carrying data for authorization (including the authorization information update) signalling between WLAN AN and 3GPP Network. These data may include a well-defined identification of the WLAN AN.

-
Carrying charging signalling per WLAN user to enable offline and/or online charging. To minimize the requirements put on the WLAN Access Network, the use of online charging over Wa is optional and depends on the agreement between the operators of the WLAN AN and the 3GPP PLMN.

-
Enabling the identification of the operator networks amongst which the roaming occurs.

-
Carrying keying data for the purpose of radio interface integrity protection and encryption.

-
May carry Routing Enforcement information from the PLMN to ensure that all packets sent to/from the WLAN UE for PS based services are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case) appropriately.
-
Purging a user from the WLAN access for immediate service termination
-
Providing access scope limitation information to the WLAN based on the authorised services for each user (for example, IP address filters)
· If QoS mechanisms are applied: carrying data for WLAN AN QoS capabilities/policies (e.g. the supported 3GPP WLAN QoS profiles) within authentication request from WLAN AN to 3GPP AAA Proxy;
*** Change End ****

*** Change Start ****

6.3.11
Wd reference point

6.3.11.1
General description

The Wd reference point connects the 3GPP AAA Proxy, possibly via intermediate networks, to the 3GPP AAA Server. The prime purpose of the protocols crossing this reference point is to transport authentication, authorization and related information in a secure manner.
EAP authentication shall be transported over the Wd reference point.

6.3.11.2
Functionality

The functionality of the reference point is to transport AAA messages including:

-
Carrying data for authentication signalling between 3GPP AAA Proxy and 3GPP AAA Server

-
Carrying data for authorization signalling between 3GPP AAA Proxy and 3GPP AAA Server

-
Carrying charging signalling per WLAN user-

-
Carrying keying data for the purpose of radio interface integrity protection and encryption

-
Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption, for the case in which the PDG is in the VPLMN.

-
Carrying mapping of a user identifier and a tunnel identifier sent from the PDG to the AAA Proxy through the AAA Server.

-
Used for purging a user from the WLAN access for immediate service termination

-
Enabling the identification of the operator networks amongst which the roaming occurs
· If QoS mechanisms are applied: carrying data for WLAN AN QoS capabilities/policies (e.g. the supported 3GPP WLAN QoS profiles) within authentication request from 3GPP AAA Proxy to 3GPP AAA Server;
*** Change End ****
*** Change Start ****

7.2
WLAN Access Authentication and Authorisation
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Figure 7.2: Authentication and authorisation procedure

1.
WLAN connection is established with a WLAN technology specific procedure (out of scope for 3GPP).
2.
The EAP authentication procedure is initiated in WLAN technology specific way.
All EAP packets are transported over the WLAN interface encapsulated within a WLAN technology specific protocol.
All EAP packets are transported over the Wa reference point.
A number of EAP Request and EAP Response message exchanges is executed between 3GPP AAA Server and WLAN UE. The amount of round trips depends e.g. on the utilised EAP type. Information stored in and retrieved from HSS may be needed to execute certain EAP message exchanges.
The WLAN AN may send its QoS capabilities/policies (e.g. the supported 3GPP WLAN QoS profiles) to the 3GPP AAA Server within above authentication procedure signalling. Standardized techniques for capabilities exchange are to be determined in stage 3.
3
Information to execute the authentication with the accessed user is retrieved from HSS. This information retrieval is needed only if necessary information to execute the EAP authentication is not already available in 3GPP AAA Server. To identify the user the username part of the provided NAI identity is utilised. During the information retrieval the HSS/HLR checks if there is a 3GPP AAA Server already registered to serve for the user. In case the HSS/HLR detects that another 3GPP AAA Server has already registered for this user, it shall provide the current 3GPP AAA Server with the previously registered 3GPP AAA Server address. The authentication signalling is then routed to the previously registered 3GPP AAA Server.

4
Subscribers WLAN related profile is retrieved from HSS. This profile includes e.g. the authorisation information and permanent identity of the user. Retrieval is needed only if subscriber profile information is not already available in 3GPP AAA Server.

5.
Optionally, the 3GPP AAA Server (or the 3GPP AAA Proxy in roaming case) may send the policy enforcement information to the WAG in the PLMN that the WLAN UE selected in case VPLMN is to allocate the local IP Address for the WLAN UE.
NOTE 1:
Additional process, such as allocating the IP address, may be necessary during or before this step to be performed.

6
If the EAP authentication and authorisation was successful, then 3GPP AAA Server sends Access Accept message to WLAN. In this message 3GPP AAA Server includes EAP Success message, keying material derived from the EAP authentication as well as connection authorisation information (e.g. NAS Filter Rule or Tunnelling attributes) to the WLAN.
WLAN stores the keying material and authorisation information to be used in communication with the authenticated WLAN UE.
NOTE 2:
In the roaming case, authorisation information is passed from 3GPP AAA Server to 3GPP AAA Proxy in the form of Local service identifiers (see section 6.5).
7
WLAN informs the WLAN UE about the successful authentication and authorisation with the EAP Success message.
8
The 3GPP AAA server receives an accounting start message from the WLAN AN.

9
At this point the 3GPP AAA server considers that a new authenticated session is started and it checks its validity. If there is a different previously established authentication session of the WLAN user, e.g., a session that uses a different WLAN UE or roaming in a different WLAN AN or in a different VPLMN, the 3GPP AAA Server shall close the previously established session ("Session abort procedure" over Wa) to avoid multiple WLAN direct IP access sessions.
10
3GPP AAA Server registers the WLAN users 3GPP AAA Server to the HSS. In registration messages the subscriber is identified by his permanent identity. This registration is needed only if the subscriber is not already registered to this 3GPP AAA Server.
*** Change End ****

*** Change Start ****

Annex G (informative): 





















Void 
*** Change End ****

*** Change Start ****

Annex H (informative): 

QoS Mapping
H.1
WMM specifications from Wi-FiTM Alliance

WMM defined by Wi-FiTM Alliance, is a profile based on IEEE 802.11e draft specifications. WMM provides support for multimedia applications by defining four access categories derived from 802.1D specifications. These access categories as shown in the following table A.1, map to priority levels in 802.1D specifications of IEEE. 
Table H.1: Mapping of WMM access categories and 802.1d tags
	Access Category
	802.1d Tags

	WMM Voice Priority
	7,6

	WMM Video Priority
	5,4

	WMM Best Effort Priority
	0,3

	WMM Background Priority
	2,1


H.2
802.1D specifications from IEEE

The IEEE 802.1D specification is the IEEE standard for bridges that also addresses how to prioritise different classes of user traffic at layer 2. Section 6.4 of 802.1D specifications provide the following definition of user priority,

"The user_priority parameter is the priority requested by the originating service user. The value of this

parameter is in the range 0 through 7.

NOTE—The default user_priority value is 0. Values 1 through 7 form an ordered sequence of user_priorities, with 1

being the lowest value and 7 the highest. See 7.7.3 and Annex G (informative) for further explanation of the use of

user_priority values."

Annex H in 802.1D specifications provide traffic class mapping as shown in the following Table H.2.
Table H.2: traffic class mapping according to the number of queues
	Number of queues in the system 
	Types/classes of traffic supported by the queues

	1
	{Best Effort, Excellent effort, Background, Voice, Controlled Load, Video, Network Control} 

	2
	{Best Effort, Excellent effort, Background} 

{Voice, Controlled Load, Video, Network Control} 

	3
	{Best Effort, Excellent effort, Background} 

{Controlled Load, Video} 

{Voice, Network Control} 

	4 
	{Background} 

{Best Effort, Excellent effort} 

{Controlled Load, Video} 

{Voice, Network Control}

	5 
	{Background} 

{Best Effort, Excellent effort} 

{Controlled Load} 

{Video} 

{Voice, Network Control}

	6 
	{Background} 

{Best Effort} 

{Excellent effort} 

{Controlled Load} 

{Video} 

{Voice, Network Control} 

	7 
	{Background} 

{Best Effort} 

{Excellent effort} 

{Controlled Load} 

{Video} 

{Voice} 

{Network Control} 


H.3
IR 34 specifications from GSMA

GSMA's IREG 34 is a specification for the GRX. It also describes how DiffServ's bits are interpreted by the inter PLMN backbone (GRX). Table H.3 shows this mapping.
Table H.3: QoS mapping in GRX
	3GPP QoS Information
	Diffserv PHB
	DSCP
	QoS Requirement on GRX
	Service Example

	Traffic Class
	THP
	
	
	Max Delay
	Max Jitter
	Packet Loss
	SDU Error Ratio
	

	Conversational
	N/A
	EF
	101110
	20ms
	5ms
	0.5%
	10-6
	VoIP, Video Conferencing

	Streaming
	N/A
	AF41
	100010
	40ms
	5ms
	0.5%
	10-6
	Audio/Video Streaming

	Interactive
	1
	AF31
	011010
	250ms
	N/A
	0.1%
	10-8
	Transactional Services

	
	2
	AF21
	010010
	300ms
	N/A
	0.1%
	10-8
	Web Browsing

	
	3
	AF11
	001010
	350ms
	N/A
	0.1%
	10-8
	Telnet

	Background
	N/A
	BE
	000000
	400ms
	N/A
	0.1%
	10-8
	E-mail Download


*** Change End ****
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