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1
Introduction

The alternative solutions listed for key issue IP connectivity with multiple PDNs can be combined to provide a solution for each specific use case. This contribution proposes such modular combinations, in order to determine which solution aspects are common among companies, and which ones they disagree about. This makes it possible to focus on isolating and resolving the remaining differences.
2
Proposal
The following changes are proposed to sections 7.10.2.2 and 7.10.2.3:
**** Start of changes ****

7.10.2.2
Solution alternatives

7.10.2.2.1
Introduction
This chapter is a work in progress. It is FFS how the solutions interwork with pre-SAE systems.
It is important that the solutions to use cases minimize the complexity of the mechanisms required for managing multiple configurations and contexts in the UE and the network, which currently involves multiple APNs and PDP addresses in the UE.
IP connectivity with multiple PDNs to each of the described use cases can be provided with one or more of the following solution alternatives. In the following, the IP Gateway provides IP point of attachment for the IP address of the UEs. Depending on the solution to the key issue Functions in the evolved packet core, this may imply that IP Gateway is in an entity containing any inter access system mobility anchor functionality, i.e. UPE and/or Inter AS Anchor (FFS).
The solution alternatives presented in this section are grouped into three categories: Network based solutions, Terminal based solutions, and Partial solutions.

The solution alternatives presented for each use case in the following section are grouped into two or three parts that can be more generally described as traffic separation in different parts of the system, and are different from the above categories. A complete solution to a use case shall need to contain a solution to of these parts: Selecting the PDN, Routing user plane traffic from the UE to the PDN, and Secure separation of the corporate traffic (in use cases 3 and 4).
7.10.2.2.2
Network based solutions
In network based solutions, the UE is not aware of different PDNs (but is aware of the IP version, which is not a PDN) and all traffic separation is done within the Evolved Packet Core.
· Single IPv4 and IPv6 access service supporting concurrent IPv4 and IPv6 addresses and service usage for dual stack terminals. When used, this saves network resources and removes the need for UE to select the correct access service depending on the IP version. The UE is aware of the IP version(s) supported by each access service.
· Single APN configuration: The term Single APN signifies access to one or more PDNs/Service Domains from the UE point of view (and may include traffic separation rules) supporting all types of PDNs, i.e. Operator PDN, Corporate or Private PDN and also Public Internet PDN. This allows the connectivity for a UE to be provided using only one APN which has the same structure as APN in the IP Gateway. User data traffic separation into the different PDNs can be performed in the network and be transparent to the UE.

· Network based selection of the single APN configuration to be used for the UE in the IP Gateway based on subscription information, or potentially by policy control means. Allowed access for the UE can be defined per APN.

· UE indication of IP version of access service to the IP Gateway when establishing a new SAE bearer service, i.e. whether the IP access service is IPv4, IPv6 or both.

· Operator policies on QoS and flow based charging may be applied to differentiate between services. In the case of split tunnelling in UE, this can be applied in conjunction with forced routing to specific next-hop routers to differentiate between the non-tunneled and VPN tunnelled traffic.
· 
· NAT between the UE and the external PDN in case different address types and/or ranges are used. NAT enables also access to multiple private PDNs and address spaces at the same time. Internet PDN uses public IP addresses, whereas operator and corporate/private PDNs may use private or public addresses. NAPT enables interoperability between IPv6 and IPv4. The NAT functionality may be provided in the IP Gateway, or in the external PDN:
1. NAT in the IP Gateway can improve service access by providing to the UE all services, including corporate services via e.g. L2TP tunnel, within the operator PDN IP address space.
2. NAT in the external PDN implies different operator and external PDN address spaces.
Note 1:
Awareness of NAT in the UE and effects to network management need to be 
considered.
Note 2:
Generally mandatory usage of NAT and NAT like devices is discouraged due 
to various concerns, some of which are documented in the TR 23.981.

7.10.2.2.3
Terminal based solutions

In terminal based solutions, the UE is aware of different PDNs and is able to select a PDN and separate traffic between PDNs e.g. by selecting a particular address, interface, or SAE access bearer. The Evolved Packet Core may route the traffic without explicit signalling and context to identify the PDN e.g. by the use of mobility protocol/tunnel, but the UE needs to make the initial PDN selection.
· UE indication of a specific additional APN to the IP Gateway, e.g. if needed for emergency session.

· Routing of IP packets in the UE between applications and IP connections in order to handle overlapping IP address spaces, or service access over multiple network interfaces.
· VPN client in UE with support for NAT traversal on top of LTE/SAE access to establish a secure tunnel to a Corporate or Private PDN. The client can use split tunnelling by downloading specific network routes that allow it to route only the Corporate or Private PDN traffic to the tunnel.
· Network based VPN similar to specifications in TS 29.061 and TS 29.161.
· 
· Dedicated IP Gateway may be used for each PDN/Service Domain by routing the user plane via the specific IP Gateway for that PDN/Service Domain. The IP Gateway functionality may be provided in various entities, which may be associated with a particular type of mobility protocol/tunnel. The simultaneous use of the different types of Dedicated IP Gateways listed below may be possible (FFS).
1. Evolved GGSN, with evolved GTP tunnel.
Note 1:
User plane is always routed via the tunnel end point and UE needs to support 
at least one tunnel internal IP Address per PDN
2. Mobile IP (MIP) Home Agent (HA), with MIP tunnel: In this case, the MIP HA allocates a MIP Home Address (HoA) to the UE from the PDN address space, the UPE allocates a MIP Care-of Address (CoA) from the UPE address space, and the user plane is routed using MIP tunnelling. Both MIP4 and MIP6 may be supported simultaneously (requiring dual stack UPE), or DS MIP6 may be used instead.
Note 1:
User plane is always routed via a MIP HA and UE needs to support at 
least one MIP Home Address (HoA) per PDN
3. Global mobility anchor, with NETLMM (e.g. Proxy MIP) tunnel: In this case, user plane is routed via a common local mobility anchor and the specific global mobility anchor for that PDN/Service Domain. The global mobility anchor is a MIP HA and the local mobility anchor utilizes a local mobility management protocol such as Proxy MIP (P-MIP). In this case, the MIP HA allocates a HoA to the UE from the PDN address space, the P-MIP Client in the UPE allocates a CoA from the UPE address space, and the user plane is routed using P-MIP tunnelling. UE can get the HoA using P-MIP signalling at network attachment, or using an explicit PDN IP address request.
Note 1:
User plane is always routed via a global mobility anchor and UE needs to 
support at least one global IP address per PDN

Note 2:
Access to multiple PDNs from a non-3GPP system with this solution requires 
local mobility management protocol (NETLMM) support in the non-3GPP 
system
7.10.2.2.4
Partial solutions

Partial solutions can be used together with network and terminal based solutions.
· IP access service via SAE anchor node(s) for 3GPP HO between 3GPP accesses when the SAE capable UE is in pre-SAE/LTE 3GPP access system and SAE anchor(s) is available, and not towards pre-SAE/LTE GGSN. This allows the UE to make handovers between 3GPP access systems.
Note:
This has dependencies with key issue 7.8.2
· IP access service via SAE anchor node(s) for non-3GPP HO between 3GPP and non-3GPP access when the SAE capable UE is in non-3GPP access systems and SAE anchor(s) is available. This allows the UE to make handovers between 3GPP and non-3GPP access systems.
Note:
This has dependencies with key issue 7.8.3
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7.10.2.3
Alternative solutions for the use cases

7.10.2.3.1
UE accesses a single PDN

Alternatives for selecting the PDN:

· Network based selection to avoid the need for UE to select a particular APN.
· NAT if the PDN is Internet and the UE has been assigned a private IP address.
· Dedicated IP Gateway: if UE has PDN awareness.
Alternatives for routing user plane traffic from the UE to the PDN:

· Operator policies: allows routing of traffic based on rules that can be exchanged between operators.
· Dedicated IP Gateway: requires each PDN administrator to operate an entity containing the IP Gateway.
· 
7.10.2.3.2
UE accesses both IPv4 and IPv6 PDNs
Alternatives for selecting the PDN:

· Network based selection to avoid the need for UE to manage IP version specific APNs.
· Single IPv4 and IPv6 if the UE and network support both IPv4 and IPv6 within the same access service. UE indication of IP version if the UE and network support only separate IPv4 access service and IPv6 access service.

· Dedicated IP Gateway: if UE has PDN awareness.

Alternatives for routing user plane traffic from the UE to the IP version specific PDN:

· Single APN: allows routing of traffic based on configuration that can be exchanged between operators.
· Dedicated IP Gateway: can be incorporated with the mobility mechanism.
· 
7.10.2.3.3
Corporate PDN and IMS services in separate trust domains
Alternatives for selecting the PDN:

· UE indication of APN if the use of the APN is mandated by 3GPP, e.g. in the case of emergency sessions.
· Network based selection and Single APN if connectivity to multiple non-corporate PDNs is needed.
· VPN client in the UE: for directing traffic to the corporate PDN.
· Dedicated IP Gateway: if UE has PDN awareness and the corporation operates an entity containing the IP Gateway.

Alternatives for secure separation of the corporate traffic:

· VPN client in the UE: provides high level of security fully under the control of corporations that already use VPN clients.
· Dedicated IP Gateway:  may not provide sufficient security for corporations (whose use of VPN would negate the overhead benefit of incorporating routing with the mobility mechanism).

· 
· NAT in the IP Gateway: may not provide sufficient security for corporations that already use VPN clients.
Alternatives for routing user plane traffic from the UE to the corporate PDN and other services:

· Single APN: allows routing of traffic based on configuration that can be exchanged between operators.

· Operator policies: allows routing of traffic based on rules that can be exchanged between operators.
· Dedicated IP Gateway: can be incorporated with the mobility mechanism, but requires each corporation to operate an entity containing the IP Gateway.
· 
7.10.2.3.4
Corporate PDN and other services in separate trust domains
Alternatives for selecting the PDN:

· UE indication of APN if the use of the APN is mandated by 3GPP, e.g. in the case of emergency sessions.
· Network based selection and Single APN are used if connectivity to multiple non-corporate PDNs is needed.
· Dedicated IP Gateway: if UE has PDN awareness and the corporation operates an entity containing the IP Gateway.

Alternatives for secure separation of the corporate traffic:

· VPN client in the UE: provides high level of security fully under the control of corporations that already use VPN clients.
· Dedicated IP Gateway: may not provide sufficient security for corporations (whose use of VPN would negate the overhead benefit of incorporating routing with the mobility mechanism).

· 
· NAT in the IP Gateway: may not provide sufficient security for corporations that already use VPN clients.
Alternatives for routing user plane traffic from the UE to the corporate PDN and other services:

· Single APN: allows routing of traffic based on configuration that can be exchanged between operators.

· Operator policies: allows routing of traffic based on rules that can be exchanged between operators.
· Dedicated IP Gateway: can be incorporated with the mobility mechanism, but requires each corporation to operate an entity containing the IP Gateway.
· 
7.10.2.3.5
UE mobility between access systems
Alternatives for ensuring that the PDN selection does not change unnecessarily due to the mobility events:

· Single APN to avoid the need for UE to manage APN configurations specific to the mobility anchors involved in the handover. IP access via SAE anchor for 3GPP HO and/or IP access via SAE anchor for non-3GPP HO to allow control over the sessions to be compatible with the SAE access system. If UE can use 3GPP and non-3GPP accesses in parallel, only SAE anchor for 3GPP HO is used. If operator has only non-3GPP access systems, only SAE anchor for non-3GPP HO is used. If 3GPP and non-3GPP anchors are integrated, or if the same mobility mechanism is used for 3GPP and non-3GPP mobility, both SAE anchors are used.
· Dedicated IP Gateway: if UE has PDN awareness and the corporation operates an entity containing the IP Gateway.

Alternatives for routing user plane traffic from the UE to the PDNs without unnecessary disruption caused by the mobility events:
· Single APN: allows routing of traffic based on configuration that can be exchanged between operators, and allows connectivity to multiple PDNs from the same IP Gateway or mobility anchor.
· Dedicated IP Gateway: can be incorporated with the mobility mechanism, but requires each PDN administrator to operate an entity containing the IP Gateway.
· 
7.10.2.3.6
Roaming cases

Alternatives for selecting the PDN in the same way regardless of the accessed PLMN:

· Network based selection to avoid the need for UE to manage the APN configuration specific to the visited network.
· UE indication of IP version if the IP version support for home and/or visited service access can be pre-configured in the visited network.
· UE indication of APN if both home and visited services are used and if the use of the APN is mandated by 3GPP.
· Dedicated IP Gateway: if UE has PDN awareness.

Alternatives for routing user plane traffic from the UE to the home and visited services:

· Single APN: allows routing of traffic based on configuration that can be exchanged between operators.
· Dedicated IP Gateway: can be incorporated with the mobility mechanism.
· 
7.10.2.3.7
Separate private address spaces

It is FFS whether a solution is needed for this use case.

**** End of changes ****
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* Color coding: red indicates new functional element / interface
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