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1. Introduction

In order to progress the Emergency Calls over I-WLAN work, we present here a model of how such a service can work using I-WLAN as IP-CAN. In doing so, we also refer back to the open questions listed in 23.167 and describe how this model addresses these open issues.

The open issues associated with the emergency call over I-WLAN issue as listed in 23.167 are:

1. How to select the VPLMN that can handle IMS emergency sessions (e.g., multiple VPLMNs can be visible during network discovery where it is not clear which of these networks is able to handle IMS emergency sessions)

2. How to perform access authentication for IMS emergency sessions without UICC?

3. How to get access authorization for WLAN 3GPP IP access towards the IMS without UICC?

4. How to discover a local P-CSCF that is able to handle IMS emergency sessions by the PDG or WLAN UE and related procedures?
2. Discussion

1) How to select the VPLMN that can handle IMS emergency sessions (e.g., multiple VPLMNs can be visible during network discovery where it is not clear which of these networks is able to handle IMS emergency sessions)?

We interpret this question to encompass all those issues regarding e.g. network selection and advertisement prior to I-WLAN attach.

We note first that, as per general 3GPP I-WLAN principles, it is out of scope of 3GPP to e.g. change WLAN SSID definitions or configurations. We further note that, although IEEE are taking requirements for such issues at present (e.g. potentially defining emergency SSIDs), such functionality will not be mature until at least Rel-8, so we need to define something else that works within 3GPP rel-7 timeframe. 

In order to offer support for emergency call, we must therefore examine the PLMN advertisement and selection procedures. Network advertisement and selection mechanisms are already defined in 3GPP Release 6. However, these may be refined in order to better cope with support for emergency calls. 

Network advertisement is a mechanism by which a WLAN can advertise to the WLAN UE a list of PLMNs with which it has a direct roaming relationship. Here, the WLAN UE either intentionally or unintentionally sends an EAP Identity Response message that cannot be routed by the WLAN AN. A WLAN AN which implements the network advertisement procedure then responds with a list of supported PLMNs.

Figure 1 below shows the principle of network advertisement for the manual PLMN selection case (in this case where the user intentionally uses an unroutable NAI, the alternative NAI, to solicit the PLMN list).
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Figure 1: PLMN advertisement procedure

In order for the emergency service to work, we propose the following enhancements for the emergency call case:
Defining a service specific realm within each individual PLMN to serve emergency calls in that PLMN (e.g. “@emcall.PLMN”). For a given PLMN, if it supports the emergency call service, it can advertise this additional realm for routing of AAA messages associated with the emergency service.
Based on this service specific realm, the emergency service may additionally be prioritized or handled differently within the PLMN e.g. by optionally skipping authentication.
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Figure 2: Network Advertisement containing Emergency Service Specific Realms
We now discuss the impacts to the PLMN selection procedures as per defined in 3GPP Rel 6. 

Since in the manual case, WLAN UE successively collects the list of supported PLMNs from each SSID using the procedure described above (i.e. “attach” using alternative NAI), the only difference would be that the user is presented with additional emergency specific realms within a given PLMN. The great advantage in this case, is that the user then knows beforehand that the PLMN in question supports emergency service.

For the automatic case, we foresee that the PLMN selection algorithm will need to be modified. For example, it may be more beneficial for the UE to select a VPLMN which it knows supports emergency call (via the “emcall.VPLMN” realm) rather than the HPLMN that does not, provided that the VPLMN has a roaming relationship with the HPLMN. This is because the VPLMN shall support the emergency call W-APN (see part 3 below), whereas the HPLMN may not (since it cannot be known in advance if the HPLMN will support the emergency call service). 

For UICC-less users, there is no HPLMN as such; hence any PLMN is as good as any other. The UE can select any PLMN that it knows supports emergency call service. Therefore here also, the emcall.PLMN service specific realm solves the problem.

A possible optimization of this would be to define a unique default realm across all PLMNs that is specific to emergency call, for example, “@911.com”. The AAA entity on the WLAN is then configured with a default next hop (local PLMN which offers emergency call service) to which it routes the EAP Response message containing “@911.com” in the realm part of the NAI. It is FFS whether this could be possible. One difficulty with this case is that it hides the actual PLMN from the user. This could become a problem when e.g. the user needs to query the DNS as to the PDG address, based on the W-APN, since it is not clear what is the PLMN actually supporting the service (for more discussion on this issue, please see question (3).
2. How to perform access authentication for IMS emergency sessions without UICC?

Assuming that the UE has now selected a valid PLMN (i.e. one that supports emergency calls), what access authentication mechanisms is used to perform 3GPP Direct Access without UICC?

USIM/SIM based access authentication occurs via EAP SIM/AKA procedures carried over EAPOL between the UE and WLAN AN and RADIUS/Diameter between WLAN AN and 3GPP AAA Server. 

In the case where the user has a (U)SIM card and is using the emergency service specific realm in its NAI, then the 3GPP AAA Server will know that emergency service is being requested. It can optionally skip authentication and can download very restrictive policy rules to the WLAN AN.

In the UICC-less case, authentication of the user is not possible.

Our proposal is therefore to use a default or null EAP method, in which either authentication is skipped, or default (publicly known) keys are generated. The user populates the NAI with e.g. username set to IMEI and using the special emergency realm within the chosen PLMN. The 3GPP AAA Server, on recognising that the user is attaching to perform an emergency call (via the special realm in the NAI of the EAP response message as described for issue (1) above), triggers the special EAP procedure. 

The advantage of this solution is that the additional logic required is limited to the 3GPP AAA Server recognising and handling the special emergency call NAI (as above) and implementing a new EAP method. Hence it does not break the existing operation of the 3GPP AAA Server.

3) How to get access authorization for WLAN 3GPP IP access towards the IMS without UICC? i.e. This means that we need a mechanism to perform the tunnel establishment without UICC.

Before discussing potential solutions, one obvious question to be raised here first is: why do we need this tunnel at all? The answer to this is that the emergency call will be made via the IMS and currently (3GPP Release 6), access to IMS is defined for I-WLAN 3GPP IP access as IP-CAN, not Direct IP access. 

Now, we seek to clarify how the tunnel establishment procedure works. Firstly, the UE queries the DNS with the W-APN for the IP address of a PDG supporting the service that it requires (emergency call in our case). This it does by constructing an FQDN consisting of W-APN NI and W-APN OI. The W-APN NI basically identifies the service (bundle) or external interface on the PDG and the W-APN OI identifies the PLMN within which the PDG shall reside. 

It is proposed here that the W-APN NI is a globally (within GRX) defined identifier uniquely labeling the emergency call service.

For the W-APN OI, where the PDG shall be in the VPLMN (in the case of roaming) or HPLMN in the case of non roaming, it is clear as to how the W-APN OI is populate – VPLMN in the roaming and HPLMN in the non-roaming case. 

For the UICC-less case, the UE has selected a PLMN already as per question (1), it shall populate the OI according to this PLMN identity. 

Once the WLAN UE receives a response to its DNS query for a PDG IP address, 3GPP IP Access proceeds via an IKE_v2 exchange between the UE and PDG, within which EAP SIM/AKA authentication messages are tunnelled inside the IKE_v2 protocol exchange. For authentication and authorization purposes, much of this exchange is then backended from the PDG to the 3GPP AAA Server. Since also within this exchange, the W-APN is included, the same mechanisms can apply for service recognition and consequent behaviour can apply as was described in (2.2) above. i.e. On recognizing the default W-APN, the 3GPP AAA Server would then start the default or null EAP method described in issue (2), in which either authentication is skipped, or default method is used and (publicly known) keys are subsequently generated. 

The advantage of this solution is that the additional logic required is limited to the 3GPP AAA Server recognising and handling the special W-APN, as well as implementing a new EAP method. For the PDG, this is transparent.
4) How to discover a local P-CSCF that is able to handle IMS emergency sessions by the PDG or WLAN UE and related procedures?

For the case of P-CSCF discovery, we note that in the I-WLAN use of IMS, the PDG has been defined to act as a DHCP relay (in contrast to GPRS as IP-CAN, there is no additional mechanism by which P-CSCF address is tunneled to the UE in the underlying tunnel setup procedure). Therefore PDG as DHCP relay is the mechanism by which P-CSCF can be discovered in I-WLAN as IP-CAN case.
3. Proposal

Discuss and agree on this proposal as a basis for emergency call support in I-WLAN. CR against TS 23.234 will be made for future SA2 meeting based on this approach and discussion outcome.
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