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Introduction

This document provides an overview of how the PacketCable architecture and associated UEs support the traversal of NA(P)T and Firewall devices (commonly referred to as NAT) for media. Traversal of NAT devices for signaling is covered in a separate document
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Packetcable NAT requirements and scope

The objective of this document is to present an architecture definition for a UE to exchange media with other UEs in the presence of one or more NAT device(s). In particular, it outlines a set of mechanisms for a UE gather contact addresses, advertise the gathered contact address, test the contact addresses for reachability, and to maintain NAT bindings once a contact address is chosen to ensure media traffic destined for the UE is able to traverse the NAT.

The following section captures the set of architecture requirements necessary to achieve the services envisioned for PacketCable. 

Requirements

The following list contains requirements that a general-purpose NAT Traversal solution should satisfy to support the services envisioned for PacketCable:

· Support multiple UEs (on one or more devices) behind a single NAT;

· No requirements will be imposed on the NAT devices, nor require the network to be aware of the presence of a NAT;

· Support both inbound and outbound requests to and from UEs through one or more NAT device(s);

· Maintain bindings to multiple P-CSCFs to provide reliable inbound message delivery in the face of a P-CSCF failure;

· Support the traversal of NATs between the UE and network (home NAT, visited network NAT);

· Be Application independent: the solution should not employ application-specific mechanisms which could not be used by other non-SIP based solutions. The solutions actual use may require application support;

· Avoid unnecessarily long media paths due to media pinning;

· Re-establish communications in failure situations (e.g., the NAT device re-boots and NAT bindings are lost).

Scope

The scope of the PacketCable NAT traversal solution is limited to NATs within the access network. In the case of cable access, this implies NATs that are between the UE and CMTS. 

media Architecture description

This section provides a detailed discussion of the logical elements and the associated interfaces involved in the traversal of NAT devices for Media.

The figure below provides a high-level architecture for supporting the traversal of NAT devices for Media.
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Figure 1 - Abstract Reference Diagram

Functional Components

In this section, additional detail is provided on each of the functional elements in the proposed architecture and their role in NAT and Firewall traversal.

UE

The UE is responsible for managing the overall NAT discovery process and for invoking the various protocol mechanisms to implement the NAT traversal approach. Depending on the UE type (standalone, embedded, etc.), the following protocols or mechanisms are necessary:

· STUN Client and Server for maintaining NAT bindings, connectivity checks and candidate address gathering (ICE)

· Turn Client for media relay

· ICE Methodology
During the session establishment process, the UE initiates the ICE methodology to gather, advertise, and test candidate addresses. 

STUN Servers

STUN Servers receive STUN [ID STUN] binding requests and provide a response containing the source IP address and Port contained in the IP header of the STUN binding request.
The STUN server is used as part of the ICE methodology [ID ICE] to determine one of several possible candidate media addresses.
TURN Server

In addition to the STUN servers, the architecture also contains a TURN server. This may be required if the NAT device does not use Endpoint Independent Mapping (the NAT reuses the port mapping for subsequent packets sent from the same internal IP address and port to any external IP address and port.) When used to transfer media, the TURN server acts as a media relay. The UE sends packets from its locally assigned address to the TURN server address. The source address of these packets are first translated by the NAT to be the NATs locally assigned address and then relayed by the TURN server so that the source address becomes that of the TURN server. The TURN server also relays media packets in the opposite direction, i.e., packets sent to TURN server will be sent to the NAT and then via the NAT to the UE. Note that the TURN server provides Address Independent Filtering (sending packets from the internal side of the NAT to any external IP address is sufficient to allow any packets back to the internal endpoint), thus retaining some of the filtering characteristics of a NAT, but does not maintain port restrictions, i.e., if traffic is sent to an IP address, it is allowed from that address regardless of what port from which it comes. 

Note that only a single example media stream is illustrated in Figure 1. In fact there may be multiple media streams and each media stream may have an RTP stream as well as an RTCP control channel using RTCP. NAT translations and the corresponding mechanisms for communicating are relevant to both.

Solution Description
The following sections provide a more detailed discussion of the various techniques and solutions employed by this proposal.
NAT Traversal for Media needs to provide the following capabilities:

· Address Advertisement
· Inbound RTP/RTCP Packets

· Non-sequential RTCP Ports
· Maintaining NAT Bindings during inactive periods

Address Advertisement and Maintaining of NAT bindings during inactive periods are covered by the ICE methodology. Inbound RTP/RTCP packets are covered by symmetric port usages requirements and RTCP port usage is covered by RFC 3605.  The following sections provide a detailed discussion of each topic and how they are solved.

Address Advertisement

Typically the UE will advertise its locally assigned IP address in its SDP. When behind a NAT, this IP Address only has local significance and cannot be used by other devices which are not behind the same NAT. As a result, media streams cannot be established. The proposed solution relies on the ICE methodology [ID ICE] in conjunction with STUN and TURN to collect potential addresses for RTP and RTCP usage, define how to advertise them in the SDP, and choose one for the session. This procedure involves the following:

· Gathering candidate addresses for media communications.

· Advertising the candidate addresses in a special SDP attribute (a=candidate) along with the active transport address in the m/c lines of the SDP.

· Perform connectivity checks on the candidate addresses in order to select a suitable address for communications.

· Depending on the results of the connectivity checks, one of the candidate addresses may be promoted to become the active transport address.

If one of the endpoints does not support ICE, that endpoint will ignore the "a=candidate" attributes and will not provide any of these attributes in its SDP. In that case, the default value in the m/c lines will be used and connectivity checks will not be done. 
Inbound RTP/RTCP Packets

There currently are no requirements on RTP and RTCP as to what port should be used for transmitting an RTP or RTCP stream. The port advertised in the SDP represents the port which the UE is prepared to receive RTP and RTCP on. If the UE chooses to transmit its RTP and RTCP from a port different than that advertised, a NAT binding will be created but will not allow inbound RTP and RTCP to traverse the NAT.

To ensure inbound RTP and RTCP traffic traverse the NAT, the UE is required to transmit from the same port and IP address it has advertised to receive on.

RTCP Port Numbers

RTCP is defined to use the next sequentially higher port then that used for RTP. When traversing a NAT, the port usage can no longer be controlled and the UE is no longer guaranteed that its RTCP traffic will be assigned the next higher port. 

Given that RTCP ports are no longer guaranteed to be the next higher port then the RTP port, the UE includes the RTCP port in the SDP via the RTCP attribute as defined in [RFC 3605]. This tells the remote UE what port to sent its RTCP traffic on to ensure traversal of the NAT.

Maintaining NAT Bindings during inactive periods

There may be cases where a session is in receive only mode (e.g. to receive early media). When such a case is encountered, the UE will not be transmitting any RTP traffic and thus a NAT binding will not be created. The result is that inbound RTP traffic will not traverse the NAT and the UE will not receive the media.

ICE provides a NAT Binding management procedure which relies on STUN message exchanges between the two parties involved in the session based on the session mode. For example, if the session is in receive only mode, the receiver would send STUN ‘keepalive’ packets to the remove party to establish and maintain the NAT bindings. This allows inbound traffic to traverse the NAT and the RTP stream to reach the UE.

In the case where the remote endpoint does not support ICE, it will not support receipt of STUN requests being sent to keep the NAT binding active. To accommodate this interworking situation, the UE needs to generate traffic to keep the NAT bindings active when in modes other then sendrecv. This can be done by sending empty RTP packets with an undefined RTP payload type.
Impacts to QoS

Although this proposal does not impact QoS operation, there is a requirement for the AF to supply appropriate packet classifier definitions for media flows to the PCRF. 

The AF builds packet classifiers for media flows using the default IP address and port as advertised in the “m=” and “c=” lines of the SDP. When a UE invokes the ICE procedure and gathers candidate addresses, it is required to use the TURN server assigned address and port as the default address in the SDP.

When a TURN server is used, the default address advertised in the SDP becomes the IP Address and Port of the TURN server and not the UE. This is of no value in defining a packet classifier since no traffic to or from the UE will match that packet classifier, so some unique filter must be available in the SDP for describing the flows from the UE to the TURN server. Since the client knows where to send the packets, it knows the value of the TURN server IP address and port and will need to supply this via SDP. This can be accomplished through an SDP extension called Local-TURN.
Local-TURN 

= "TURN" ":" addr SP Port SP

;addr, Port from RFC 2327

Coexistence
It is believed that the proposed NAT traversal solution as described in the previous sections of this document can coexist with the NAT traversal solution currently being defined by 3GPP. The 3GPP solution utilizes an Application Level Gateway (ALG) with a media relay agent (IMS Access Gateway). Coexistence can be accomplished as follows:
Address Advertisement

This appears to be the only area of divergence between the two solutions. The current IMS solution relies on the ALG to obtain relay addresses on the UEs behalf from the IMS Gateway and update the advertised SDP accordingly. The approach proposed relies on the UE to gather potential addresses and test for connectivity, only using a relay address as a last resort.
One approach for coexistence is to bind the media solution to the signaling solution. Meaning that if the registration process indicates that outbound is being used, the UE knows to also invoke the ICE procedures. If it is not being used, then the UE assumes an IMS Gateway is being used and need not invoke ICE.  Another approach could be based on UE configuration, which would allow separation between the signaling and media solutions. The UE could be told what solution to use based on a download configuration file (e.g. the absence of STUN and TURN servers would essentially tell the UE the ICE is not supported)
Inbound RTP/RTCP Packets

For the cases where an IMS Gateway is used, the UE will need to transmit from the same port which it expects to receive its RTP and RTCP traffic in order for the traffic from the IMS ALG to traverse the NAT. Symmetric port usage is the only known solution to this problem. Adoption of this requirement by IMS Rel-7 would provide alignment with the two approaches for this topic.
RTCP Port Numbers

While it may be possible to impose restrictions on the IMS ALG to assign sequential ports, CableLabs feels that supporting the RTCP extension to SDP provides for a more flexible implementation and broader interworking going forward.

Maintaining NAT Bindings during inactive periods

When an IMS Gateway is used, there is still a need for maintaining the NAT bindings during inactive periods. In these cases, the IMS gateway will not be able to traverse the NAT as a binding may have timed out due to lack of outgoing packet activity. The use of STUN for NAT binding management provides a solution that fits well with the IMS Gateway solution.
