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1. Introduction:
Last SA2#49 meeting, PAP capability was not agreed to be added to technical requirements because of insecurity between UE and PDG to transfer plain text of ID and Password by using the solutions endorsed as technical assumption. However PAP capability support is important from the backward compatibility aspect. Therefore in this document, we suggest PAP capability solution in secure way.

2. Discussion:

We investigate following alternative solutions for PAP capability.

Alt.1: PAP over IKEv2 (notify payload)
ID & Password are transferred with the IKE private use notify payload procedure. They are encrypted with new keys produced by UE and PDG
Alt.2: PAP over EAP-TTLS
ID & Password are transferred with secondary EAP-Auth procedure(specified by draft-eronen-ipsec-ikev2-multiple-auth-00.txt). They are encrypted via TLS.
Below are information flows of the two alternatives.
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Figure1: Alt.1 information flow

Explanations on each step

TED is included in the step 1-b
































































































1 
UE sends tunnel establishment request with W-APN and ID (NAI) to PDG.

2 
PDG sends Diameter EAP Response to authenticate UE using EAP AKA.

3 to 7     PDG and 3GPP AAA sever performs (U)SIM based authentication and authorization.
8         After PDG received Access accept, PDG sends EAP-SUCCESS over IKEv2.
9         UE derives key by using keying material.

10        UE encrypts User ID(for ISP/Intranet) and Password(for ISP/Intranet).

11        UE sends AUTH parameter and Notify Payload containing encrypted User ID and Password to the PDG.

12        PDG derives key by using keying material.

13        PDG decrypts encrypted User ID and Password.
14, 15
PDG sends Access Request with User ID and Password. The Radius server sends Access accept.
16, 17
PDG sends Account Request and the Radius server sends Account Response if needed.

18        PDG sends AUTH Response to UE.
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Figure1: Alt.2 information flow

NOTE: The parameters indicated with bold character denote the additional capability that makes it possible the multiple authentication and authorization specified in the draft-eronen-ipsec-ikev2-multiple-auth-00.txt.
Explanations on each step

1-a 
UE sends IKE_SA_INIT message to PDG.

1-b
PDG sends IKE_SA_INIT message containing notify payload MULTIPLE_AUTH_SUPPORTED.

2 
UE sends IKE_AUTH request containing notify payload MULTIPLE_AUTH_SUPPORTED.

3 to 11
Same procedures as Step 3 to 11 in Figure 7A and 7B in TS33.234 v6.6.0.

12
UE sends IKE_AUTH message containing notify payload ANOTHER_AUTH_FOLLOW to indicate to the PDG that another authentication round will follow.

13
PDG sends IKE_AUTH response to UE.

14
UE sends the IDi payload that is used for the next authentication with the ISP/intranet radius server.

15
PDG sends EAP_request/identity message to UE.

16, 17
UE sends EAP_response/indentity message containing identity to TTLS AAA server via PDG.

18, 19
TTLS AAA server sends EAP_request message with TTLS-start packet to UE via PDG.

20, 21
UE sends Client Hello message to TTLS AAA server via PDG.

22, 23
TTLS AAA server sends Server Hello, Server Certificate and Server Key Exchange messages to UE via PDG.

24, 25
UE sends Client Key Exchange, ChangeCipherSpec and Finished messages to TTLS AAA server via PDG.

26, 27
TTLS AAA server sends ChangeCipherSpec and Finished messages to UE via PDG.

28, 29
UE sends AVPs included User ID and Password for PAP authentication to TTLS AAA server via PDG.

30
TTLS AAA server sends User ID and Password to ISP/Intranet radius server. User ID and Password are encrypted via TLS.

31
ISP/Intranet radius server sends Radius access-accept message if User ID and Password are correct.

32, 33
TTLS AAA server sends EAP success message to UE via PDG.

34.35
PDG sends Account Request and the Radius server sends Account Response if needed.
36, 37
Final procedure for tunnel establishment.

We investigate the two alternatives above from current technical requirements aspect

Confidentiality of ID and password used for authentication and authorization by PDN service provider shall be possible. 

Duration of tunnelling establishment should be as short as possible.

Impact to UE or PDG should be as less as possible.
	
	Confidentiality ID and Password.
	Duration of the tunneling establishment
	Impact to UE or PDG
	Rank

	Alt.1
	ID and Password are encrypted. (Good)
	Transaction does not increase.

(Good) 
	UE: Mid

PDG: Mid

(Mid)
	1

	Alt.2
	All authentication messages over TLS tunnel.

(Good)
	Increase many transactions.

(Low)
	TE: High

PDG: High
TTLS AAA: New entity

(Low)
	2


As described above, from two aspects (i.e. “Duration of the tunneling establishment” and “Impact to UE or PDG”), Alt.1 is better. 

Additionally capability of Alt.1 can be added to the solutions endorsed as technical assumption in last SA2#49 meeting.

3. Proposal:

We proposed Alt.1 be the solution for PAP capability supporting.








































































































































































































































3GPP

SA WG2 TD


