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1. Introduction
This contribution proposes the architecture and solution of mobility management for inter access system handover between non-3GPP (WLAN) and 3GPP access systems (evolved RAN). 
2. Discussion

In alternative solution B, it is stated that a serving access node for non-3GPP access (such as an evolved PDG) may be located in the evolved packet core. This solution shows such a serving access node, denoted as N3GW (Non-3GPP-GW) for the sake of argument, is used. The objective of this proposed approach is to introduce ways to reduce signalling overhead and handover latency, make efficient use of the wireless resources, and hide network topology information from the UE when the N3GW is used.

In the proposed approach, two concepts are introduced to reduce the amount of signalling over the air. The idea is to reuse keying material and perform user authentication by making minimal message exchanges between the UE and the network. Note that similar concepts are described in GAA (3GPP TS 33.220, TS 33.222). The first idea is to reuse the ciphering (CK) and integrity (IK) keys from the old access system when handovering to the new access system. At handover, the entity that need the keys to encrypt and/or integrity protect the messages queries the MME to retrieve CK and IK keys. In the case of handover from evolved RAN to WLAN, the CK and IK keys are retrieved from the MME and they are used to generate the keying materials (such as MSK) in the AAA server. By doing this, there is no need to exchange messages between the UE and network to re-negotiate new keying materials. 
The paper also proposes the UE to send user identity information that corresponds to “P-TMSI” and “P-TMSI signature” (these are GPRS terms, so the use of such terms in SAE is FFS) to the network. If the signature value sent by the UE at handover and the value stored in the MME match, the network may skip authentication. This idea is similar to using IDs and password/signature information for user authentication. With this proposed approach, it is believed that authentication can be performed without having to exchange excessive number of messages between the UE and the network. For instance in Figure 7.8-y, the AKA-challenge request/response messages between the UE and the AAA server can be omitted. Expected result of this is fast handover and efficient over the air signaling.    
One way to make efficient use of the wireless link is to establish only one tunnel over the air. The proposed approach only needs to setup an IPsec tunnel between the UE and the N3GW. Traditional client-based mobility management approach, require an additional tunnel between the UE and the home entity. The wired link experiences double tunneling which could lead to over the air tunnel overhead.
Exposing network topological information of the network opens up potential risk to threats and attacks from malicious users. Information that could be hidden should be hidden to much extent. One way to hide this is to loosely couple the core network and the radio access system - such that the core network is hidden from the UE - and reuse the radio access dependent signallings to invoke mobility management procedures in the network. In the proposed architecture, the address of network entities (ie. Inter-AS anchor/UPE/MME) is hidden from the UE.

3. Proposed architecture and solution for inter access system handover between non-3GPP and 3GPP access systems
As noted in alternative solution B, the serving access node for non-3GPP access (such as an evolved PDG) may be located in the evolved packet core. This approach shows such a case where a serving access node, denoted as N3GW is used. If the N3GW is not used, the approach proposed in alternative solution A or B is a possible candidate.
Further discussion is needed as to when a N3GW is used, but it is essential for operators wishing to control traffic for secure and reliable access to the home network.
This is an example of a solution that does not require the mobile terminal to be involved in updating the route information. The N3GW is used to manage the routing information for the UE and update the route between itself and the anchor when handover is detected.
The architectural figure below is drawn with no separation between the 3GPP and non-3GPP anchor points and as such, shown as a single Inter AS Anchor.
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Figure 7.8-x. Architecture for 3GPP to non-3GPP access system handovers
The MME and UPE are drawn together for simplicity reasons in the following information flows.
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Figure 7.8-y: Information flow for handover from Evolved RAN to WLAN (using N3GW)
1. The WLAN UE and the N3GW exchange the first pair of messages, known as IKE_SA_INIT, in which the N3GW and UE negotiate cryptographic algorithms, exchange nonces and perform a Diffie-Hellman exchange.
2. The WLAN UE sends the old registration information (eg.user identity) and the W-APN information in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The user identity contains temporary identity and a signature for identification checking. Using the terminologies in GPRS, they correspond to P-TMSI and P-TMSI signature, but the use of such identities/signatures in SAE is FFS.
3. The N3GW selects the specific MME from the old registration information. 
4. The N3GW sends a authentication request message containing the user identity (eg. “P-TMSI” and “P-TMSI signature”) to the selected MME.
5. The MME detects that handover is required when it receives a request for authentication from the N3GW.
6. The MME authenticates the user using the received user identity (eg. “P-TMSI” and “P-TMSI signature”). 
6b.
As a result of user authentication by the MME (step 6), exchange of authentication challenge between the UE and the AAA server can be omitted.
7. The MME sends information required for generating the session keying material to the 3GPP AAA server. Information sent to the AAA server contains the user identity, CK and IK keys. 
8. The AAA server derives the necessary session keys (see draft-arkko-pppext-eap-aka-15). 
9. The AAA server sends back the derived session key material including at least MSK, CK, and IK.
10. AAA server sends the Authentication Answer including an EAP success and the user IP address along with the derived session key material (eg. MSK) and the address of Inter-AS anchor to the N3GW. 
10b. If need be, AAA server/MME checks whether the subscriber is authorized to establish the tunnel.
11. The EAP Success message is forwarded to the UE over IKEv2.
12. The UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. 
13. The AUTH parameter is sent to the N3GW.
14. The N3GW checks the correctness of the AUTH received from the WLAN UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The N3GW shall send the user IP address received from the AAA server. Then the AUTH parameter is sent to the WLAN UE together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.
15. N3GW sends a path switch request to the Inter AS anchor.
16. A path switch response is sent to the N3GW.
17. The UE initiates RRC release command to release radio resource connection. 
For handover from WLAN to evolved RAN, the UE sends an activation message to the evolved RAN as if it is performing the activation procedure to activate the path between the evolved RAN and the Inter AS Anchor
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Figure 7.8-z: Information flow for handover from WLAN to Evolved RAN (using N3GW)

1. The UE discovers the SAE/LTE access system(s) and performs access system and network selection.

2. The UE sends an activation request (which contains NAS equivalent information for “Service Request”) to the MME/UPE, including its old registration information eg. user identity. Using the terminologies from GPRS, the user identity contains the P-TMSI and the P-TMSI signature (the corresponding terminologies to be used in SAE is FFS). 
3. If old registration information was sent by the UE, the MME/UPE tries to authenticate the user using the received user identity (eg. “P-TMSI” and “P-TMSI signature”). Otherwise, the MME/UPE retrieves security information from the HSS via the AAA server and performs the authentication function.
4. The MME/UPE determines the key material (eg. CK and IK keys) to be used. The keys should be the keys used to derive the session keys (eg. MSK) in the WLAN. 
5. The MME/UPE distributes the keying material to the evolved RAN along with the address of Inter-AS anchor. 
6. The MME/UPE allocates the temporary identities (eg. “P-TMSI” and “P-TMSI signature”) to the UE.
7. The MME/UPE configures the IP layer with the determined user IP address. The policy and charging rules are applied.
8. The Inter AS anchor provides the evolved RAN with QoS configurations for the IP Access Bearer (e.g. the upper limits for transmission data rates) by exchanging path switch request/response messages. It is FFS whether this provision of QoS configuration requires an additional trigger, e.g. the need to transfer uplink or downlink user data. 
9. The MME/UPE sends an activation response to the UE. 
10. The tunnel between the UE and N3GW is released.
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