3GPP TSG SA WG2 Architecture — S2#50
S2-060084

16 - 20 January 2006

Budapest, Hungary

3GPP TSG SA WG3 (Security) meeting #41
S3-050874

San Diego, CA, USA, 15 - 18 Nov 2005

Title:
Security implications of RAN LTE control plane architectural alternatives
Response to:

Release:
Release 7

Work Item:
LTE/SAE
Source:
SA3
To:
RAN2, RAN3

Cc:
SA2
Contact Person:


Name:
Peter Howard / Anand Palanigounder

Tel. Number:
+44 7787 154058 / +1 972 684 4772

E-mail Address:
peter.howard@vodafone.com / anand@nortel.com
Attachments:
None

1. Overall Description:

In the reply LS to RAN2/RAN3, copy SA2, from SA3#41 (S3-050842), SA3 said that it did not find any security showstoppers in any of the three candidate RAN LTE control plane architectures. Furthermore, SA3 said that it would carry out an email discussion with the aim of providing a list of the security implications of each of the candidate RAN control plane architectures to guide the selection process. This LS is the outcome of that email discussion.

Remark: SA3 informally learnt from an SA3 delegate that the option 1 is no longer under discussion. SA3 kindly requests RAN to inform SA3 if this understanding is incorrect. We include it in the sequel for reasons of completeness, but the analysis shows that options 1 and 3 are fairly similar from a security point of view anyhow.
The three candidates for the RAN LTE control plane architecture under consideration in RAN2/RAN3 are:

1. RRC Idle and Connected in Node-B

2. RRC Idle and Connected (in central node(s)) above Node-B

3. Idle state in central node and RRC Connected in Node-B

At SA3#41, SA3 agreed the following security understanding and assumptions relating to LTE/SAE which were included in a reply LS to SA2, copy RAN2/RAN3 (S3-050843):

a) SA3 agreed that LTE access should provide a robust level of security without having to make any assumptions about the security features that may, or may not, be provided by the application/service that uses the access. 
b) It is assumed that Node-Bs will often be in physically more vulnerable locations than the central nodes. It is also assumed that increasingly “open” networks will be used to provide connectivity between the Node-Bs and the central nodes.  For this reason, terminating access link security in the Node-B presents additional risks compared to terminating access link security in the more trusted central nodes (Note that “access link security” comprises RRC, UP, and higher layer CP security). It may be possible to accept these risks, or to adequately mitigate them by improving security of the Node-B and the backhaul links.

c) It needs to be decided whether access link protection (i.e. encryption and/or integrity protection) for each type of access link communications (e.g. AS signaling, NAS signaling and user plane data) should terminate in the Node-B, or in a central node. While it may be simpler to terminate access link security in the same place, a split architecture is also possible where protection for different planes terminates in different network elements. 

d) Regarding the termination point for signaling, SA3 agreed that access signaling that terminates “above Node-B” should have its access link protection terminated in a network element that sits “above Node-B”.

e) Regarding the termination point for user plane data, SA3 agreed that it would be highly desirable from a pure security point of view to terminate access link security for user plane traffic “above Node-B”. Terminating user plane encryption in the Node-B would be a backwards step compared to its move from the BTS in GSM to the RNC in UMTS. If SA2/RAN2/RAN3 believe that for non-security reasons user plane encryption cannot be terminated “above Node-B”, and must instead be terminated in the Node-B, then a compelling justification for this should be provided to SA3. Terminating user plane encryption in the Node-B may significantly increase the risk of eavesdropping and theft of service (in the absence of user plane integrity protection terminating further back in the network) and/or require additional security measures to be taken to protect the Node-B and the backhaul links into the core network. Since LTE is designed “for the next 10 years and beyond”, SA3 believes that a high security margin should be achieved. 

It is rather difficult to consider security implications of the candidate RAN LTE control plane architectures without also considering the security implications of the core network signalling and user plane architectures. Nevertheless, we attempt to compare the candidate RAN LTE control plane architectures from a security point of view in the following table and hope that this can guide the selection process. Italic text has been used within the table where more study is needed and bold text has been used when principle violation is described. Green coloured text indicates non-consensus text.

The following characteristics have been identified and their consequences have been evaluated:

A) Ability to terminate RRC access security at a protected location

B) Ability to co-locate RRC access security with other access security functions

C) Ability to avoid having to upgrade access security algorithms and mechanisms in the Node-B

D) Ability to resist against theft of service

E)  Ability to resist against DoS attacks (RRC based)

F)  Ability to design the system with only one security protocol layer
G) Ability to design a simple key management solution
	
	Option 1
	Option 2
	Option 3

	(A) Ability to terminate RRC access security at a protected location. (Note: it is assumed that a node “above Node-B” is in a “ physically protected location” and Node B may not be in a physically protected location)
	Maybe possible if Node B can be made physically protected.
The risks of terminating RRC in the Node-B have yet to be studied. Detailed information would be needed on the RRC functions before a full security analysis could be performed. If RRC security is required then this would involve terminating RRC access security in the Node B. It may also require that Node B protection against physical intrusion be enhanced and that the security of the backhaul links be enhanced. Furthermore, physical security may be expensive and unlikely to be standardised, so it may be difficult to assure the required degree of protection.
	Yes. 
Access security for RRC can be terminated in a central node. This would be similar to the UMTS case, so a detailed security analysis would not be required.
 
	Maybe possible if Node B can be made physically protected. 
The risks of terminating RRC connected in the Node-B have yet to be studied. Detailed information would be needed on the RRC connected functions before a full security analysis could be performed. If RRC connected security is required then this would involve terminating RRC connected access security in the Node B. It may also require that Node B protection against physical intrusion be enhanced and that the security of the backhaul links be enhanced. Furthermore, physical security may be  expensive and unlikely to be standardised, so it may be difficult to assure the required degree of protection.

	(B) Ability to co-locate RRC access security with other access security functions
	Maybe. 
If RRC security is required then some security must be terminated in the Node-B. If all security is to be terminated in the same place then this would mean that security for higher layer signalling and for user plane data also needs to terminate in the Node-B. 
Terminating security for higher layer signalling in the Node-B breaks principle (d) above. Furthermore terminating user plane security in the Node B is highly undesirable according to principle (e) above.
	Yes. 
If RRC needs protection, then this can be done in a central node. It may be possible that protection of higher layer signalling and user plane data can also be done in the same higher layer node, but this depends on the network architecture.
	Maybe. 
If RRC Connected security is required then some security must be terminated in the Node-B. If all security is to be terminated in the same place then this would mean that security for higher layer signalling and for user plane data also needs to terminate in the Node-B. 
Terminating security for higher layer signalling in the Node-B breaks principle (d) above. Furthermore terminating user plane security in the Node B is highly undesirable according to principle (e) above.

	(C) Ability to avoid having to upgrade access security algorithms and mechanisms in the Node-B
	Maybe. 
If RRC security is required, then some security must be terminated in the Node-B. However, if security for higher layer signalling and for user plane data terminates further back then compromise in the mechanisms/algorithms in the Node-B would not lead to theft of service or user traffic eavesdropping.  If the attacker can't find the key in Node-B, she/he can't do theft of the service attack requiring signed and/or encrypted messages with other devices. However, the attacker may be able to break the physical security of the eNB and listen packets in Node-B by tapping into the hardware or in an extreme case even modify the packets. This may mean that it is not so important to upgrade Node-B mechanisms/algorithms urgently and it would be acceptable to combine the upgrade with other scheduled Node-B upgrades that might be done.

	Yes. 
If RRC security is required, then this can be done in a central node. If security for higher layer signalling and user plane data is also terminated in a central node, then no access security mechanisms/algorithms need to be supported in Node-B. 

	Maybe.
If RRC connected security is required, then some security must be terminated in the Node-B. However, if security for higher layer signalling and for user plane data terminates further back then compromise in the mechanisms/algorithms in the Node-B would not lead to theft of service or user traffic eavesdropping. If the attacker can't find the key in Node-B, she/he can't do theft of the service attack requiring signed and/or encrypted messages with other devices. However, the attacker may be able to break the physical security of the eNB and listen packets in Node-B by tapping into the hardware or in an extreme case even modify the packets. This may mean that it is not so important to upgrade Node-B mechanisms/algorithms urgently and it would be acceptable to combine the upgrade with other scheduled Node-B upgrades that might be done. 



	(D) Ability to resist against theft of service

	Yes.
It is assumed that core network signalling security terminates above eNodeB. 

It is also assumed that the user plane security terminates above eNodeB as it may be needed to prevent session hijacking and therefore, theft of service.


	Yes.
It is assumed that core network signalling security terminates above eNodeB.

It is also assumed that the user plane security terminates above eNodeB as it may be needed to prevent session hijacking and therefore, theft of service.
	Yes.
It is assumed that core network signalling security terminates above eNodeB. 
It is also assumed that the user plane security terminates above eNodeB as it may be needed to prevent session hijacking and therefore, theft of service.

	(E) Ability to resist DoS attacks (RRC based)
	If the attacker breaks into the Node-B, he can use the comprised Node-B as the base to start RRC DoS attacks.

The Node-B can be made tamper resistant at various degrees and cost levels.

Terminating RRC security in eNB provides additional layer of security for defending against RRC based DoS attacks from the radio side towards the core network because the DoS attack can only aim at eNB, not central nodes.
However, terminating RRC security in eNB enables a compromised eNB to send RRC-messages protected with subscriber-specific keys. The DoS potential resulting from this depends on the final design of LTE RRC messages.

As an example the attacker could fake RRC handover messages to deny service to users without CN notice. On the other hand, target eNB's and UE's involvement may be needed in HO decisions, which means that a compromised eNB (or multiple) may not be able to launch serious DoS attacks


	If RRC security is required, then this can be done in a central node. If security for higher layer signalling and user plane data is also terminated in a central node, then an attacker that intrudes NodeB can not modify signalling data without being detected.

	If the attacker breaks into the Node-B, he can use the comprised Node-B as the base to start RRC DoS attacks.

The Node-B can be made tamper resistant at various degrees and cost levels.

Terminating RRC security in eNB provides additional layer of security for defending against RRC based DoS attacks from the radio side towards the core network because the DoS attack can only aim at eNB, not central nodes.
However, terminating RRC security in eNB enables a compromised eNB to send RRC-messages protected with subscriber-specific keys. The DoS potential resulting from this depends on the final design of LTE RRC messages.

As an example the attacker could fake RRC handover messages to deny service to users without CN notice. On the other hand, target eNB's and UE's involvement may be needed in HO decisions, which means that a compromised eNB (or multiple) may not be able to launch serious DoS attacks

	(F) Ability to design the system with only one security protocol layer
	No, if security is required for RRC.
	Yes.
	No, if security is required for RRC.

	(G) Ability to design a simple key management solution.
	Harder

If RRC and CP security cannot be co-located than separate crypto engines are required. Furthermore key separation needs to ensure that a compromise of a key in the Node B does not have effect on CP security.
	Yes
	Harder

If RRC and CP security cannot be co-located than separate crypto engines are required. Furthermore key separation needs to ensure that a compromise of a key in the Node B does not have effect on CP security.


For all presented options, some backhaul link security mechanisms may need to be supported between Node-B and the nodes above Node-B for prevention of IP based DoS attacks.

It is true that, currently, no risk analysis for RRC signalling for use in LTE has been performed. But SA3 would like to point out that RRC signalling, and not only NAS (core network) signalling, is protected in UMTS for good reason, and it seems therefore reasonable to assume that a specified set of RRC signalling messages requires protection (integrity or integrity combined with encryption), provided that the function of RRC signalling in LTE is not radically different from UMTS.  

In summary, SA3 believe that there are still no security showstoppers that would prevent any of the proposed architectures from being selected. An important factor when comparing the options is the level of security required to protect the RRC protocol. If, according to the working assumption in the previous paragraph, RRC needs a high level of confidentiality or integrity protection, then option 2 is preferable from a security point of view, but both options 1 and 3 could be adequately secured, possibly at a higher cost compared with securing option 2. If it turns out that RRC does not need a high level of confidentiality or integrity protection, or even that RRC requires no additional protection, then SA3 would not have any strong preference over which option is selected.
2. Actions:

To RAN2 and RAN3: 

RAN2 and RAN3 are kindly asked to take the above response from SA3 into account and let SA3 know of any functions of RRC signalling in LTE, which are new or modified compared to UMTS and may perhaps require a lower/higher degree of protection than in UMTS.

.

3. Date of Next TSG-SA3 Meetings:

TSG-SA3 #42 
6 – 9 February 2006
Bangalore, India

TSG-SA3 #43
4 - 7 April 2006
Athens, Greece

