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1. Introduction

SA3 thanks SA2 for their liaison statement on improvement of the way to access IMS via I-WLAN.

SA2 asked SA3 “to review the attached document and to investigate whether it is possible to remove IPsec tunnel between UE and IMS without degrade security level in a special case.”

SA3 considered this proposal and came to the conclusion that it is not possible to simply remove the IPsec tunnel between UE and P-CSCF as this would significantly degrade the security level. The reason for this degradation is that, with the proposed solution, there would be no binding between the identity used for 3GPP IP access, which is authenticated as part of the set-up of the IPsec tunnel between UE and PDG, and the IMS identity (or identities), which would not be authenticated. Consequently, an attacker could be correctly authenticated with his own identity for 3GPP IP access, but use somebody else’s IMS identity without being detected. In this way, the attacker could impersonate another IMS user.

SA3 also briefly discussed possible solutions to the problem. One such solution involved removing the IPsec tunnel between UE and P-CSCF, while introducing a new mechanism in the core network to ensure the binding between the identity authenticated at 3GPP IP access, and the IMS identity.

SA3 felt that the development of any such solution would necessitate a non-trivial amount of work in SA3. Before starting this work, SA3 would therefore like to receive further feedback from SA2. In this context, it was also mentioned that the handover from CS to IMS over WLAN may be less time-critical as CS services are likely to have full coverage and, therefore, it would be possible for the UE to remain in the CS domain until the set up of IMS over WLAN was completed. On these grounds, some delegates were unsure about the urgency of this work. SA3 are aware, however, that they are not experts in this matter and are happy to investigate the feasibility of a solution if SA2 see a need for it.

SA3 would also like to point out that IMS security in TS 33.203 was designed to be access independent. When providing an optimization for a particular form of access, in this case for 3GPP IP access, this access independence would be lost, and the UE and the IMS core network entities would need to be able to decide when to use the normal IMS security procedure according to TS 33.203 and when to use the IMS security procedure optimised for 3GPP IP access. 

Finally, SA3 would like to share the following observations on the attached document S2-052702 with SA2:

1. In addition to the security associations depicted in Figure 1, there may also be a security association between the PDG and the P-CSCF. This security association may be an IPsec security association according to TS 33.210 (Network Domain Security), and would be independent of any user.

2. SA3 assumed that the new text “…security association between PDG and IMS is not required…” proposed for section 7 was rather meant to read “…security association between UE and IMS is not required …” as explained in the LS.

2. Actions:

To 3GPP SA2:

3GPP SA3 kindly asks SA2 to take the above information into account and inform SA3 in case SA2 would like SA3 to further investigate possible IMS security procedure optimisations for 3GPP IP access. In this case, SA3 would appreciate requirements from SA2 on such an optimisation, which could guide the work in SA3.
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