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1. Overall Description:

SA 2 have already sent an LS to SA 3 in S2H050397. SA 2 thank SA 3 for initiating discussion of this LS via email, and (because of the meeting calendars) using email to directly raise "questions for clarification" back to SA 2.

SA 2 have discussed the email received from one of the SA 3 vice chairs (see S2-052805) and have the following responses to the 3 questions in the email.

1) It was asked that more information is provided about the drawbacks from a RAN architecture perspective if SA3 insists that all access security is terminated "above eNode B".

SA 2 are happy to let RAN3/2 respond on this point.

2) In UMTS, ciphering for RRC signalling is done at RLC level. It was asked whether this ciphering will be moved to the RRC layer for LTE, if RRC confidentiality is required.

SA 2 are happy to let RAN 2 respond to this question.

3) In future we will probably have multiple access technologies for mobile terminals. It was asked how important SA2 sees access technology independence for services. If access technology independence is important it suggests that additional security must be done at the service layer which may, some might argue, reduce the dependency on having a strong level of access layer security.

SA 2 would like to provide the following comments:

a) Existing requirements do require the support of services across different access technologies. Some of these access technologies will be "non-3GPP" ones. It does not however reduce the requirements on overallsecurity in the 3GPP access, which are for SA3 to discuss.
b) in some situations the LTE/SAE system will just be used as a bearer. Whether or not  additional application level security is needed when using such a bearer, and what level of additional security is needed for each service, is for SA 3 to discuss.

2. Actions:

To SA3 group.

ACTION: 
SA2 kindly asks SA3 to take this information into account when responding to S2H050397.

3. Date of Next TSG-SA WG2 Meetings:

TSG- SA WG2 Meeting #50
16 - 20 January 2006
tbd, Europe.

TSG- SA WG2 Meeting #51
13 - 17 February 2006
Denver, USA.

