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1. Introduction

This contribution proposes to resolve open issues in the basic IMS to CS call continuity procedure of the originated anchor call control model.

2. Resolving of editor’s notes on security issues

At the Montreal VCC drafting session there were concerns about the proposed mechanism, which uses the CCCF/NeDS to retrieve cipher and integrity keys from the I-WLAN AAA Server and forwarding them to the target MSC.

Generally when using IMS over I-WLAN two different authentication and authorisation procedures are used:

1. EAP-AKA to establish an IPsec tunnel between UE and PDG for providing bearer layer security.

2.
IMS-AKA for providing application (IMS) layer security.

To be independent from the used access layer security and to avoid an interface between the CCCF/NeDS and the AAA Server, this contribution proposes to take CK/IK keys generated by the IMS-AKA procedure. As bearer layer security is not directly tied to application layer security the use of CK/IK from the IMS session security is preferable than using keys generated by the bearer layer authentication process.

This contribution proposes therefore to store the keys generated during IMS-AKA authentication in the S-CSCF and to deliver them from the S-CSCF to the CCCF/NeDS via the ISC interface. The concept consists of the following three steps:
· Step 1: IMS registration with authentication/authorisation using IMS-AKA between UE and S-CSCF.

The IMS registration procedure is described in TS 33.203. CK and IK are stored in UE and S-CSCF.
· Step 2: Provision of information on CCCF/NeDS address (initial Filter Criteria) for that particular user from the HSS to the S-CSCF.
This information is provided over the Cx-interface. 

· Step 3: Distribution of keys from the S-CSCF to the CCCF/NeDS over the ISC interface.

It is proposed to use the Service Information element in the body of a 3rd party REGISTER message triggered by initial Filter Criteria to transport the keys from S-CSCF to the CCCF/NeDS. As the ISC interface can be protected by means of IPsec as specified in TS 33.210 no security issues arise from the transport of keying material from the S-CSCF to the CCCF/NeDS. Note that other parameter fields (e.g. P-headers) may also be utilized for the transport of the keys from S-CSCF to CCCF/NeDS.

The mechanism allows the CCCF/NeDS to be kept informed of new keying material due to a re-authentication of the UE as the re-REGISTER of the UE causes a new 3rd party REGISTER to be sent from S-CSCF to the CCCF/NeDS.
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3. Proposed Modifications

***** Modified section start *****

6.10.6.2 Basic IMS to CS call continuity procedure

This section describes the basic call continuity scenario for 2-party calls, one in which the B party is in IMS, and another in which the B party is a fixed subscriber.

Bearer path, if B party is in IMS

Before call continuity procedure: 



After call continuity procedure:

 
[image: image2]
Figure 6.10.6.2-1: call continuity procedure bearer path - IMS VoIP to CS Voice, B party in IMS

Bearer path, if B party is a fixed subscriber

Before call continuity procedure: 



After call continuity procedure:


[image: image3]
Figure 6.10.6.2-2: call continuity procedure bearer path - IMS VoIP to CS Voice, B party in PSTN
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1. UE1 has an ongoing 2-party call with UE2. The CCCF/NeDS is informed by the S-CSCF about the used CK/IK (cipher and integrity key) in the 3rd party register.  Note, for handovers to 2G RAN, the AKA keys shall be converted to SIM compatible keys according to the procedures specified in TS 33.102.
2. The re-selection to GSM/UMTS criteria is fulfilled. UE1 requests call continuity to GSM/UMTS through a REFER method. The REFER request contains the target cell id within the GSM/UMTS system.
3. The REFER request is forwarded to the CCCF/NeDS based on initial filter criteria.

4. The CCCF/NeDS responds with a 202 Accepted and creates a subscription.

5. The S-CSCF forwards the 202 Accepted to UE1.

6. Based on the target cell id  the CCCF/NeDS sends a MAP: PREPARE_HANDOVER request to the proper target MSC. The MAP: PREPARE_HANDOVER shall carry all information needed by the MSC for allocating a radio channel within the target GSM or UMTS cell.

7. The target MSC returns the MAP: PREPARE_HANDOVER response after retrieving a Handover Number from its associated VLR. The Handover Number (HO#) shall be used for routing the connection of the call from MGCF1/MGW1 to the target MSC. If a traffic channel is available in the target cell, a MAP: PREPARE_HANDOVER response containing the radio resource description of the target GSM or UMTS cell is sent back to the CCCF/NeDS. Otherwise, the MAP: PREPARE_HANDOVER contains a handover failure indication and the CCCF/NeDS stops the handover procedure.

8. The CCCF/NeDS requests the MGCF1 to establish an outgoing call to the target MSC (HO#) by sending an INVITE request. The SDP within the INVITE request contains the address of UE2, which uses the MGW1 for verification purposes.

9. The request goes via the S-CSCF.

10. Request IMS and remote resource configurations.

11. Acknowledges resource configurations. 

12. Initiated by the INVITE request, the MGCF1 sends an Initial Address Message (IAM) to the target MSC addressed by the Handover Number (HO#) to establish a circuit connection between MGW1 and the target MSC.

13. The target MSC responds with the Address Complete Message towards the MGCF1 and waits for the capturing of the UE1 on the radio path in the target cell.

14. The MGCF1 receives the ACM and knows that a circuit link has been established to the target MSC. The Session Progress triggers sending the Handover Command to the UE1.

15. The Session Progress goes via the S-CSCF.

16. 
17. 
18. The CCCF/NeDS sends the radio channel description of the target cell via a NOTIFY to the CCCF/NeDS. The NOTIFY is part of the Mobility Event Package subscription performed by the UE right after IMS registration. The radio channel description of the target cell was provided by the Prepare Handover response.

19. The NOTIFY request is forwarded towards UE1. From now on the UE is able to do the call continuity even if the WLAN connection breaks.

20. UE1 answers with a 200 OK.

21. The UE starts accessing the target cell establish a radio link.

22. The 200 OK is forwarded to the CCCF/NeDS.

23. The MSC gets an HO detect from the access network and sends a MAP: Process Access Signalling request to the CCCF/NeDS. 

24. As soon as the MSC receives the HO complete from the access network, it indicates the successful completion of call continuity to the CCCF/NeDS by the MAP: Send End Signal request.

25. The CCCF/NeDS transfers the keys by sending an MAP: Forward Access Signalling request to the target MSC. The UE already has the keys from the IMS-AKA authentication.

26. The MSC starts security procedures with UE1 and acknowledges security on to the CCCF/NeDS by a MAP: Process Access Signalling request. 

27. The MSC accepts the call establishment request by sending an ANSWER message.

28. MGCF activates voice processing.

29. The circuit switched connection between UE1 and MGW1 is now established.

30. The MGCF1 acknowledges (200 OK) the INVITE from step 8 and indicates the address of MGW1 for the re-INVITE (step 33).

31. The 200 OK is forwarded to the CCCF/NeDS.

32. The CCCF/NeDS sends a re-INVITE to link UE2 towards IP address of MGW1 (needed if B party is an IMS subscriber).

33. The re-INVITE goes via the S-CSCF (needed if B party in an IMS subscriber).

34. UE2 acknowledges the re-INVITE with a 200 OK (needed if B party is an IMS subscriber).

35. The 200 OK goes via the S-CSCF (needed if B party is an IMS subscriber).

36. S-CSCF sends an ACK (needed if B party is an IMS subscriber).

37. The VoIP link between UE2 and MGW1 is now re-established (needed if B party is IMS subscriber).

38. The CCCF/NeDS sends a final ACK, which indicates to the MGCF that the voice connection between UE1 over the CS domain and UE2 can now be connected through.

39. The final ACK goes via the S-SCSF.

Editor Note: inconsistency of the CS to IMS vs IMS to CS call model

Editor Note: Confirm that call continuity to serving MSC function properly for a CS user, who already registered in the targeted MSC 

Editor Note: set matching cipher key in the UE and BSS/RNS (pending LS to SA3)
Editor Note: confirm MSC to MSC adhere to the existing security 

Editor Note: how does the UE and CCCF/NeDS exchange supplementary services call control message via DTAP?

Editor Note: Target element addressing

How does the visited network element know the CCCF/NeDS point code and vice versa?

Issue due to use of target cell ID, in particular for the case of 3G target cells

***** Modified section end *****
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