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1. SA2 question to SA3
Question Background:

SA2 requests that SA3 kindly consider and advise on the following security matter related to SA2’s Voice Call Continuity (VCC) work item.
SA2 is discussing a VCC proposal that uses MSC to MSC handover procedures to perform a voice call handover from the IMS to the CS domain.  During such a procedure, SA2 seeks to adhere to proper security procedures.
In advance of Stage 3 specification work, we considered the following general approach as an illustration that it is possible to adhere to proper CS domain security procedures.  Consider:  During IMS registration, the IMS VCC element, the Call Continuity Control Function (CCCF), anticipates that the call may require a handover.  In anticipation of this possibility, the CCCF, emulating a CS domain MSC, requests a CS domain authentication vector from the UE’s HSS.  With the vector, the CCCF can authenticate the UE, and the UE can generate keys that may be used during a possible future CS session.
We recognize that the approach above was not generated, or reviewed by Stage 3 processes, and thus may change.  It is presented to here to illustrate that we believe it is possible to adhere to proper CS domain security procedures during IMS to CS procedures, and we seek SA3’s assessment of this belief.
Question to SA3:

Does SA3 believe that it is possible for an IMS element emulating a CS domain MSC to properly adhere to CS domain security procedures in the context of an MSC to MSC handover?
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