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Introduction

The 3GPP System Architecture Evolution Work Item studies the long-term evolution of the end-to-end 3GPP system. The target is to develop a competitive system architecture that provides optimal support for high bandwidth and low latency IP traffic and services on top of that. An important part of the work is to make sure that security aspects are taken into account. This document describes in high level one possible way of realizing the security architecture and session key management. More detailed studies could be discussed later in the SA3 working group.

Discussion
In this document, the term Serving Node-C (SN-C) denotes the UE C-plane handling functionality of the IP Gateway in the PLMN where the UE is located, and the term Service Gateway (SGW) denotes the IP Gateway in the PLMN providing operator services to the subscriber.
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Figure 1: High-level Security Architecture.

Session Key (SK) management is based on a key produced during the initial access authentication and transferred from the AAA home server to the SN-C. Figure 1 shows a high-level security architecture where the AAA home server is located in the subscriber’s home network and the SN-C in the visited network.
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Figure 2: Security Associations between BSs and SN-C.

Figure 2 shows Security Associations (SA) between SN-C and Base Stations (BS). Each BS has a separate SA with the SN-C. This SA between BS and SN-C is used to protect (integrity protection and optionally encryption) the C-plane messages between them.
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Figure 3: Key hierarchy in the evolved access.

Figure 3 shows the key hierarchy in the evolved access network. The authentication signalling between the UE and the AAA home server results in both of them deriving a Master Session Key (MSK). The AAA home server and UE derive the Master Key shown in Figure 3 from the MSK based on the SN-C identity. The AAA home server sends the Master Key to the communicating SN-C. Another option is to bind the SN-C identity (visited network identity) to the MSK key generation and send the MSK to the SN-C.

The SN-C knows the identities of its associated BSs and can derive BS specific SKs for the UE from the Master Key when needed. The lifetime of a SK is bound to the authenticated session lifetime. The secure key creation facilitates even long lifetimes (e.g. one or two days), which improves scalability and reduces the signalling load between the SN-C and BSs. The SN-C has access to the authenticated subscriber’s session credentials (e.g. Master Key and session lifetime) and acts as a Key Distribution Center (KDC) for the BSs through a Session Keys Context (SKC) concept, which we describe in high-level below (see Figure 4).

UE derives the Master Key from the MSK when it knows the SN-C identity, and BS specific SKs from the Master Key when it knows the corresponding BS identities. For example, it derives the Session Key between UE and BS Y (SKUE_BSY) from the Master Key using the BS Y identity. This way the UE does not have to keep multiple keys for each BS, but derive them when needed.

As a result of this key hierarchy, a BS cannot derive keys for other BSs. This is a useful feature in a case where a BS is overtaken by an attacker. Due to the binding of the SKs to the BS identities, the UE authenticates a BS by verifying that the BS has the same key as itself, and the BS authenticates a UE in the same way. As a result the UE and BS are mutually authenticated.

The ciphering keys are derived from a SK. Because the SKs are derived from the Master Key they are a result of the authentication procedure between the UE and the subscriber’s home network. To improve the subscriber and RAN security, each UE must have a separate SK with every BS they communicate with. The derived ciphering keys must be fresh (i.e., they must not be re-used or shared). Freshness is ensured by an exchange of nonces used in the derivation of the ciphering key. In this way, the key is changed even if the UE re-visits the same BS.
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Figure 4: Session Keys Context concept.

Figure 4 shows an example case where UE makes a handoff from one BS to another. The Session Keys Context (SKC) follows the UE proactively or reactively. The SKC for a UE includes a SK for each BS, encrypted based on the SA between the BS and the SN-C. Therefore, only the target BS that has the corresponding decryption key can acquire the required SK from the SKC.

Because each BS has a separate Session Key with the UE, there is less need to synchronize the security contexts during the handoff (i.e. no ciphering state machine information synchronization etc.).

It is also possible to protect the context relocation between BSs with the SKC concept without a need to separately manage SAs between BSs. Each BS can update its SKC contents dynamically with the SN-C if necessary, e.g. if it notices that there are no SKs for its neighboring BSs. Entries in the SKC are not dependent on each other and can also be removed/added if needed. The overall concept of the SKC is flexible; the signaling load between the SN-C and BSs can be dynamically adjusted by changing the number of entries in the SKC as needed.

Conclusions

Use of non-shared fresh ciphering keys between multiple BSs and the UEs improves the overall subscriber security and meets the current requirements trend in the area of session key management (in forums specifying e.g. 802.11, WiMAX and IETF AAA). End-to-end security, where user plane packets are encrypted between the UE and another node such as a VPN gateway or Media gateway, further improves overall security.

The current UMTS security model is followed and improved upon. For example the threat of a rogue BS is lowered and a threat of a malicious BS is mitigated with mutual authentication between the UE and the BS. In addition, the subscriber credentials are not transferred outside AAA home server when using challenge-response pairs.

Session Key distribution from the centralized SN-C to multiple BSs improves subscriber session security and lowers the security requirements for the BS since only the SN-C need to be able to derive Session Keys based on the initial access authentication of the subscriber.

The distribution of the Session Keys for multiple BSs using a Session Keys Context (SKC) to the BS serving the subscriber during the initial access authentication procedure, and subsequently between the BSs participating in a handoff, improves overall scalability. The SN-C specific authentication and authorization signalling can be isolated from the critical handoff phase between BSs.

Because each BS has a separate Session Key with the UE, there is less need to synchronize the security contexts during the handoff (i.e. no ciphering state machine information synchronization etc.).
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