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1. Introduction 

One of the key operator aspects of AIPN/SAE is to allow operators to “take advantage of the convergence of telecommunications and IT industries towards IP technologies” (TR 22.978).
Since convergence will likely include user equipment specific considerations, here we introduce 3GPP to the key functionality which is being rolled out within the IT industry in order to further protect established IP networks.

2. Evolution of Admission Control

Whilst in the past, admission control was simply a matter of authentication and authorization, the IT industry is now enforcing security policy compliance on all devices seeking access to the network and attached computing resources, thereby limiting damage from viruses and worms.

These advanced admission control schemes piggyback on layer 2 authentication (e.g., using 802.1X/EAP based techniques) to transport host credentials (OS version, patch level, antivirus software levels) prior to the network allocating an IP address. The back end systems can identify noncompliant devices and deny them full system access, instead placing them in a quarantined area were they have access to a remediation server where necessary updates and patches can be installed and sending a message to the device informing the user that the device is out of compliancy and explaining what steps are required in order to re-establish full access to the network.

Such functionality complements the R7 selective disabling functionality which focuses on signature based detection of compromised hosts and instead looks to avert infection in the first place by ensuring security policy compliance.
3. Proposal

It is proposed to add a new issue in section 7 of the TR

7.x
Security Posture Based Admission Control

7.x.1
Description of the key issue

3GPP SAE and AIPN is positioned to allow operators to take advantage of convergence of telecoms with IT industries. In response to the various threats against IP networks, the IT industry is increasingly adopting a security posture based admission control which enforces security policy compliance on all devices seeking access to the IP network and attached computing resources. Such techniques are able to limit the infection and subsequent damage from viruses or worms which, it is anticipated, will be increasingly used to target mobile devices.
7.x.2
Solution for the issue

It is proposed that the SAE architecture support security posture based admission control. Already a requirement exists that “The Evolved 3GPP System shall support basic IP configuration for terminals that do not have IP connectivity.” This requirement is then enhanced with the ability to request and receive the current security posture of the end device prior to the device receiving IP connectivity. The network is then able to take remedial action on those non compliant devices, e.g., by connecting the user to a “quarantine APN” service where remedial actions can be taken.

Whichever technique is defined in SAE for authentication should also be able to transport security posture information (e.g., EAP).

7.x.3 Impact on the baseline CN Architecture

The baseline CN architecture includes the PCO field which could be used to transfer the security posture assessment.

7.x.4 Impact on the baseline RAN Architecture

N/A

7.x.5 Impact on terminals used in the existing architecture

An agent will need to be defined to allow security posture information to be requested and received from the applications installed on the end device.
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