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Discussion

The TR 23.805 currently details two possible solutions for the Selective Disabling of UE Capabilities, one based on SMS OTA and one based on OMA Device Management (DM). The OMA Device Management Smart Card work provides the opportunity to combine aspects from both proposals. This document provides, for discussion, a high-level description of a possible SMS OTA/DM solution.

One of the disadvantages of the DM solution documented in TR 23.805 was the requirement for a “back up solution” to use in the case that the bearer supporting the DM protocol is unavailable e.g. to use SMS when GPRS is not available
. This requirement not only adds complexity but also does not fully address the issue that the DM protocol requires an underlying bearer e.g. what happens if GPRS and SMS are disabled? 

This is a difficult issue to address due to requirement of the DM protocol for two-way communications. A consequence of this requirement is that a DM solution cannot use the mechanism described in the SMS OTA solution, i.e. using a mobile terminating SMS to update the selective disabling information, as the DM protocol would also require mobile originating SMS to complete the protocol exchange. 

The OMA DM v1.2 DM Profile allows for the update of Management Objects (MOs) stored on the Smart Card using SMS OTA. The MOs stored on the Smart Card are also copied to the management tree in the ME where they can be updated using the DM protocol. With the capability to update MOs using SMS OTA, it is suggested that a DM solution that specifies an MO(s) for the Selective Disabling of UE Capabilities, stored on the Smart Card, would overcome the reliance on a bearer supporting two-way communication
. Such a solution would therefore benefit from the advantages of DM e.g. standardised management interfaces, ability to interrogate the device status etc, and would have an inherent back up solution that does not depend on a bearer capable of supporting the DM protocol.  

However, storing the MO(s) on the Smart Card also means that some of the same issues previously described for the SMS OTA solution are present, namely: VPLMN control and linking the Selective Disabling of UE Capabilities to the ME and not the subscription.

SMS OTA servers are controlled by the HPLMN. It would not be normally expected that the DM client in an MS would be directly managed by the VPLMN Device Management server. Therefore the VPLMN may be unable to directly update the MO(s) on a misbehaving MS. However, it is suggested that the VPLMN could request that the HPLMN disable a specific capability for a specific device. This interaction could be aided by the use of the Web Services Interface for Device Management currently being standardised in OMA (REF: "Web Services Interface for Device Management, Work Item Document", OMA-WID_0013-WSI_DM-V1_0_1-20041022-A, URL:http://www.openmobilealliance.org). 

By storing the MO(s) on the Smart Card, the ability to disable capabilities on a misbehaving device appears to be linked to a subscription and not the ME. However, there are ways of ensuring that the link is with the ME and not the subscription. For example one possible solution would be that when a Smart Card is inserted into an ME for the first time or when the Smart Card is removed from one ME and inserted to another ME, the DM server checks the provisioning and configuration for the new ME and updates the MO(s) if necessary
. This would allow the DM server to check against a list of devices with known issues and ensure that only misbehaving devices were disabled. This approximately mirrors the information flow and logic of the SMS OTA solution described in TR 23.805.

In addition to the issues described above, further work is needed in a number of areas in OMA before a DM/SMS OTA solution can be specified. 

The synchronisation between the MO(s) on the smartcard and the MO(s) on the device is an important issue because it is essential that the ME always acts on the latest update to the MO(s). However, it is currently it is not possible for the ME to update MOs stored on the Smart Card. Possible solutions could include: 

· Sending duplicate messages, one via SMS OTA and one via DM protocol

· Allowing the ME to update the MO(s) on the smartcard

· Always treating the MO(s) on the ME as correct (in case of conflict) but also ensuring that whenever the MO(s) on the Smart Card is updated the MO(s) on the ME is also updated. This should ensure that the device always acts on the most recent MO(s).

· Time stamping MO(s) updates 

The DM Client on the ME retrieves the MO(s) stored in the Smart Card when the Smart Card is inserted into a device and the device is switched on. The MO(s) are applied to the device configuration. However the OMA DM specifications do not state the ME must update the device configuration if the MO(s) on the Smart Card is changed (except in specific circumstances). This is an enhancement that would be required to the OMA Device Management specifications. It may be included in the OMA Device Management Smart Card work.

MO(s) stored on the Smart Card as specified in OMA DM v1.2 DM Profile can be updated using SMS OTA. Currently to update a single MO on the Smart Card the entire file containing all the MOs must be replaced on the Smart Card. The OMA Device Management Smart Card work could enable MOs to be managed and updated more efficiently on the Smart Card.

Summary

In summary the OMA WID Smart Card in Device Management offers an opportunity to provide a simple architectural solution for the Selective Disabling of UE Capabilities, within the standardised framework of Device Management, which avoids the issues relating to DMs reliance on an underlying bearer supporting two-way communication. Vodafone would welcome the comments of interested parties with the aim of providing a detailed solution to the TR 23.805.

� This could be because the capability has been disabled or is not supported by the network


� Use of DM protocol is always preferred when available


� It is expected that this will be done for other services as well as Selective Disabling of UE Capabilities





