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1
Introduction

This discussion paper is based in the most part on that presented at CT4 #27 in TDoc C4‑050585.

In the current WLAN stage 2 documentation, Vodafone believe there lacks clarification in how DNS resolution is realised for the connection of a WLAN UE to a PDG. It should be noted that just like GGSNs in GPRS, the PDG may be located in the VPLMN or the HPLMN but, unlike GPRS, it is up to the WLAN UE and not the network to decide to which to connect (and hence perform the DNS resolution).

In the 3GPP TS 23.234, section 6.1.1 and 6.1.2 we have the following architecture diagrams:
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NOTE:
The shaded area refers to WLAN 3GPP IP Access functionality.
Figure 1: Non-roaming reference model
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NOTE:
The shaded area refers to WLAN 3GPP IP Access functionality.
Figure 2a: Roaming reference model - 3GPP PS based services provided via the 3GPP Home Network
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NOTE:
The shaded area refers to WLAN 3GPP IP Access functionality.
Figure 2b: Roaming reference model - 3GPP PS based services provided via the 3GPP Visited Network

2
Problems

2.1
Background to problems: "access independence"

It has been agreed in SA2 that Scenario 3 shall have "access independence", however, there is very little mention of this requirement in the current WLAN stage 1, 3GPP TS 22.234 v.6.2.0. The most that is mentioned is found in section 5.1.7.1 ("Interworking between PLMN and WLANs – General"):

The different levels of interworking supported are defined to be independent. Hence, it shall be possible for a network operator to provide a particular level of interworking independently to other levels of interworking.

NOTE:
For example, it is possible for a network operator to provide a level of interworking to provide access to 3GPP PS based services (Scenario 3 of TR 22.934 [2]) without needing to provide the level of interworking for 3GPP based access control and charging (Scenario 2 of TR 22.934 [2]). In this case 3GPP USIM based authentication of the user is still needed before accessing 3GPP PS based services.
From the above, one can assume that Scenario 2 authentication does not have to take place for Scenario 3 access. Therefore it can also be assumed that this means that the PDG can be connected to/from a multitude of access networks, not just WLAN ANs. This brings about flexibility, however, it also brings about a problem.

2.2
Problem #1: What network is "WLAN 3GPP IP Access"?
It is currently unknown what the shaded area labelled "WLAN 3GPP IP Access" is intended to be. Is it the Internet? Or is it the private inter‑operator IP backbone network, more commonly known as the "GRX" (like we have with GPRS)? The lack of definition is a major one as it has knock‑on effects on what domain name should be defined (by CT4) for the addressing scheme of PDGs. The scheme needs to be standardised in order for the UE to change the domain name for connecting to a PDG in the HPLMN or a PDG in a VPLMN (as per 3GPP TS 23.234, section 7.9 – "W‑APN Resolution and Tunnel Establishment").

Regardless of whether the network "WLAN 3GPP IP Access" is connected to the Internet or to the GRX, what is implied from the diagrams above (and the rest of the WLAN stage 2) is that the "WLAN 3GPP IP Access" is a common network between the VPLMN and the HPLMN.

First of all, consider if the network that the "WLAN 3GPP IP Access" is the Internet. This essentially would be what we have today i.e. WLAN ANs connected to the Internet, thus:
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Figure 3: 
In Figure 3 above, the DNS resolution flow is shown with a blue line. The DNS resolver in the UE sends the DNS Request to the local caching DNS server in the (WLAN) AN. This local caching DNS server will then interrogate the next node up in the DNS tree (e.g. the Root DNS, as shown in the diagram) which will eventually return the authoritative server in the PLMN of the PDG to be connected to. The local caching server will then interrogate the authoritative server and, all being well, successfully receive one or more IP addresses of the PDG. Once one or more IP addresses are received by the UE, the IKEv2 tunnel can be established and data can flow (as shown by the black line).

Next, consider if the "WLAN 3GPP IP Access" is the GRX, thus:
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Figure 4: 
In Figure 4 above, the DNS resolution flow (shown with a blue line) is identical to that shown in Figure 3. However, the GRX Root DNS tree will be utilised and NOT the Internet's!

It must be noted here, that the DNS tree in the Internet and the DNS tree in the GRX, are totally separate; they each have their own root and their own "leaf" nodes. Trying to resolve a GRX domain name on the Internet will not work, and, vice versa, trying to resolve an Internet domain name on the GRX will also not work.

Now consider what we have currently in the 3GPP specifications, where it is ambiguous as to what is the "WLAN 3GPP IP Access" network. In order for full interoperability, a PLMN would have to connect their PDG to both the Internet as well as the GRX because if the (WLAN) AN was connected to the Internet and the PDG connected to the GRX, or vice versa, then the PDG would be unreachable. So in order to accommodate for both connection options for the (WLAN) AN, the PDG needs to be connected to both. Note also that in order for roaming to work between PLMNs, the same applies again; this is because even if the HPLMN only has direct connections to (WLAN) ANs through one network, the HPLMN has to take into account that the VPLMN may use the other! So we potentially have the following architecture:
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Figure 5: 
In Figure 5 above, the DNS resolution flow (shown with a blue line) is identical to that shown in Figures 3 and 4. However, how would the UE "know" which network the (WLAN) AN is connected to i.e. Internet or GRX, and know which DNS tree would therefore be interrogated? One may suggest that the UE try a look‑up to a resolvable domain in either the Internet or GRX first, and if that one failed, try the other. Due to the way DNS works (i.e. caching of results) this may not be so time consuming as one might think, however, waiting for DNS time‑outs is generally considered "a bad thing" and is not an exact science.

Some might argue that we could just assume that the (WLAN) AN must connected to both the Internet (for general users) and the GRX (for 3GPP users) and traffic could be separated using mechanisms noted in Annex C.1 and C.2. This would give us the following architecture:
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Figure 6: 
In Figure 6 above, the DNS resolution flow (shown with a blue line) is ambiguous in which DNS tree should be queried; the Internet's DNS tree or the GRX's DNS tree? The local caching DNS server (located in the (WLAN) AN) CANNOT interrogate both; DNS servers do not have the intelligence to decide between DNS trees to interrogate. They simply see one DNS tree only. They may have a list of different Root DNS nodes to try if one is unreachable, but only if the tried Root DNS node does not respond, not if a negative response is returned for a domain name. The assumption of only one DNS tree has been a feature of the IETF's DNS specifications since creation.

It could be assumed that the (WLAN) AN "knows" to route all traffic from a particular client to one particular network as defined in Annex C.1 and C.2. However, Annex C.1 and C.2 assume Scenario 2 authentication has taken place (otherwise, how does the (WLAN) AN "know" that the client is a 3GPP user?) so "access independence" would not work.

2.3
Problem #2 – Addressing the PDG in the HPLMN

If the GRX is chosen as the "WLAN 3GPP IP Access" network, then the domain name for PDG addressing (i.e. W‑APNs) is straight forward. CT4 will need to simply follow the procedure defined in 3GPP TS 23.003, Annex E for reserving a sub‑domain under the domain name "mnc<MNC>.mcc<MCC>.3gppnetwork.org". Once a sub‑domain is allocated, then the W‑APN/PDG FQDN for the HPLMN can be created using the MNC and MCC from the IMSI.

If the Internet is chosen as the "WLAN 3GPP IP Access" network, then the domain name for the PDG addressing (i.e. W‑APNs) is not so straight forward. There are currently no 3GPP procedures to follow for allocation of a public domain name. Does CT4 have to assign a default domain name? Could the UE just simply rely on configuration in the UICC and/or configuration in UE for the W‑APN instead?

2.4
Problem #3 – what exactly is the VPLMN in "access independence"?
So far, we have only analysed the connections to, and addressing of, PDGs in the HPLMN. Now let's consider PDGs in the VPLMN.

With no access independence, the domain name for the W‑APN of the PDG(s) residing in the VPLMN can be obtained from the Decorated NAI (minus the "wlan.") that was used in the AAA authentication. However, with access independence, the AAA authentication is not necessarily done so there may not be a Decorated NAI from which to obtain the domain name.

So how does the UE "know" what the VPLMN is?

Is there really a VPLMN in this case though? Potentially there could be many PLMNs and the user could choose any network's PDG(s).

3
Conclusion & Proposals

For Problem #1, it must be noted that the Internet and GRX are totally separate IP networks and as such have different DNS trees. Without knowing which DNS tree is to be used, domain name specification for use in the addressing of PDGs cannot be agreed. Therefore, to address Problem #1 a choice must be made by SA2 as to what network the "WLAN 3GPP IP Access" network is to be.

Vodafone believe that it should be the Internet, or at least, a network connected to the Internet and which uses the Internet's DNS tree. It should not be the GRX. This is to enable "access independence". Also, the GRX is a back‑end routing network that is (currently) not visible to the end‑user. For example, today the GRX is used for the Gp interface (SGSN – GGSN) and the MM4 Interface (MMSC – MMSC); both of which cannot seen by end‑users. If the GRX is to be used for the terminating of user plane traffic to PDGs, and hence the GRX DNS tree to be visible to end users, this presents a severe security risk to the integrity of the GRX as now end-users have the potential to start "exploring" this network and its private DNS tree. Such a major change of security to the GRX would need to be agreed by GSMA IREG (Interworking & Roaming Experts Group) and GSMA SG (Security Group) before continuing specification in 3GPP.

Finally, another reason for this choice is that today, WISPs, DSL providers and cable modem providers (all three of which are potential access technologies of "access independence") supply connections to the Internet. They do not supply connections to the GRX and many of them will not be able to get access to the GRX as they are not mobile operators. If 3GPP are to inter‑work with existing technology configurations then the "WLAN 3GPP IP Access" should be considered as a network connected to the public Internet and hence, the Internet's DNS tree must be used. Otherwise, GSMA IREG would need to be contacted to ask them to open up the GRX to non‑mobile operators.

To address Problem #2 (which is brought about by using the Internet instead of the GRX), SA2 needs to decide whether or not a particular domain name in the Internet's DNS tree should be mandated in order to meet the requirement in 3GPP TS 23.234 section 7.9. Alternatively section 7.9 could be modified to define a different mechanism than automatic domain name creation e.g. rely on configuration in the UICC and/or UE. Vodafone does not have an opinion on whether or not section 7.9 should be changed, however, if it is not to change then Vodafone strongly recommends contacting GSMA IREG to see if they can provide a domain name in the public Internet DNS address space to support W‑APNs/PDG addressing
.

Finally, for Problem #3, it could perhaps be documented that when there is no Scenario 2 authentication taking place (i.e. "access independence") there is no VPLMN therefore the UE should maybe connect to the PDG in the HPLMN. Vodafone recommend documenting (perhaps in section 7.9 of 3GPP TS 23.234) that when the WLAN UE cannot determine the VPLMN, it should attempt to connect to the PDG in the HPLMN. 

It is worth noting that these problems cannot be solved independently as any one solution will have a knock on effect on the solution to another problem.
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� CT4 at their last meeting have already sent an LS to GSMA IREG asking this, so there is nothing for SA2 to do here.
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