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1.
Introduction

This paper focuses on the inter-access-system mobility, assuming that Mobile IP is used as a generic inter-system mobility mechanism. The Mobile IP Home Agent (MIP HA) is assumed to play the role of a “centralised mobility manager” at the All-IP Network (AIPN) stratum. The paper provides details on how this generic inter-system mobility mechanism could be applied to provide service continuity and seamless handover (a.k.a. Scenarios 4 and 5) in the specific context of 3GPP WLAN interworking.
A companion paper [1] proposed a three-strata concept for describing the evolved System Architecture:

· Access System Stratum;

· Network Stratum, and

· Multimedia Stratum.

This paper focuses on the AIPN stratum.
Section 2 explains how MIPv4 and MIPv6 could be used as generic inter-system mobility mechanisms. Section 3 provides the details on how these generic mobility mechanisms could be applied in the specific context of 3GPP WLAN interworking (Scenarios 4 and 5).

2.
Proposed Use of MIPv4 and MIPv6 in 3GPP AIPN
Depicted in Figure 2 is a simplified view on the proposed use of MIPv4 in the 3GPP AIPN. Although the figure shows a GGSN node, it should be noted that a PDG or an Access System GateWay (ASGW, as proposed in [1]) could be used in the same role.
The AAA functions in the figures are generic “L3 AAA” functions (as proposed in [1]). It is is FFS whether these functions would have to be defined from scratch or whether they would just have to be identified as part of the AIPN stratum, in case such functions already exist.

The figures depict the generic case where the MIP HA is not necessarily located in the same network with the GGSN. For this reason the “L3 AAA” functions are split into two nodes referred to as “Local AAA” and “Home AAA”, located in the Visited and Home AIPN network, respectively. The “Home AAA” functionality described here may be part of the HSS.
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Figure 2. Proposed use of MIPv4 in 3GPP AIPN
1) UE establishes a layer-2 connection with the GGSN (or PDG or ASGW);

2) The MIP Foreign Agent (MIP FA) function in the GGSN sends a FA advertisement;

3) MIP client in UE sends a MIPv4 Registration Request (RRQ);

4-7) The GGSN interrogates the user’s “Home AAA” function in order to authenticate and authorise the user. The Home AAA allocates a Home Agent (HA) and provides the address of the assigned HA to the GGSN. In addition it generates a pre-shared secret for the purpose of FA-HA IPsec tunnel establishment and forwards it to the GGSN.

8) GGSN starts IKE negotiation with the assigned HA in order to establish an IPsec tunnel. This step is required only if it is necessary to protect the FA-HA traffic (e.g. if the FA and the HA are located in different AIPNs). The IPsec tunnel is not UE-specific i.e. it can be re-used for all traffic between this pair of FA-HA;

9) The HA fetches a pre-shared key from the Home AAA for the purpose of IKE negotiation and proceeds with the establishment of the IPsec tunnel. This step is required only if there is no IPsec tunnel already established between this pair of FA-HA;

10) Once the IPsec tunnel is setup, the FA forwards the MIPv4 RRQ to the MIP HA.

11) The HA fetches a pre-shared key for UE-HA authentication. This step is required only at session establishment. Specifically, it is not required for UE-HA authentication when the UE subsequently connects to other FAs.

12-13) The HA accepts the mobile registration by replying with a MIPv4 Registration Response (RRP).

Depicted in Figure 3 is a simplified view on the proposed use of MIPv6 in the 3GPP AIPN. The main difference wrt IPv4 is the absence of Foreign Agent in the GGSN.
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Figure 3. Proposed use of MIPv6 in 3GPP AIPN
1) UE establishes a layer-2 connection with the GGSN and begins authentication;

2-5) The GGSN interrogates the user’s “Home AAA” function in order to authenticate and authorise the user. In addition, the Home AAA provides “MIPv6 bootstrap” information i.e. information allowing the Mobile IP client in the UE to configure itself for MIPv6 service and identify the assigned HA;

6) GGSN completes the user authentication;

7) The MIPv6 client in the UE carries out a DHCPv6 procedure for MIPv6 bootstrap;

8-9) The MIPv6 client in the UE sends a Binding Update (BU) to the MIPv6 HA (this is the equivalent of the MIPv4 RRQ);

10-11) HA authenticates the user and fetches keying material for subsequent Binding Updates;

12-13) HA accepts the mobile registration by replying with a Binding Acknowledgement (BA).
3.
Application of Mobile IP to 3GPP WLAN Scenarios 4 and 5
The previous section discussed the possible use of Mobile IPv4 (MIPv4) and Mobile IPv6 (MIPv6) as a generic solution for All-IP Network (AIPN) mobility management. This section provides an application of this generic inter-system mobility management mechanism to the specific case of 3GPP WLAN session continuity and seamless handover (a.k.a. Scenarios 4 and 5).
Depicted in Figure 4 is the application of Mobile IPv4 as a solution for 3GPP WLAN Scenarios 4/5. It is assumed that a Foreign Agent (FA) functionality is incoporated in both the GGSN and the PDG, meaning that in this case MIPv4 is used with Foreign Agent Care-of-Address (FA-CoA).

The HA is assumed to be located in the 3GPP Home Network, noting that it could also be located in external IP networks (e.g. refer to Figure 6). The “L3 AAA” functions which are specific to the use of MIPv4 are assumed to be provided by the 3GPP AAA server.

Note that the UE-PDG tunnel in this (and in the three subsequent figures) plays the role of a layer-2 connection. The MIPv4 tunnelling is used only on the Gi and Wi interfaces i.e. between the HA and the FA located in the GGSN and the PDG, respectively.
Note: Gi and Wi are used throughout the figures to denote the reference points between the HA and the GGSN and PDG, respectively, while awaitng for the defintion of more appropriate designations.
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Figure 4. Use of MIPv4 with FA-CoA for Scenarios 4/5
The same architecture applies to both Scenario 4 and Scenario 5, the only difference being that in Scenario 5 the UE is assumed to maintain simultaneous connections across the source and target Access System during the transition period.
Depicted in Figure 5 is the application of Mobile IPv6 as a solution for inter-system mobility. The same figure also applies to the use of MIPv4 with collocated Care-of-Addresses (co-CoA).

[image: image4]
Figure 5. Use of MIPv6 or MIPv4 with co-CoA for Scenarios 4/5
In either case there is no notion of Foreign Agent in the GGSN or PDG. MIP tunnelling is used from the HA all the way down to the UE. The MIPv6 “route optimisation” mechanism may be used to avoid tunnelling over the radio.
Figure 6 illustrates a MIPv4 case similar to the one depicted in Figure 4, except that the HA is located in an external network (e.g. a corporate network or an external ISP network). The “L3 AAA” functions are assumed to be provided by a separate AAA infrastructure (i.e. denoted as “local AAA” and “home AAA” servers in the figure). Note that in this case the credentials used for user authentication / authorisation during the MIP registration may not be SIM-based. The MIP tunnels on the Gi and Wi interfaces are likely to be transported within an IPsec tunnel, because the HA and the FA reside in different networks.

[image: image5]
Figure 6. MIP use for Scenarios 4/5: HA in external network
Mobile IP may also be used for handling inter-WLAN mobility, as depicted in Figure 7. However, relying on Mobile IP alone in this case may not be sufficient for achieving Scenario 5-like seamless mobility. A possible issue is the time required for setting up a new IPsec tunnel when changing the point of WLAN attachment, because, contrary to the inter-system handover, the UE may not be able to initiate a new IPsec tunnel setup before breaking the previous one. The IETF MOBIKE group is currently working on mechanisms for speeding up this kind of IPsec tunnel relocation.
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Figure 7. MIP use for inter-WLAN mobility
4.
Conclusion and Proposal

Agree for inclusion of the proposed text in Sections 2 and 3 of this document in the appropriate section of the baseline TR 23.882.
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